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3.1. Can 29X HIhge [1EiT]

Wit KHINEETE Can BRI, FFEEMARHSLITA.

contract Can {
/1 @notice EIP-20 token name for this token

string public constant name = "Channels";// knownsec //1C 11 5 7

// @notice EIP-20 token symbol for this token

string public constant symbol = "CAN",// knownsec //{CT17 71

/// @notice EIP-20 token decimals for this token

uint8 public constant decimals = 18,// kivownsee /1011 171

/// @notice Total number of tokens in circulation
uint public constant totalSupply =1000000000e18; // todo: update from 10 million to 1 bil

lion Can // knownsec // % 176 &

W/ @notice Allowance amounts on-behalf of others

mapping (address => mapping (address => uint96)) internal allowances;

/1 @notice Official record of token balances for each account

mapping (address => uint96) internal balances;,

/I @notice A record of each accounts delegate

mapping (address => address) public delegates;

/1 @notice A checkpoint for marking number of votes from a given block
struct Checkpoint {

uint32 fromBlock;

uint96 votes;

-11 -
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/// @notice A record of votes checkpoints for each account, by index

mapping (address => mapping (uint32 => Checkpoint)) public checkpoints;

7/ @notice The number of checkpoints for each account

mapping (address => uint32) public numCheckpoints;

1/ @notice The EIP-712 typehash for the contract's domain

bytes32 public constant DOMAIN TYPEHASH = keccak256("EIP712Domain(string name

,uint256 chainld,address verifyingContract)");

/1 @notice The EIP-712 typehash for the delegation struct used by.the contract

bytes32 public constant DELEGATION TYPEHASH = keccak256("Delegation(address de

legatee,uint256 nonce,uint256 expiry)");

/17 @notice A record of states for signing /validating signatures

mapping (address => uint) public nonces;

/// @notice An event thats emitted when an account changes its delegate

event DelegateChanged(address indexed delegator, address indexed fromDelegate, addres

sindexed toDelegate);

ance);

/1 @notice Anevent thats emitted when a delegate account's vote balance changes

event DelegateVotesChanged(address indexed delegate, uint previousBalance, uint newBal

/// @notice The standard EIP-20 transfer event

event Transfer(address indexed from, address indexed to, uint256 amount);

/// @notice The standard EIP-20 approval event

event Approval(address indexed owner, address indexed spender, uint256 amount);

-12 -
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/**
* @notice Construct a new Can token
* @param account The initial account to grant all the tokensgnrh
*/
constructor(address account) public {
balances[account] = uint96(totalSupply);

emit Transfer(address(0), account, totalSupply),

ZEBW: T,
3.2. ExchangePool §#£){X i LAIB#FThEE (i)

Wit KT ILIBREFIIEER exchange REEE, FTEBHEERB KR
Mt T EE, 7E181T safeTransferFrom 5 safeTransfer R E LI BT Kk,

2w, MEZEIERH, TRRESE.

function exchange(uint amount) public checkOpen lock{//mownsec /15111117 4 77/ 57 177
require(preCAN.balanceOf(msg.sender) >= amount, "preCAN not enough");
preCAN.safeTransferFrom(msg.sender, address(this), amount);
newCAN.safeTransfer(msg.sender, amount.mul(200));

emit Exchange(msg.sender, amount, amount. mul(200));

ZEEW: T,
3.3. Comptroller &9 M [iE1T ]

Wit 9Hr: $5MANTHEER Comptroller 43044 mintAllowed REISEIR,
HIBZPERAREFH MRS EN, FHMBIENIIEEEM AU,

-13-
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ENREHER, EFUER Can KM ATREE, ICXRHEHEN LD EAR. £F

it EBEER, NRERAE.

function mintAllowed(address cToken, address minter, uint mintAmount) external returns (

uint) {
// Pausing is a very serious situation - we revert to sound the alarms

require(!mintGuardianPaused|[cToken], "mint is paused");

// Shh - currently unused
minter;

mintAmount;

if (Imarkets[cToken].isListed) {

return uint(Erron MARKET NOT LISTED);

// Keep the flywheel moving
updateCanSupplylndex(cIoken);

distributeSupplierCan(cToken, minter, false);

returnuint(ErrorNO_ERROR);
Hlknownsec g 71 X

ZEBW: T,

3.4. Comptroller SR BENEH TR [1Eid]

Hitor: BN EE TR INEE R _setCloseFactor BRESEIL, HiB4E S HIMT
FAEREHN admin, AREHEFXBEZEELER, TIRNLEE#R, LFIT,

I ZEIER, PRREEE.
function _setCloseFactor(uint newCloseFactorMantissa) external returns (uint) {

-14-
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// Check caller is admin
if (msg.sender != admin) {
return fail(Error UNAUTHORIZED, Failurelnfo.SET CLOSE FACTOR _OWNER CHEC
K);

Exp memory newCloseFactorExp = Exp({mantissa: newCloseFactorMantissa});
Exp memory lowLimit = Exp({mantissa: closeFactorMinMantissa});
if (lessThanOrEqualExp(newCloseFactorExp, lowLimit)) {
return fail(ErrorINVALID CLOSE FACTOR, Failurelnfo.SET .CLOSE FACTOR VALID
ATION);

/

Exp memory highLimit = Exp({mantissa. closeFactorMaxMantissa});
if (lessThanExp(highLimit, newCloseFactorExp)) {

return fail(ErrorINVALID CLOSE. FACTOR, Failurelnfo.SET CLOSE FACTOR VALID
ATION);

/

uint oldCloseFactorMantissa = closeFactorMantissa;
closeFactorMantissa = newCloseFactorMantissa;

emit NewCloseFactor(oldCloseFactorMantissa, closeFactorMantissa),

return uint(ErrorNO_ERROR);

Y/ knownseeQid B )55 50 F

ZEBEW: T,

3.5. Unitroller 2% ¥ Admin IhgE [iE17 )

BT 947: Unitroller &49{# A_setPendingAdmin F1_acceptAdmin &£k 3

-15-
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fTEH# Admin, _setPendingAdmin & TRHEIEILEAN, _acceptAdmin FKEFH

EHERE, ZHIT, MEEBELER, NRRESHE.

function _setPendingAdmin(address newPendingAdmin) public returns (uint) {
// Check caller = admin
if (msg.sender != admin) {
return fail(Error UNAUTHORIZED, Failurelnfo.SET PENDING ADMIN OWNER _
CHECK);

/

// Save current value, if any, for inclusion in log

address oldPendingAdmin = pendingAdmin;

// Store pendingAdmin with value newPendingAdmin

pendingAdmin = newPendingAdmin;

// Emit NewPendingAdmin(oldPendingAdmin, newPendingAdmin)

emit NewPendingAdmin(oldPendingAdmin, newPendingAdmin);

return uint(Error NO_ERROR);

W/ knownsée 1% B IREE Admiin

/**

* @notice Accepts transfer of admin rights. msg.sender must be pendingAdmin
* @dev-Admin function for pending admin to accept role and update admin
* @return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
*/
function _acceptAdmin() public returns (uint) {
// Check caller is pendingAdmin and pendingAdmin = address(0)
if (msg.sender != pendingAdmin || msg.sender == address(0)) {
return fail(Error UNAUTHORIZED, Failurelnfo. ACCEPT ADMIN PENDING AD
MIN CHECK);
/

-16 -
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// Save current values for inclusion in log
address oldAdmin = admin;

address oldPendingAdmin = pendingAdmin;

// Store admin with value pendingAdmin

admin = pendingAdmin;

// Clear the pending value

pendingAdmin = address(0),

emit NewAdmin(oldAdmin, admin);

emit NewPendingAdmin(oldPendingAdmin, pendingAdmin);

return uint(Error.NO_ERROR),

M/ knownsec HiEFr Admin

CAN %

N

faiy

(aYay

op
"
R

)

TR

?éﬁm: 3[_,0
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4. RBSEZ i
4.1. miERMARE [ET]

RERHORDELAPESERT RENFFRRAE
BWER: 20N, FREARBPFHE T FERRAKRTFT 0516, &
FHEZRERH.

ZEBEW: T
4.2. TR [ET]

REGHRDELATESE S TRREG
BMER: 200, FEEARBPRLFEZZEE~A.

REBW: T

4.3. REHBENER [EiT)

KREAARBELIAPEREMT SafeMath T2 HEHE
BNER: 200N, HEEARBPELA SafeMath ZREEHE, TFE
R e :,

ZEBEW: T
4.4. NEEFRREF [1Eid)

REAGARBIITEEE B A A AEEHFHANREDIT

BMER: 2100, BREARBPAFEEZREEA.
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ZEBW: T,
4.5. require/assert BISIREER [Eid]

KRESNRIESLIL A require F assert BEE AN EIEM
BMER: 2100, FeARBPAEFEZLER~A.

ZEEW: T,
4.6. fallback ER¥ &L [iFHid )

KRESAMRLLI 2 EIERE fallback FEL
BNZER: 2180, SR5ARMNPAEFEIZLS R,

REREW: T,

4.7. tx.origin BHEEIF [iE )

tx.origin & Solidity §— 1M 2REE, TBAHEMAAMRIRERYMKXIER
A (3%F5) ik atbi. AEEaATEALZTEATINRIIZEEAR
HRE RN E NI T,

BMER: 210, FReAREBPAFEZREEA.

REBW: T,
4.8. owner T PRIZH] [1E1T ]

KESARBLIFH owner FHEREFTISHNR. flzn, ERELHAM

KAREE,
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WNER: 280, BREAREIPAFEZLE[H,
ZEBW: T,

4.9. gas JHFEHM [1EHi )

KE gas BB GBI KR KR F

O

BWER: 2400, FEAGONDIFAFEZZ SRR,

REBW: T

4.10. call FEANBE [iEiT]

call REUAMRS, Rz RHRIES], SHEESIE call B RE.
RWER: 2w, FRESATFELRRE,

REREW: T,

411 RERBRE [1EA]

KESARIDSS PRR RS (cal/delegatecall) HERRBHEELERE

call AT E T X REWIERN G T, M delegatecall R IT L
TXEEISFREMZEHENaAT

RWER: 2N, BHEARBLPIAFEZRERH.

REBW: L.
4.12. AR KRR [E)
REEVRURTAERE, AT AU TESEETAERTABEINNRL.
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RMER: 2100, TREARBPAFEZZEEZ.

ZEBW: T,
4.13. Py EHE I ERPEH [iEi )

BAFRRERHNIRE SRR

KESATERPRESLEHFERT public. private FXaEH#T0] WS
i, RESAREEREXFFEAT modifier Xt <5 & T RIBR ), B fik
RESE YA

KWNER: 280, SRAEARBPAFEILZREEB,

ZEEW: T

4.14. BEmHEN [ET)

BRENTHNELRBAZRELRHIN BT .

Solidity fx ZREGLIE 266 (W AYERT (2/256-1) , BAKFEEM 1 REHF
20, B, HBFALHSEKIEN, 0BE 1S TATHRANFE.

BEOBHE A TR — ML ENRRE, BEeNEagegelhLHER. &
HEASSBALHNER, FA MR UEEREIE, TESFWEFNT
1o of 8

BMER: 200, FeARBPAFEZLER~A.

ZEBEW: T,
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4.15. BARBERE [1ET)

Solidity fEA—I"RIEEE A& ML BRHEIESAUNEBIEEERIT, tban:

3 CREL BA. BRI EMEREE, Solidity MIEBRIEESHE

Bl

N

Gl

B AKX Fl—-Solidity X B ZF= 8, H Solidity FFEMNEECEERMRASEE

#, FHINERIER, BRBARTESCNEEEEEE. SARNEKEZE

BT, MBEEENRITETREMBNRE, FIMEREHE: 5/2x10=20,

M 5+10/2=25, Mm=4ixZE, EEEEANTENRELZTER, EHE.
BUGER: 260N, SHAARDPAEEZTERHA,

REREW: T,

4.16. SRIRTEFFEANE [iEiT ]

BReaAR IR FEEAEY H,. RA Solidity RELMREF T E T Mg
AR EXE TN A&, 20 block.number #1 block.timestamp, B2 E{1BEHELL
BRRENAF, SEZET THEM, BIXEHENBE—ERE 2T,
PrER AP RE G UEH EFHREE NI RBEIZIEE.

BWNER: 200, TRAEARBPAEFEZLEMA,

REBW: L.

4.17. A RENEOFER [ET)

REGARBLIAPRZEEATARENEN
BMER: 2100, FREARBPAFEZZEEA.

REBW: T
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418. ZBEEE [1Eid)

REFARBLIATEEFAELEBESENTERA
RWER: 240, BHEARLFLAFEZRERH.

ZEBEW: T

4.19. R¥NIa i FEST B

TE solidity AV —MIBREIREM A struct LA, RN FEE
ERVAEH storage 5 memory fi&17.

M {F7E storage(f7fif=%) T memory(R1F)2 M AREIFEE, solidity 21T+
FHEE— D RIBLMNEI B, MARBUNRE stroage S SHE 25 E H M E

FEE SELEEE BEEHMEFENRER, RPN IZELERETY]

HHIIH

W1 struct TTE
BMER: 280, Hee5AKRBAEFEIZD,

ZEEW: T,

4.20. ;R E{ERALIE [1Ei]

kiR HE M MEXNSEEAT, MXIRERRABEZRRAZR

7 Solidity F1F7E transfer(). send(). callvalue(&F&# Mm%, & BT E
Rt &% HT, EXBIET: transfer RIZELMBEE throw, I EHITREE
R, R&fki#d 2300gas AR, BIIEEAMGE, send KiEKRKATSIRE false;

R4 2300gas iAH, BHIEEAR G, callvalue ZiXKMEF£IRE false;
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ZEFT A T A gas #TIHA (T ZA gas_value ZEUHFTIRS]) | FEEA
Bt EARE
WMRARLPRERE E send 1 callvalue T REMIREE, AASH
SHITEEANR, AT HT REKMMSTRIMER.
BMER: 2100, FREARBPAFEZLEEA,

ZEEW: T
4.21. Z B IS [iEi]

HTF LR ERERRINFMAAHIU (EOA) ARYMFEIRER gas v, Fik A
FOMEEESNEMNEERBTRRZ S, BT UAGBEREZATH, 85
A UBR HMARRZ ZHAR . XBHKRE, MREDHFEIT —MEN
ENBRTR, ERAATMBERIZBRAASH URENEMAETHR S, Mt
O RIGRRIRTTSR

RMER: ZRlll, BREEARBETAFEZRERH.

REEW: T,

4.22. B E) B RE I (@]

HHRBR AV (8] BB BRI AR R B LAY A A ], MiX el K498k
900 MESEEKF), HEMT/ABEX—ITHXRE, REZRIENEBREEHT
ZRIMNX I B SAMAS EIRZEZE 900 MINA, — N Lo RURITREX R
A (8] Bk R T BB B A M T b A SR AR M AR 3R A

RERAHORILA P EEFER KRBT EBRAN XTI
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RMER: 2100, TREARBPAFEZZEEZ.

ZEBW: T,
4.23. 3BGEPRF T [1Fid)

KRG G, BERSEGH, EXIZRBRTHNEESLITEKX
RIEREER LRSS SEERGNEERSNERTEREREZ M, S5k
AR ZERTTHIERTA, ANRINTEINERT gas SE gas &R, A
AR A R RE B M private A, FIFREHRRFE

RMER: 2100 TREARBPAFEZZEE-,

REREW: T,

4.24. BFEERE [BEid]

AERTEAR transfer RIS MKHIE A (msg.senden I RFEEAAIZ if
HIBr A=, % balances[msg.sender] < value Bf#t N else BIEERD I return
false, AR BMWERE RMIAHIR ii/else XFBFIMHIM AT transfer
XERBRRI =PRI ENRBETR.

WNER: 280, FREARBPAFEZRERA,

ZEBEW: T,

4.25. EANEHEEN [Eid)

BEANRBERZDNUXGEEREARE, SFETUATNDX (The

DAO hack)
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Solidity H1A call.value() R EFE R AR X IX HT MR IBRE E IR T
gas, HIAH callvalue() R & IE HT IBRIER A EXFRRD REZKR PR R
BIRS, BRFAEEARGAINE.

BMER: 2100, FREARBPAFEZZEEA.

REBW: T

4.26. ERBERN [iEd )

BEATMFSREREENTE R, WEIBRIENATEANE, BRENINE
ERFEEERT, EEZEREENEL ZRABATEIIEANEE, £

EAZMN—ENFASZIEA. ML FHEETREATHLERLE. .
BWER: 200, FHESNFTFELRR,

REBEWN: T,
4.27. EHEEER (B

B MG EET TaH AT ERET KB CHEBmATI R (list) 3k 5
(mappin@) R EBRENSEFHT RE MMERGERISKECHE
BE#EREAF.

RMER 2N, FEGARBPAFERXRFR.

ZEBWT.
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5. Mi® A: FAKE

AR M ARB IR

Wwrp.sol

pragma solidity ~0.5.16;
pragma experimental ABIEncoderV?2;

contract Can {
/// @notice EIP-20 token name for this token )
string public constant name = "Channels";// knownsec //1C 1714 B

/// @notice EIP-20 token symbol for this token o
string public constant symbol = "CAN";// knownsec // 1€ iJ1 5 7

/1 @notice EIP-20 token decimals for this token )
uint8 public constant decimals = 18,// knownsec // 1115 /%

/1 @notice Total number of tokens in circulation
% wint public constant totalSupply = 1000000000e18; // todo: update from 10 million to-1 billion. Can // knownsec
RAT A 2E

/1 @notice Allowance amounts on behalf of others
mapping (address => mapping (address => uint96)) internal allowances;

/1 @notice Official record of token balances for each account
mapping (address => uint96) internal balances;

/// @notice A record of each accounts delegate
mapping (address => address) public delegates,

/// @notice A checkpoint for marking number of votes from a given block
struct Check; ointfp

uint32 ﬁomB ock;

uint96 votes,
}
/// @notice A record of votes checkpoints for each account, by index
mapping (address => mapping (uint32.=> Checkpoint)) public checkpoints;

/// @notice The number of checkpoints for each account
mapping (address => uint32) public numCheckpoints,

/// @notice The EIP-712 typehash for the contract's domain
bytes32 public constant  DOMAIN TYPEHASH = keccak256("EIP712Domain(string name,uint256
chainld,address verifyingContract)");

/// @notice The EIP-712 typehash for the delegation struct used by the contract
bytes32 public constant DELEGATION TYPEHASH = keccak256("Delegation(address delegatee,uint256
nonce,uint256 expiry)");

/// @notice A record of states for signing / validating signatures
mapping (address => uint) public nonces;

//f @notice.An event thats emitted when an account changes its delegate
levent DelegateChanged(address indexed delegator, address indexed fromDelegate, address indexed
toDelegate);

/// @notice An event thats emitted when a delegate account's vote balance changes
event DelegateVotesChanged(address indexed delegate, uint previousBalance, uint newBalance),

/// @notice The standard EIP-20 transfer event
event Transfer(address indexed from, address indexed to, uint256 amount);

/// @notice The standard EIP-20 approval event
event Approval(address indexed owner, address indexed spender, uint256 amount);
/* *

* @notice Construct a new Can token
* @param account The initial account to grant all the tokensgnrh
*/

constructor(address account) public {
balances[account] = uint96(totalSupply);
emit Transfer(address(0), account, totalSupply);

/* *
* @notice Get the number of tokens “spender’ is afiproved to spend on behalf of “account”
* @param account The address of the account holding the funds
: jparam spender The address of the account spending the funds

return The number of tokens approved
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*/
function allowance(address account, address spender) external view returns (uint) {
return allowances[account][spender];

/* *
* @notice Approve ‘spender’ to transfer up to ‘amount’ from src’
* @dev This will overwrite the (Czlp roval amount for ‘Sﬁender‘
* and is subject to issues note ﬁtere](https://ei s.ethereum.org/EIPS/eip-20#approve)
* @param spender The address of the account which may trangs/%r tokens
* @param rawAmount The number of tokens that are approved (2°256-1 means infinite)
: return Whether or not the approval succeeded

function %pfrove(address spender, uint rawAmount) external returns (bool) {//knownsec // 17
L}i};l‘ amount; )
if (rawAmount == uint(-1
amount = uint96(-1);
Jelse {
amount = safe96(rawAmount, "Can::approve: amount exceeds 96 bits");

allowances[msg.sender] [spender] = amount;

emit Approval(msg.sender, spender, amount);

return true;

}

/**
* %noﬁce Get the number of tokens held by the “account’

* @param account The address of the account to get the balance of
: return The number of tokens held

function balanceOf{address account) external view returns (uint) {
return balances[account];

* @notice Transfer ‘amount’ tokens from "msg.sender to ‘dst’
* @param dst The address of the destination account

* @param rawAmount The number of tokens to transfer

* @return Whether or not the transfer succeeded

function transfer(address dst, uint rawAmount) external returns (bool) {
uint96 amount = safe96(rawAmount, "Can::transfer: amount exceeds 96 bits");
_transferTokens(msg.sender, dst, amount);
return true,

/* *

notice Transfer ‘amount’ tokens from src” to 'dst’
jparam src The address of the source account
param dst The address of the destination account
param rawAmount.The number of tokens to transfer
return Whether or not.the transfer succeeded

* ¥ ¥ ¥ ¥

*/
function transferFrom(address src, address dst, uint rawAmount) external returns (bool) {
address spender = msg.sender,
uint96 spenderAllowance = allowances/[src][spender];
uint96 amount = safe96(rawAmount, "Can::approve: amount exceeds 96 bits");

if (spender != src && spenderAllowance != uint96(-1)) {
uint96 - newAllowance = sub96(spenderAllowance, amount, "Can::transferFrom: transfer amount
exceeds spender allowance");
allowances/[sre][spender] = newAllowance;

emit Approval(src, spender, newAllowance);

_transferTokens(src, dst, amount);
return true,

/
Vot

* @notice Delegate votes from ‘msg.sender’ to “delegatee’
:/ param delegatee The address to delegate votes to

function delegate(address delegatee) public {
return _a’elegate(msg.senger, d)eZZgatee);

~
*
*

notice Delegates votes from signatory to ‘delegatee’

param delegatee The address to delegate votes to

jparam nonce The contract state required to match the signature
param expiry The time at which to expire the signature

jparam v The recove b]gte of the signature

param v Half of the ECDSA signature pair

¥ Kk K X ¥ ¥
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:/@param s Half of the ECDSA signature pair

Junction delegateBySig(address delegatee, uint nonce, uint expiry, uint8 v, bytes32 r, bytes32 s) public
{//knownsec // 21 Zg NBH

zytes32 domainSeparator = keccak256(abi.encode(DOMAIN TYPEHASH, keccak256(bytes(name)),
getChainld(), address(this)));

bytes32 structHash = keccak256(abi.encode(DELEGATION TYPEHASH, delegatee, nonce, expiry));

bytes32 digest = keccak256(abi.encodePacked("\x19\x01", domainSeparator, structHash)),

address signatory = ecrecover(digest, v, 1 8);

require(signatory != address(0), "Can::delegateBySig: invalid signature”);

require(nonce == nonces|signatory]++, "Can::delegateBySig: invalid nonce");

require(now <= expiry, "Can.:delegateBySig: signature expired");

return _delegate(signatory, delegatee);

}

/* *
* @notice Gets the current votes balance for “account’
* @param account The address to get votes balance
: return The number of current votes for ‘account’
e '/;LL% %i%oﬂ getCurrentVotes(address account) external view returns (uint96) {//knownsec // AHMES /I 11 [X e
: /ﬁﬁ fre =i
uint32 nCheckpoints = numCheckpoints[account];
return nCheckpoints > 0 ? checkpoints[account][nCheckpoints - 1].votes : 0;

S~

/**
* @notice Determine the prior number of votes for an account as of a block number
* @dev Block number must be a finalized block or else this function will revert to prevent misinformation.
* @param account The address of the account to check
: param blockNumber The block number to get the vote balance at

</ return The number of votes the account had as of the given block

., function getPriorVotes(address account, uint blockNumber) public view returns (uint96) {//knownsec // T
GHEIX DEE BTS2

require(blockNumber < block.number, "Can.:getPriorVotes: not yet determined");

uint32 nCheckpoints = numCheckpoints[account];
if (nCheckpoints == 0) {
return 0;
}
// First check most recent balance

if (checkpoints[account] [nCheckpoints - 1].fromBlock <= blockNumber) {
return checkpoints|account|[nCheckpoints - 1].votes;

)

s

// Next check implicit zero balance

if (checkpoints[gccount][O].ﬁ’omBlock > blockNumber) {

return 0;

/

uint32 lower= 0;
uint32 upper = nCheckpoints - 1,
while (upg)er > lower) {
uint32 center = upper.- (upper - lower) / 2; // ceil, avoiding overflow
Checkpoint memory c};p = C ecl;)points[account][eenter];
if (cp.fromBlock == blockNumber) {
return cp.votes,
} else if (cp.fromBlock < blockNumber) {
ower = center,
Lelse {
upper =center - 1;

return checkpoints/account][lower].votes;

function _delegate(address delegator; address delegatee) internal {//knownsec // 5 1 Z5FEN
address currentDelegate = delegates[delegator];
uint96 delegatorBalance = balances/[delegator|;
delegates/delegator] = delegatee,

emit DelegateChanged(delegator, currentDelegate, delegatee);
_moveDelegates(currentDelegate, delegatee, delegatorBalance);
function _transferTokens(address src, address dst, uint96 amount) internal {
require(src != address(0), "Can::_transferTokens: cannot transfer from the zero address");
require(dst |= address(0), "Can::_transferTokens: cannot transfer to the zero address");
bl )balances[src] = sub96(balances[src], amount, "Can:: transferTokens: transfer amount exceeds
alance”);

balances[dst] = add96(balances[dst], amount, "Can::_transferTokens: transfer amount overflows");
emit Transfer(src, dst, amount);
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_moveDelegates(delegates[src], delegates[dst], amount);

function _moveDelegates(address srcRep, address dstRep, uint96 amount) internal {
if (srcRep != dstRep && amount > () {
if (srcRep != address(0)) {
uint32 srcRepNum = numCheckpoints[srcRep];
uint96 srcRepOld = srcRepNum > 0 ? checkpointsgsrcRep] [srcRepNum - 1].votes : 0;
uint96 srcRepNew = sub96(srcRepOld, amount, "Can:: moveVotes: vote amount underflows");
_writeCheckpoint(srcRep, srcRepNum, srcRepOld, srcRepNew);

if (dstRep != address(0)) {
uint32 dstRepNum = numCheckpoints/dstRep];
uint96 dstRepOld = dstR?yNum > () ? checkpoints[dstRep][dstRepNum - 1].votes : 0;
uint96 dstRepNew = add96(dstRepOld, amount, "Can::_moveVotes: vote amount overflows");
_writeCheckpoint(dstRep, dstRepNum, dstRepOld, dstRepNew);

/
/

function _writeCheckpoint(address delegatee, uint32 nCheckpoints, uint96 oldVotes, uint96 newVotes) internal
uint32 blockNumber = safe32(block.number, "Can:: _writeCheckpoint: block number exceeds 32 bits");

if(nChecl;Cpoinls > () && checkpoints[delegatee] [nCheckpoints - 1].fromBlock == blockNumber) {
Jel checkpoints[delegatee] [nCheckpoints - 1].votes = newlotes;
else
checkpoints[delegatee] [nCheckpoints] = Checkpoint(blockNumber, newVotes);
numCheckpoints|delegatee] = nCheckpoints + 1;

\ emit DelegateVotesChanged(delegatee, oldVotes, newVotes);

)
function safe32(uint n, string memory errorMessage) internal puve returns (uint32) {
require(n < 2**32, errorMessage);
return uint32(n);

function safe96(uint n, string memory errorMessage) internal pure returns (uint96) {
require(n < 2**96, errorMessage),
return uint96(n);
}
function g§d96(uint%6 a, uint96 b, string memory errorMessage) internal pure returns (uint96) {
uint96 ¢ = a + by
require(c >= a, errorMessage);
return c;
}
Sfunction sub96(uint96 a, uint96 b, string memory errorMessage) internal pure returns (uint96) {
require(b <=a, errorMessage);
return a - b;
}
function getChainld( internal pure returns (uint) {
uint256 chainld;
assembly { chainld := chainid() }
return chainld;

Comptroller.sol
pragma solidity 20.5.16;

import "./CToken.sol"’;

import "./ErrorReporter.sol”;
import "./Exponential.sol";

import "./PriceOracle.sol";

import "./Comptrollerinterface.sol";
import "./ComptrollerStorage.sol";
import "./Unitroller.sol";

import "./Can.sol";

import "./SafeMath.sol";

JEE
* @title Channels's Comptroller Contract
:/ author Channels
contract Comptroller is ComptrollerV3Storage, ComptrollerInterface, ComptrollerErrorReporter, Exponential {
using SafeMath for *;

/// @notice Emitted when an admin supports a market
event MarketListed(CToken cToken);

/// @notice Emitted when an account enters a market
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event MarketEntered(CToken cToken, address account);

/// @notice Emitted when an account exits a market
event MarketExited(CToken cToken, address account);

/// @notice Emitted when close factor is cha}}(fed by admin
event NewCloseFactor(uint oldCloseFactorMantissa, uint newCloseFactorMantissa),

/// @notice Emitted when a collateral factor is changed by admin
event NewCollateralFactor(Cloken cToken, uint oldCollateralFactorMantissa, uint
newCollateralFactorMantissa),

/// @notice Emitted when liquidation incentive is changed by admin
event NewlLiquidationIncentive(uint oldLiquidationlncentiveMantissa, uint
newLiquidationIncentiveMantissa);

/// @notice Emitted when maxAssets is changed by admin
event NewMaxAssets(uint oldMaxAssets, uint newMaxAssets);

/// @notice Emitted when price oracle is changed
event NewPriceOracle(PriceOracle oldPriceOracle, PriceOracle newPriceOracle);

/// @notice Emitted when pause guardian is changed
event NewPauseGuardian(address oldPauseGuardian, address newPauseGuardian);

/// @notice Emitted when an action is paused flobally
event ActionPaused(string action, bool pauseState),

/// @notice Emitted when an action is paused on a market
event ActionPaused(CToken cToken, string action, bool pauseState);

/// @notice Emitted when market caned status is changed
event MarketCaned(CToken cToken, bool isCaned);

/// @notice Emitted when a new Channels speed is calculated for amarket
event CanSpeedUpdated(CToken indexed cToken, uintnewSpeed);

/// @notice Emitted when Channels is distributed to a supplier
event DistributedSupplierCan(CToken indexed cToken, address indexed supplier, uint canDelta, uint
canSupplylndex);

/// @notice Emitted when Channels is distributed to a borrower
event DistributedBorrowerCan(CToken indexed cloken, address indexed borrower, uint canDelta, uint
canBorrowlndex),

/// @notice The threshold above which the flywheel transfers Channels, in wei
uint public constant canClaimThreshold =.0.001¢18;

/// @notice The initial Channels index for a market
uint224 public constant canlnitiallndex = 1e36;

// closeFactorMantissa must be strictly greater than this value
uint internal constant closeFactorMinMantissa = 0.05¢el8; // 0.05

// closeFactorMantissa must not exceed this value
uint internal constant closeFactorMaxMantissa = 0.9¢18; // 0.9

// No collateralFactorMantissa may exceed this value
uint internal constant collateralFactorMaxMantissa = 0.9¢l8; // 0.9

// liquidationIncentiveMantissa must be no less than this value
uint internal constant liqguidationIncentiveMinMantissa = 1.0el8; // 1.0

// liquidationIncentiveMantissa must be no greater than this value
uint internal constant liquidationIncentiveMaxMantissa = 1.5el8; // 1.5

/// @notice The utilization rate balance point which can speeds equals from lenders and borrowers
uint internal constant balanceUtiRate= 0.5¢l8 ; // 0.5

constructor() public {
admin = msg.sender;

/*** Assets You Are In **%/
/**

* @notice Returns the assets an account has entered

* @param account The address of the account to pull assets for
* @return A dynamic list with the assets the account has entered
*

Sfunction getAssetsIn(address account) external view returns (Cloken[] memory) {
CToken[] memory assetsIn = accountAssets[account];

return assetsin;
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/**
* @notice Returns whether the given account is entered in the given asset
*
param account The address of the account to check
* @param cToken The cToken to check
%

return True if the account is in the asset, otherwise false.

function checkMembership(address account, CToken cToken) external view returns (bool) {
return markets[address(cToken)].accountMembership[account];

/**
* %noﬁce Add assets to be included in account liquidity calculation

* @param cTokens The list of addresses of the cToken markets to be enabled
* @return Success indicator for whether each corresponding market was entered

function enterMarkets(address[] memory cTokens) public returns (uint[] memory) {
uint len = cTokens.length;

uint([] memozy results = new uint[](len);
for (uinti=0;i<len; i++)
CToken cToken = Cloken(cTokens[i]);

\ results[i] = uint(addToMarketinternal(cToken, msg.sender));
J
return results;

}

/* %
* @notice Add the market to the borrower's "assets in" for liquidity calculations
* @param cToken The market to enter
: jparam borrower The address of the account to modify

. return Success indicator for whether the market was entered
function addToMarketInternal(Cloken cToken, address borrower) internal returns (Error) {
Market storage marketToJoin = markets[address(cToken)];

if (ImarketToJoin.isListed) {
// market is not listed, cannot join
return Error MARKET NOT LISTED;

if (marketToJoin.accountMembership[borrower] == true) {
// already joined
return Error.NO_ERROR;

S

if (accountAssets[borrower].length >= maxAssets) {
// no space, cannot join
return Error TOO MANY ASSETS;

Y/ knownsec H e BT 57 K Sk 7 4L

// survived the gauntlet, add to list

// NOTE :»we store these somewhat redundantly as a significant optimization

/[ this avoids having to iterate through the list for the most common use cases
/. that is, only when we need to per]grm liquidity checks

/. and not whenever we want to check if an account is in a particular market
marketToJoin.accountMembership[borrower] = true;
accountAssets[borrower].push(cloken);

emit MarketEntered(cToken, borrower);

return. Erron NO_ERROR;

M/ knownseengs k7
J
* @notice Removes asset from sender's account liquidity calculation
* @dev Sender must not have an outstanding borrow balance in the asset,
* " or be providing necessary collateral for an outstanding borrow.

* @param cTokenAddress The address of the asset to be removed
* @return Whether or not the account successfully exited the market
*/

Sfunction exitMarket(address cTokenAddress) external returns (uint) {
CToken cToken = CToken(cTokenAddress);
/* Get sender tokensHeld and amountOwed underlying from the cToken */
(uint oErr, uint tokensHeld, uint amountOwed, ) = cToken.getAccountSnapshot(msg.sender);
require(oErr == 0, "exitMarket: getAccountSnapshot failed"); // semi-opaque error code

/* Fail if the sender has a borrow balance */
if (amountOwed !=0) {

return fail(Error NONZERO _BORROW BALANCE,
F ailure[n{zz).EXl T _MARKET BALANCE OWED);

/* Fail if the sender is not permitted to redeem all of their tokens */
uint allowed = redeemAllowedInternal(cTokenAddress, msg.sender, tokensHeld);
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if (allowed I=0) {
return failOpaque(Error.REJECTION, Failurelnfo.EXIT MARKET REJECTION, allowed);

Market storage marketToExit = markets[address(cToken)];

/* Return true if the sender is not already — ‘in”  the market */
if (ImarketToExit.accountMembership[msg.sender]) {
return uint(Erron NO_ERROR);

/* Set cToken account membership to false */
delete marketToExit.accountMembership[msg.sender];

/* Delete cToken from the account ’ s list of assets */
// load into memory for faster iteration
CToken[] memory userAssetList = accountAssets[msg.sender];
uint len = userAssetList.length;
uint assetIndex = len;
for (uinti=0;i<len; i++) {
if (userAssetList[i] == cToken) {
assetIndex = i;
break;

/

}

// We *must* have found the asset in the list or our redundant data structure is broken
assert(assetIndex < len);

/7 col;()y last item in list to location of item to be removed, reduce length by 1
CToken[] storage storedList = accountAssets[msg.sender];
storedList[assetIndex] = storedList[storedList.length - 1];
storedList.length--;

emit MarketEXxited(cToken, msg.sender);
return uin%Error.NOﬁERROR);
{iff

M/ knownsec 1B
/*** Policy Hooks ***/
/

*

*

notice Checks if the account should be allowed to mint tokens in the given market

param cToken The market to verify the mint against

jparam minter The account which would get the minted tokens

jparam mintAmount The amount of underlying being supplied to the market in exchange for tokens
return 0 if the mint is allowed,.otherwise.a semi-opaque error code (See ErrorReporter.sol)

¥ ¥ K ¥ ¥

*/
function mintAllowed(address cToken, address minter, uint mintAmount) external returns (uint) {
// Pausing is a very serious situation - we revert to sound the alarms
require(!mintGuardianPaused/cToken], "mint is paused");

// Shh - currently unused
minter;
mintAmount;

if (Imarkets[cToken].isListed) {
return uint(Error MARKET NOT LISTED);
s
// Keep.the flywheel movin
Z{)dateCanSup lylndex(d%ken);
istributeSupplierCan(cToken, minter, false);

return uint(Erronr NO_ERROR);
Y/ knownsec % 17 K

/

*

*®

notice Validates mint and reverts on rejection. May emit logs.

param cToken Asset being minted

pparam minter The address minting the tokens

param actualMintAmount The amount of the underlying asset being minted
param mintTokens The number of tokens being minted

* K X ¥ ¥

*/
function mintVerify(address cToken, address minter, uint actualMintAmount, uint mintTokens) external {
// Shh - currently unused
cToken;
minter;
actualMintAmount;
mintTokens;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/
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notice Checks if the account should be allowed to redeem tokens in the given market

param cToken The market to verify the redeem against

param redeemer The account which would redeem the tokens

jparam redeemTokens The number of cTokens to exchange for the underlying asset in the market
return 0 if the redeem is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

¥ Xk ¥ X ¥ ¥
~

function redeemAllowed(address cToken, address redeemer, uint redeemTokens) external returns (uint) {
uint allowed = redeemAllowedInternal(cToken, redeemer, redeemTokens);
if (allowed != uint(Error.NO_ERROR)) {
return allowed;

// Keep the flywheel moving
Zf?dateCanSup lyIndex(cToken);
istributeSupplierCan(cToken, redeemer, false);

return uint(ErrorNO ERROR);
M/ knownsec S} IS o] FTIR
function redeemAllowedInternal(address cToken, address redeemer, uint redeemTokens) internal view returns

(uini) {
if (Imarkets[cToken].isListed)
return uint(Error MARKET NOT LISTED);

/* If the redeemer is not 'in' the market, then we can bypass the liquidity check */
if (Imarkets[cToken].accountMembership[redeemer]) {

\ return uint(Error NO_ERROR);

J

/* Otherwise, perform a hypothetical ﬁuidl’ check to guard against shortfall */
(Error err, , wint shorifall) = getHypotheticalAccountLiquidityInternal(vedeemer, CToken(cToken),
redeemTokens, 0),;
if (err I= ErronNO_ERROR) {
return uint(err);

4
if (shortfall > 0)
return uint(Error.INSUFFICIENT LIQUIDITY);

return uint(ErrorNO ERROR);
M/ knownsec A FIEE 1A TR

/* *
* (@notice Validates redeem and reverts on rejection. May emit logs.
* @param cToken Asset being redeemed
* @param redeemer The address-redeeming the tokens
* @param redeemAmount The amount of tfe underlying asset being redeemed
: jparam redeemTokens The number of tokens being redeemed

function redeemVerify(address cToken, address redeemer, uint redeemAmount, uint redeemTokens) external {
// Shh - currently unused
cToken;
redeemer;

// Require tokens is zero or.amount is also zero
if (redeemTokens == 0 && redeemAmount > 0) {
revert("redeemTokens zero"),

S

S
notice Checks if the account should be allowed to borrow the underlying asset of the given market
param. cToken The market to verify the borrow against

param borrower The account which would borrow the asset

jparam borrowAmount The amount of underlying the account would borrow

return 0 if the borrow is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

* K X ¥ ¥

*/
function borrowAllowed(address cToken, address borrower, uint borrowAmount) external returns (uint) {
/7 Pausing is a very serious situation - we revert to sound the alarms
require(!borrowGuardianPaused[cToken], "borrow is paused");

if (Imarkets[cToken].isListed) {
return uint(Error MARKET NOT _LISTED);

if (Imarkets[cToken].accountMembership[borrower]) {
// only cTokens may call borrowAllowed if borrower not in market
require(msg.sender == cToken, "sender must be cToken");

// attempt to add borrower to the market
Error err = addToMarketInternal(Cloken(msg.sender), borrower);

if (err |= ErrorNO_ERROR) {
return uint(err);

// it should be impossible to break the important invariant
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assert(markets[cToken].accountMembership[borrower]);

if (oracle.getUnderlyingPrice(CToken(cToken)) == 0) {
return uint(Evror.PRICE_ERROR);

(Error err, , uint shortfall) = getHypotheticalAccountLiquiditylnternal(borrower, Cloken(cToken), 0,
borrowAmount);
if (err I= ErronNO_ERROR) {
return uint(err);

/
if (shortfall > 0)
return uint(Error.INSUFFICIENT LIQUIDITY);

// Keep the flywheel moving
Exp memory borrowlndex = Exp({mantissa: Cloken(cToken).borrowIndex()});
ZpdateCan orrowlIndex(cToken, borrowindex);

istributeBorrowerCan(cToken, borrower, borrowlndex, false);

return uintﬁErfor.NOﬁERROR);
Y/ knownsec 1 LEK IR

/* *

* @notice Validates borrow and reverts on rejection. May emit logs.

* @param cToken Asset whose underlying is being borrowed

* @param borrower The address borrowing the underlying

* @param borrowAmount The amount of the underlying asset requested to borrow

function borrowVerify(address cToken, address borrower, uint borrowAmount) external {
// Shh - currently unused
cToken;
borrower;
borrowAmount;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;
)
s

/* *
* @notice Checks if the account should be allowed to repay a borrow in the given market
* (@param cToken The market to verify the repay against
* @param payer The account which would r?pag/ the asset
* @param borrower The account-which would borrowed the asset
* (@param repayAmount The amount of the underlying asset the account would repa
:/ return 0 if the repay islallowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

function repayBorrowAllowed(
address cToken,
address payer,
address borrower,
uint repayAmount) external returns (uint) {
// Shh - currently unused
ayer;
orrower;
repayAmount;

if (Imarkets[cToken].isListed) {
return wint(Error MARKET NOT LISTED);

// Keep the flywheel moving
Exp memory borrowIndex = Exp({mantissa. CToken(cToken).borrowlndex()});
thdateCan orrowlndex(cToken, borrowiIndex);

istributeBorrowerCan(cToken, borrower, borrowlndex, false);

return uint(Error NO_ERROR);
M/ knownsec 1= IR

JEE
notice Validates repayBorrow and reverts on rejection. May emit logs.
param cToken Asset being repaid

param payer The address repaying the borrow

pparam borrower The address of the borrower

param actualRepayAmount The amount of underlying being repaid

* KX X ¥ ¥ ¥
~

function repayBorrowVerify(
address Jc/T oken, 2

address payer,
address borrower,
uint actualRepayAmount,
uint borrowerlndex) external {
// Shh - currently unused
cToken;
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ayer;

orrower;
actualRepayAmount;
borrowerIndex;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/* *

notice Checks if the liquidation should be allowed to occur

param cTokenBorrowed Asset which was borrowed by the borrower

param cTokenCollateral Asset which was used as collateral and will be seized
param liquidator The address repaying the borrow and seizing the collateral
jparam borrower The address offhe borrower

jparam repayAmount The amount of underlying being repaid

* K K X ¥ ¥

*/

function liquidateBorrowAllowed(
address cTokenBorrowed,
address cTokenCollateral,
address liquidator,
address borrower,
uint repayAmount) external returns (uint) {
// Shh - currently unused
liquidator,

if (Imarkets[cTokenBorrowed].isListed || Imarkets[cTokenCollateral].isListed) {
return uint(Erron MARKET NOT LISTED);

}

/* The borrower must have shortfall in order to be liquidatable */
(Error err,, uint shortfall) = getAccountLiquidityInternal(borrower);
if (err I= Erron NO_ERROR) {

return uint(err);

if (shortfall == 0) {
return uint(Error INSUFFICIENT SHORTFALL);

}

/* The liquidator may not repay more than what is allowed by the closeFactor */
uint borrowBalance = CToken(cTokenBorrowed).borrowBalanceStored(borrower);
(MathError mathErr, uint maxClose) = mulScalarTruncate(Exp({mantissa: closeFactorMantissa}),
borrowBalance);
if (mathErr != MathError NO_ERROR) {
return uint(Error MATH ERROR);

if (repayAmount > maxClose)
return uint(Error. TOO ]\//{ UCH REPAY);

return uintﬁE};rOi’.NOﬁERROR);
Y/ ldhownsec ZEEE KR

/* *
* (@notice Validates liquidateBorrow and reverts on rejection. May emit logs.
* @param cTokenBorrowed Asset which was borrowed by the borrower
* @param cTokenCollateral Asset which was used as collateral and will be seized
* (@param liquidator The address repaying the borrow and seizing the collateral
* @param-borrower The address affhe borrower
:/ param actualRepayAmount The amount of underlying being repaid

Sfunction liquidateBorrowVerify(
address cTokenBorrowed,
address cTokenCollateral,
address liquidator,
address borrower,
uint actualRepayAmount,
uint seizeTokens) external {
// Shh - currently unused
cTokenBorrowed;
cTokenCollateral;
liquidator;
borrower;
actualRepayAmount;
seizelokens;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/
Vit

* @notice Checks if the seizing of assets should be allowed to occur
* @param cTokenCollateral Asset which was used as collateral and will be seized
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param cTokenBorrowed Asset which was borrowed by the borrower

param liquidator The address repaying the borrow and seizing the collateral
param borrower The address oj{,‘ghe borrower

jparam seizeTokens The number of collateral tokens to seize

¥ ¥ ¥ ¥ ¥
~

function seizeAllowed(
address cTokenCollateral,
address cTokenBorrowed,
addpress liquidator,
address borrower,
uint seizeTokens) external returns (uint) {
// Pausing is a very serious situation - we revert to sound the alarms
require(!seizeGuardianPaused, "seize is paused");

// Shh - currently unused
seizeTokens;

if (Imarkets[cTokenCollateral].isListed £| !markets[cTokenBorrowed].isListed) {
return uint(Error MARKET NOT LISTED);

if (CToken(cTokenCollateral).comptroller() != CToken(cTokenBorrowed).comptroller()) {
return uint(Error.ChannelsTROLLER MISMATCH),

// Keep the flywheel moving

Zf?dateCanSup lyIndex(cTokenCollateral);
istributeSupplierCan(cTokenCollateral, borrower, false);

distributeSupplierCan(cTokenCollateral, liquidator, false);

return uint(Error NO_ERROR);
M/ knownsec TP

/* *

notice Validates seize and reverts on rejection. May emit Zogs.

param cTokenCollateral Asset which was used as collateral and will be seized
param cTokenBorrowed Asset which was borrowed by the borrower

param liquidator The address repaying the borrow and seizing the collateral
jparam borrower The address o]fhe borrower:

jparam seizeTokens The number of collateral tokens to seize

function seizeVeerv(
address cTokenCollateral,
address cTokenBorrowed,
address liquidator,
address borrower,
uint seizeTokens) external {
// Shh - currently unused
cTokenCollateral;
cTokenBorrowed;
liquidator;
borrower;
seizeTokens;

¥ X K X X ¥ ¥

// Shh - we don't ever want this hook tobe marked pure

if (false) {

maxAssets = maxAssets;

LR

/e
* @notice Checks.if the account should be allowed to transfer tokens in the given market
* (@param cToken The-market to verify the transfer against
* @param src The account which sources the tokens
* @param dst The account which receives the tokens
* (@param transferTokens The number of cTokens to transfer
I/ return 0 if the transfer is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

function transferAllowed(address cToken, address src, address dst, uint transferTokens) external returns (uint)

// Pausing is a very serious situation - we revert to sound the alarms
require(!transferGuardianPaused, "transfer is paused");

// Currently the only consideration is whether or not
// the src is allowed to redeem this many tokens
uint allowed = redeemAllowedInternal(cToken, src, transferTokens);
if (allowed != uint(Error NO_ERROR)) {
return allowed;

// Keep the flywheel moving
ZpdateCanSup lyIndex(cToken);
istributeSupplierCan(cToken, src, false);

distributeSupplierCan(cToken, dst, false);

return uint(Error NO_ERROR);
M/ knownsec FENRFCIR
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* @notice Validates transfer and reverts on rejection. May emit logs.
* @param cToken Asset being transferred

* @param src The account which sources the tokens

* @param dst The account which receives the tokens

* @param transferTokens The number of cTokens to transfer

Sfunction transferVerify(address cToken, address src, address dst, uint transferTokens) external {
/ Shh - currently unused
cToken;
sre;
dst;
transferTokens;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/
/*** Liquidity/Liquidation Calculations ***/

/* %
* @dev Local vars for avoiding stack-depth limits in calculating account liquidity.
* “Note that ‘cTokenBalance " is the number of cTokens the account owns in.the market,
: whereas "borrowBalance’ is the amount of underlying that the account has borrowed.

struct AccountLigquidityLocalVars {
uint sumCollateral;
uint sumBorrowPlusEffects;
uint cTokenBalance;
uint borrowBalance,
uint exchangeRateMantissa;
uint oraclePriceMantissa;
Exp collateralFactor,
Exp exchar;geRate;
Exp oraclePrice;

\ Exp tokensToDenom,

)
/**

* @notice Determine the current account liquidity wrt collateral requirements

* @return (possible error code (semi-opaque),

account lihquidity in excess of collateral requirements,
:/ account shortfall below collateral requirements)
Sfunction getAccountLiquidity(address account) public view returns (uint, uint, uint) {

0.0 (Error err, uint liquidity, uint shortfall) = getHypotheticalAccountLiquiditylnternal(account, CToken(0),

return (uint(err), liquidity, shortfall);
/

/**
* @notice Determine the current account liquidity wrt collateral requirements
* @return (possible error code,
account liquidity in excess of collateral requirements,
:/ account shortfall below collateral requirements)
Sfunction getAccountLiquiditylnternal(address account) internal view returns (Error, uint, uint) {
return getHypotheticalAccountLiquiditylnternal(account, CToken(0), 0, 0);

J
* (@notice Determine what the account liquidity would be if the given amounts were redeemed/borrowed
* (@param cTokenModify The market to hypothetically redeem/borrow in
* @param account The account to determine liquidity for
* @param redeemTokens The number of tokens to hypothetically redeem
* @param borrowAmount The amount of underlying to hypothetically borrow
* @return (possible error code (semi-opaque),

hypothetical account liquidity in excess of collateral requirements,
I/ hypothetical account shortfall below collateral requirements)

functiondgetHypotheticalAccountLiquidity(
address account,

address cTokenModify,

uint redeemTokens,

uint borrowAmount) public view returns (uint, uint, uint) {

(Error err, uint liquidity, wuint shortfall = getHypotheticalAccountLiquidityInternal(account,
CToken(cTokenModify), redeemTokens, borrowAmount);

return (uint(err), liquidity, shortfall);

Jx
* @notice Determine what the account liquidity would be if the given amounts were redeemed/borrowed
* @param cTokenModify The market to hypothetically redeem/borrow in
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* @param account The account to determine liquidity for
* @param redeemTokens The number of tokens to hypothetically redeem
* @param borrowAmount The amount of underlying to hypothetically borrow
* @dev Note that we calculate the exchangeRateStored ]gr each collateral cToken using stored data,
* “without calculating accumulated interest.
* @return (possible error code,
hypothetical account Zi}?uidity in excess of collateral requirements,

: hypothetical account shortfall below collateral requirements)
functiorz}getHypotheticalAccauntLiquidityInternal(
address account,

CToken cTokenModify,
uint redeemTokens,
uint borrowAmount) internal view returns (Error, uint, uint) {

AccountLiquidityLocalVars memory vars; // Holds all our calculation results
uint oErr;
MathError mErr;

// For each asset the account is in
CToken[] memory assets = accountAssets[account];
for (uinti = 0; i < assets.length; i++) {

CToken asset = assets/i 5

// Read the balances and exchange rate from the cToken

(oErr, vars.cTokenBalance, vars.borrowBalance, varsiexchangeRateMantissa) =
asset. getAccountSn%pshot( account);
if (oErr I= 0) { // semi-opaque error code, we assume NO_ERROR == 0 is invariant_between

upgrades
return (ErronSNAPSHOT ERROR, 0, 0);

J
vars.collateralFactor = Exp({mantissa: markets[address(asset)].collateralFactorMantissa});
vars.exchangeRate = Exp({pmantissa: vars.exchangeRateMantissa});

// Get the normalized price of the asset
vars.oraclePriceMantissa = oracle.getUnderlyingPrice(asset);
if (vars.oraclePriceMantissa == ()

return (Error.PRICE_ERROR, 0, 0);

vars.oraclePrice = Exp({mantissa: vars.oraclePriceMantissa});

// Pre-canute a conversion factor from tokens -> ht (normalized price value)
(mErr, vars.tokensToDenom) = mulExp3(vars.collateralFactor, vars.exchangeRate,
vars.oraclePrice);
if (mErr |= MathError NOCERROR) {
return (Error MATH ERROR, 0, 0);

/

// sumCollateral += tokensToDenom * cTokenBalance
mErr, vars.sumCollateral) = mulScalarTruncateAddUInt(vars.tokensToDenom,
vars.cTokenBalance, vars.sumCollateral),
if (mErr |= MathError NO _ERROR) {
return (Exrror MATH ERROR, 0, 0);

// sumBorrowPlusEffects += oraclePrice * borrowBalance
mErr, vars.sumBorrowPlusEffects) = mulScalarTruncateAddUlInt(vars.oraclePrice,
vars.borrowBalance, vars.sumBorrowPlusEffects);
if (mErr |= MathError NO_ERROR) {
return (Ervor MATH ERROR, 0, 0);

// Calculate ef;ects of interacting with cTokenModify

if (asset == cTokenModify) {
// redeem effect
// sumBorrowPlusEffects += tokensToDenom * redeemTokens
(mErr,  vars.sumBorrowPlusEffects) = mulScalarTruncateAddUInt(vars.tokensToDenom,

redeemTokens, vars.sumBorrowPlusEffects),
if (mErr != MathError NO_ERROR) {
return (Error MATH ERROR, 0, 0);

// borrow effect
// sumBorrowPlusEJgects += oraclePrice * borrowAmount
(mErr, vars.sumBorrowPlusEffects) = mulScalarTruncateAddUInt(vars.oraclePrice,

borrowAmount, vars.sumBorrowPlusEffects);
if (mErr != MathError NO_ERROR) {
return (Error MATH _ERROR, 0, 0);

}
/

// These are safe, as the underflow condition is checked first
if (vars.sumCollateral > vars.sumBorrowPlusEffects) {
Jel re{turn (ErrorNO_ERROR, vars.sumCollateral - vars.sumBorrowPlusEffects, 0);
else
return (Error NO_ERROR, 0, vars.sumBorrowPlusEffects - vars.sumCollateral);

-39-



S szt CAN HH 4 £y R

M knf:) wnsec KRR HIHEEE

/* *
* @notice Calculate number of tokens of collateral asset to seize given an underlying amount
* @dev Used in li%uidation (called in cToken.li%uidateBorrowFresh)
* @param cTokenBorrowed The address of the borrowed cToken
* @param cTokenCollateral The address of the collateral cToken
. * @param actualRepayAmount The amount of cTokenBorrowed underlying to convert into cTokenCollateral
tokens

:/@return (errorCode, number of cTokenCollateral tokens to be seized in a liquidation)

function  liquidateCalculateSeizeTokens(address ~ cTokenBorrowed, address  cTokenCollateral,  uint
actualRepagAmOunt) external view returns (uint, uin;)
/* Read oracle prices for borrowed and collateral markets */
uint priceBorrowedMantissa = oracle.getUnderlyingPrice(( CToken(cTokenBorrowed)l);
uint priceCollateralMantissa = oracle.getUnderlyingPrice(CToken(cTokenCollateral));
if (priceBorrowedMantissa == 0 || priceCollateralMantissa == 0) {
return (uint(Error.PRICE_ERROR), 0);

/*
* Get the exchange rate and calculate the number of collateral tokens to seize:
*  seizeAmount = actualRepayAmount * liquidationlncentive * priceBorrowed / priceCollateral
*  seizeTokens = seizeAmount / exchangeRate
:/ = actualRepayAmount * (liquidationlncentive * priceBorrowed) / (priceCollateral * exchangeRate)
uint exchangeRateMantissa = Cloken(cTokenCollateral).exchangeRateStored(); // Note: reverts on error
uint seizeTokens;
Exp memory numerator;
Exp memory denominator;
Exp memory ratio;
MathError mathErr;

(mathErr, numerator) = mulExp(liquidationlncentiveMantissa, priceBorrowedMantissa),
if (mathErr |= MathErrorn NO_ERROR
return (uint(Erron MATH _ERROR), 0);

J

(mathErr, denominator) = mulE)%JIgpriceCollateralMantissa, exchangeRateMantissa);
if (mathErr |= MathErrorn NO_ERROR) {
return (uint(Error MATH ERROR), 0);

}
(mathErr, ratio) = divExp(numerator, denominator),

if (mathErr |= MathError NO_ERROR
return (uint(Errorn MATH-ERROR), 0);

(mathErr, seizeTokens) = mulScalarTruncate(ratio, actualRepayAmount);
if (mathErr |= MathError. NO ERROI]? {
return (uint(Erron MATH _ERROR), 0);

S

return (wint(Error NO ERROR), seizelokens),
Y/ knownesc IRIKATTFHDME

/*** Admin Functions ***/
/**

* @notice.Sets a new price oracle for the comptroller
*@dev Admin function to set a new price oracle

* (@return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
%

function _setPriceOracle(PriceOracle newOracle) public returns (uint) {
// Check caller is admin
if (msg.sender = admin) { )
return fail(Error UNAUTHORIZED, Failurelnfo.SET PRICE _ORACLE OWNER _CHECK);

// Track the old oracle for the comptroller
PriceOracle oldOracle = oracle;

// Set comptroller's oracle to newOracle
oracle = newOracle;

// Emit NewPriceOracle(oldOracle, newOracle)
emit NewPriceOracle(oldOracle, newOracle);

return uint(Error NO_ERROR);
M/ knownsec &&= Pl

Jx
* @notice Sets the closeFactor used when liquidating borrows
* @dev Admin function to set closeFactor
* @param newCloseFactorMantissa New close factor, scaled by 1el8
* @return uint 0=success, otherwise a failure. (See ErrorReporter for details)
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*/
function _setCloseFactor(uint newCloseFactorMantissa) external returns (uint) {
Check caller is admin
if (msg.sender |= aa’m%{
return fail(Evror UNAUTHORIZED, Failurelnfo.SET CLOSE _FACTOR_OWNER CHECK),

Exp memory newCloseFactorExp = Exp({mantissa: newCloseFactorMantissa});
Exp memory lowLimit = Exp(émantissa: closeFactorMinMantissa});
if (lessThanOrEqualExp(newCloseFactorExp, lowLimit)) {
return fail(ErrorINVALID CLOSE _FACTOR, Failurelnfo.SET CLOSE _FACTOR_VALIDATION);

Exp memory highLimit = Exp({mantissa: closeFactorMaxMantissa});
if 5essT hanExp(highLimit, newCloseFactorEx%J)) {
return fatl(ErrorINVALID CLOSE _FACTOR, Failurelnfo.SET CLOSE FACTOR VALIDATION),

uint oldCloseFactorMantissa = closeFactorMantissa;
closeFactorMantissa = newCloseFactorMantissa;
emit NewCloseFactor(oldCloseFactorMantissa, closeFactorMantissa);

return uint(ErrorNO_ERROR);
}/ knownsec 1% LN 7550 %

/* *
* (@notice Sets the collateralFactor for a market
* @dev Admin ){unction to set per-market collateralFactor
* @param cToken The market to set the factor on
* @param newCollateralFactorMantissa The new collateral factorscaled by 1ed8
:/ return uint 0=success, otherwise a failure. (See ErrorReporter for details)
function _setCollateralFactor(CToken cToken, uint newCollateralFactorMantissa) external rveturns (uint) {
// Check caller is admin

if (msg.sender != admin) {
return
Failurelnfo.SET_COLLATERAL FACTOR_OWNER_CHECK);

J

// Verify market is listed
Market storage market = markets[address(cToken)];
if (Imarket.isListed) {

return
F ailure]ryﬁ).SE T COLLATERAL FACTOR NO EXISTS);

fail(Error UNAUTHORIZED,

fail(Error MARKET NOT LISTED,

Exp memory newCollateralFactorExp = Exp({mantissa: newCollateralFactorMantissa}),

// Check collateral factor <= 0.9
Exp memory highLimit = Exp({mantissa: collateralFactorMaxMantissa});

if (lessThanExp(highLimit, newCollateralFactorExp)) {
return Sail(ErrorINVALID COLLATERAL FACTOR,
F ailure]n]ﬁ).SE T COLLATERAL FACTOR_VALIDATION);

// If collateral factor != 0, fail if price ==
if (newCollateralFactorMantissa |= 0 && oracle.getUnderlying Price(cToken) == %{
return fail(Error PRICE_ERROR, Failurelnfo.SET COLLATERAL FACTOR WITHOUT PRICE);

S

// Setmarket's collateral factor to new collateral factor, remember old value
uint oldCollateralFactorMantissa = market.collateralFactorMantissa;
market.collateralFactorMantissa = newCollateralFactorMantissa;

// Emit event with asset, old collateral factor, and new collateral factor
emit NewCollateralFactor(cToken, oldCollateralFactorMantissa, newCollateralFactorMantissa);

return uint(Error NO_ERROR);
Y/ knownsec % Ef ] AL %

~
*
*

notice Sets maxAssets which controls how many markets can be entered
dev Admin function to set maxAssets

param newMaxAssets New max assets

return uint O=success, otherwise a failure. (See ErrorReporter for details)

* ¥ X ¥ ¥
~

function _setMaxAssets(uint newMaxAssets) external returns (uint) {
// Check caller is admin
if (msg.sender = admin) {
return fail(Error UNAUTHORIZED, Failurelnfo.SET MAX ASSETS OWNER_CHECK);

uint oldMaxAssets = maxAssets;
maxAssets = newMaxAssets;
emit NewMaxAssets(oldMaxAssets, newMaxAssets),

return uint(Erron NO_ERROR);
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M knownsec 1% B A /H 7

/* *
* @notice Sets liquidationIncentive
* @dev Admin function to set liquidationlncentive
* (@param newLiquidationIncentiveMantissa New liquidationIncentive scaled by 1el8
:/ return uint 0=success, otherwise a failure. (See ErrorReporter for details)

function _setLiquidationIncentive(uint newLiquidationIncentiveMantissa) external returns (uint) {
Check caller is admin
if (msg.sender != admin) {

return fail(Error UNAUTHORIZED,
F ailure]n];(z).SE T LIQUIDATION INCENTIVE OWNER_CHECK);

// Check de-scaled min <= newLiquidationincentive <= max

Exp memory newLiquidationlncentive = Exp({mantissa: newLiquidationIncentiveMantissa});
Exp memory minLiquidationlncentive = Exp({mantissa: liqguidationlncentiveMinMantissa});
if ;ljessT hanExp(newLiquidationIncentive, minLiquidation ncenthﬁ) !

return fail(ErrorINVALID LIQUIDATION INCENTIVE,
Failurelnfo.SET_LIQUIDATION_INCENTIVE_VALIDATION);

J

Exp memory maxLiquidationlncentive = Exp({mantissa: li7uidationlncentiveMaxMantissa});
if ;l)essT hanExp(maxLiquidationIncentive, newLiquidationlncentive

)
return fail(Error: INéAélD_LIQUIDA TION INCENTIVE,
Failurelnfo.SET_LIQUIDATION_INCENTIVE_VALIDATION);

J

// Save current value for use in log
uint oldLiquidationlncentiveMantissa = liquidationIncentiveMantissa,

// Set liquidation incentive to new incentive
liquidationlncentiveMantissa = newLiquidationIncentiveMantissa;

// Emit event with old incentive, new incentive
emit NewLiquidationlncentive(oldLiquidationIncentiveMantissa, newLiquidationIncentiveMantissa);

return uint(ErrorNO_ERROR);
Y/ knownsec 1% B 2452

/* %
* @notice Add the market to the markets mapping and set it as listed
* @dev Admin }(function to set isListed and add support for the market
* @param cToken The address of the. market (token) to_list
:/ return uint 0=success, otherwise a failure. (See enum Error for details)

Sfunction _supportMarket(CToken cToken) external returns (uint) {
if (msg.sender != admi

in) {
return fail(Error. UK/A UTHORIZED, Failurelnfo.SUPPORT MARKET OWNER CHECK);

if (markets[address(cToken)].isListed) {
return fail(Error MARKET ALREADY LISTED, Failurelnfo.SUPPORT MARKET EXISTS);

cIoken.isCToken(), // Sanity check to make sure its really a CToken

markets[address(cloken)] = Market({isListed: true, isCaned: false, collateralFactorMantissa: 0});
. addMarketInternal(address(cToken)),

emit MarketListed(cIoken);

return uint(Error NO_ERROR);
M/ knownsec 1715 4

function _addMarketinternal(address cToken) internal {
Sfor (uint i = 0, i < allMarkets.length; i ++)
require(allMarkets[i] != CToken(cToken), "market already added");

allMarkets.push(CToken(cToken)),
M/ knownsec S 11757

/**

* @notice Admin function to change the Pause Guardian
param newPauseGuardian The address of the new Pause Guardian
* (@return uint 0=success, otherwise a failure. (See enum Error for details)
function _setPauseGuardian(address newPauseGuardian) public returns (uint) {
if (msg.sender != admin

I
return fail(Error. UN}1 UTHORIZED, Failurelnfo.SET PAUSE GUARDIAN OWNER _CHECK);

// Save current value for inclusion in log
address oldPauseGuardian = pauseGuardian;
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/ StorgpauseGuardian with value newPauseGuardian
pauseGuardian = newPauseGuardian;

// Emit NewPauseGuardian(OldPauseGuardian, NewPauseGuardian)
emit NewPauseGuardian(oldPauseGuardian, pauseGuardian);

return uint(Error NO_ERROR);
7

M/ knownsec 1% B L E N

function _setMintPaused(CToken cToken, bool state) public returns (bool) {
require(markets[address(cToken)].isListed, "cannot pause a market that is not listed");
) require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can
pause");
require(msg.sender == admin || state == true, "only admin can unpause");

mintGuardianPaused[address(cToken)] = state;
emit ActionPaused(cToken, "Mint", state),
return s

tate;
Y/ knownsec FEHIEEITT

function _setBorrowPaused(CToken cToken, bool state) public returns (bool) {
require(markets[address(cToken)].isListed, "cannot pause a market that is not listed"),
"y require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can
pause");
require(msg.sender == admin || state == true, "only admin can unpause");

borrowGuardianPaused[address(cToken)] = state;
emit ActionPaused(cToken, "Borrow”, state);
return state; .

W/ knownsec 12 HI14 LT

function _setTransferPaused(bool state) public returns (bool) {
) require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can
pause");
require(msg.sender == admin || state == true, "onlyadmin.can unpause");

transferGuardianPaused = state;
emit ActionPaused("Transfer", state);
return state;

Y/ knownsec FEHIFEIK

Sfunction _setSeizePaused(bool state) public returns (bool) {
) require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can
pause");
require(msg.sender == admin || state == true, "only admin can unpause");

seizeGuardianPaused = state;
emit ActionPaused("Seize"; state);
return state;

Y/ knownsec 7711 HETY

function _become(Unitroller unitroller) public {
require(msg.sender-== unitroller.admin(), "only unitroller admin can change brains");
require(unitroller._acceptimplementation() == 0, "change not authorized");

/**
* (@notice Checks caller.is admin, or this contract is becoming the new implementation
*

Sfunction adminOrinitializing() internal view returns (bool) {
return msg.sender == admin || msg.sender == comptrollerlmplementation;

/*¥** Can Distribution ***/

JEE
* @notice Accrue Channels to the market by updating the supply index
I/ param cToken The market whose supply index to update

Sfunction updateCanSupplylndex(address cToken) internal {
CanMarketState storage supfg)State = canSupplyState[cToken];
uint supplySpeed = getSupplySpeed(cToken);
uint blockNumber = getBlockNumber();
uint deltaBlocks = sub_(blockNumber, uint(supplyState.block));
if (deltaBlocks > 0 && supplySpeed > 0) {

uint supplyTokens = Cp oken(cToken).totalSugply();
uint canAccrued = mul_(deltaBlocks, supplySpeed);

m Double memory ratio = supplyTokens > 0 ? fraction(canAccrued, supplyTokens) : Double({mantissa:
Double memory index = add_(Double({mantissa: supplyState.index}), ratio);
canSupplyState[cToken] = CanMarketState({
index: safe224(index.mantissa, "new index exceeds 224 bits')’),
block: safe32(blockNumber, "block number exceeds 32 bits",

J else})zj”(deltaBlockv >0)
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supplyState.block = safe32(blockNumber, "block number exceeds 32 bits");
Y/ knownsec ZHf can 1€l 417154

/**

* @notice Accrue Channels to the market by updating the borrow index
: param cToken The market whose borrow index to update

Sfunction %dateCanBorrowIndex(address cToken, Exp memory marketBorrowlndex) internal {
CanMarketState storage borrowState = canBorrowState[cToken];
uint borrowSpeed = getBorrowSpeed(cToken),
uint blockNumber = getBlockNumber();
uint deltaBlocks = sub_(blockNumber, uint(borrowState.block));
if (deltaBlocks > 0 && borrowSpeed > 0) {
uint borrowAmount = div_(C TokengToken).totalBorrows(), marketBorrowlndex),
uint canAccrued = mul_(deltaBlocks, borrowSpeed);
Double memory ratio = borrowAmount > 0 ? fraction(canAccrued, borrowAmount)
Double({mantissa: 0});
Double memory index = add (Double({mantissa: borrowState.index}), ratio);
canBorrowState[cToken] = CanMarketState({
index: safe224(index.mantissa, "new index exceeds 224 bits"),
Il)lock: safe32(blockNumber, "block number exceeds 32 bits",

1 else if (deltaBlocks > 0) {
\ borrowState.block = safe32(blockNumber, "block number exceeds 32 bits");

} 74 lrownsec BFr can 1Cili 118154
function getSupplySpeed(address cToken) public view returns (uint){
uint utilizationRate = getUTtilizationRate(cToken),

uint supplySpeed;

if (utilizationRate == 0)§
supplySpeed = canSpeeds[cToken];
return supplySpeed;

J
if (utilizationRate <= balanceUtiRate){
uint leftPercentage = utilizationRate.mul(Sel7).div(balanceUtiRate),
ol s;tpplySpeed = canSpeeds[cToken].mul(leftPercentage).div(1el8);
felse
uint slop = (5e35).div((1el8).sub(balanceUtiRate)),
uint rightPercentage = (Sel ?.add slop.mul(utilizationRate.sub(balanceUtiRate)).div(1el8)),
supplySpeed = canSpeeds[cToken].mul(rightPercentage).div(1el8);

return supplySpeed;
M/ knownsec 5*5?}7/)( RATESE

function getBorrowSpeed(address cToken) ?ublic view returns (uint){
uint supplyS§eed = getSupplySpeed(cloken),
uint borrowSpeed = canSpeeds[cToken] > supplySpeed ? canSpeeds[cToken].sub (supplySpeed) : 0;
return borrowSpeed;

Y/ knownsec FAHK e |

/**

* @notice Calculate Channels accrued bﬁ/ a supplier and possibly transfer it to them
* @param cToken The market in.which the supplier is interacting
:/ jparam supplier The address of the supplier to distribute Channels to

Sfunction distributeSupplierCan(address cToken, address supplier, bool distributeAll) internal {
CanMarketState storage supplyState = canSupplyState[cToken];
Double memory supplylndex = Double; {mantissa: supplyState.index}),
Double memory supplierindex = Double({mantissa. canSupplierIndex[cToken][supplier]});
canSupplier]ndex[é7 oken][supplier] = supplylndex.mantissa;

if (supplierIndex.mantissa == 0 && supplylndex.mantissa > 0) {
supplierindex.mantissa = canlinitiallndex;

Double memory deltalndex = sub_(supplylndex, supplierindex);
uint supplierTokens = Cloken(cToken).balanceOf(supplier);
uint supplierDelta = mul_(supplierTokens, deltalndex);
uint supplierAccrued = add_(canAccrued[supplier], suﬁplierDelta);
canAccmed[sug})lier] = transferCan(supplier, supplierAccrued, distributeAll ? 0 : canClaimThreshold);
emit DistributedSupplierCan(CToken(cToken), supplier, supplierDelta, supplyIndex.mantissa);
Y/ knownsec ZF Can 1Ci77

%k
* @notice Calculate Channels accrued by a borrower and possibly transfer it to them

* (@dev Borrowers will not begin to accrue until after the ﬁe’st interaction with the protocol.
* @param cToken The market in which the borrower is interacting

* @param borrower The address of the borrower to distribute Channels to

function distributeBorrowerCan(address cToken, address borrower, Exp memory marketBorrowIndex, bool
distributeAll) internal {

CanMarketState storage borrowState = canBorrowState[cToken];
Double memory borrowlndex = Double({mantissa.: borrowState.index});
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Double memory borrowerIndex = Double({mantissa: canBorrowerIndex[cToken][borrower]});
canBorrowerIndex[cToken][borrower] = borrowlndex.mantissa;

if (borrowerIndex.mantissa > 0) {

Double memory deltalndex = sub_(borrowIndex, borrowerIndex);

uint borrowerAmount = div_(CToken(cToken).borrowBalanceStored(borrower),
marketBorrowIndex);

uint borrowerDelta = mul _(borrowerAmount, deltalndex);

uint borrowerAccrued = add_(canAccrued[borrower], borrowerDelta);

canAccrued[borrower] = " transferCan(borrower, borrowerAccrued, distributeAll ? 0
canClaimThreshold),

emit DistributedBorrowerCan(CToken(cToken), borrower, borrowerDelta, borrowIndex.mantissa),

/ ‘
M/ knownsec ZHHEFA Can U7

/* *
* @notice Transfer Channels to the user, if they are above the threshold
* (@dev Note: If there is not enough Channels, we do not perform the transfer all.
* @param user The address of the user to transzfer Channels to
: jparam userAccrued The amount of Channels to (possibly) transfer

+/ return The amount of Channels which was NOT transferred to the user
function transferCan(address user, uint userAccrued, uint threshold) internal returns (uint) {
if (userAccrued >= threshold & & userAccrued > 0) {
Can can = Can(getCanAddress());
uint canRemaining = can.balanceOf{address(this));
if (userAccrued <= canRemaining)
can.transfer(user, userAccrued);
return 0;

!

i
return userAccrued;,
M/ knownsec FEHK can 1€ 1255

/**
* %notice Claim all the can accrued by holder in all markets
:/ param holder The address to claim Channels for:

function claimCan(address holder) public {
\ return claimCan(holder, allMarkets);
s
/**
* %noﬁce Claim all the can accrued by holder. in the specified markets

* @param holder The address to claim Channels for
: param cTokens The list of markets to claim Channels in

Sfunction claimCan(address holder, CToken[] memory cTokens) public {
address[] memory holders = new address[](1);
holders[0] = holder,
claimCan(holders, cTokens, true, true);

N S~
*
*

notice Claim all can accrued by the holders

)param holders The addresses to claim Channels for

jparam cTokens The list of markets to claim Channels in

)param borrowers Whether or not to claim Channels earned by borrowing
param suppliers Whether or not'to claim Channels earned by supplying

¥ ¥ K ¥ ¥
~

*

blfw{zction claimCan(address[] memory holders, CToken[] memory cTokens, bool borrowers, bool suppliers)
public
Jfor (uint i = 0; i < clokens.length; i++) {
CToken cToken = cTokens[i];
require(markets[address(cloken)].isListed, "market must be listed"),
if ?borrowers ==true) {
Exp memory borrowlndex = Exp({mantissa: cToken.borrowlndex()});
updateCanBorrowlndex(address(cToken), borrowlndex),
fo% (uint j = 0; j < holders.length; j++
distributeBorrowerCan(address(cToken), holders[j], borrowlndex, true);

if (suppliers == true) {
Uy, dateCanSL(tfplylndex(address(cToken));
fo% (uintj =0, j < holders.lerzdgth,‘j++ }:
distributeSupplierCan(address(cToken), holders[j], true);

/
/ o
Y/ knownsec Z il UK
/*** Can Distribution Admin ***/

/**
* %notice Set cTokens canSpeed

*

param cTokens The addresses of cTokens
* @param speeds The list of CAN speeds
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*/
function _setCanSpeeds(address[] memory cTokens, uint[] memory speeds) public {
require(msg.sender == admin, "only admin can set can speeds ’5?‘

uint numMarkets = cTokens.length;
uint numSpeeds = speeds.length;

require(numMarkets |= 0 && numMarkets == numSpeeds, "invalid input”);

for (uint i = 0; i < numMarkets; i++) {
if (speeds[i] > 0) {
_initCanState(cTokens[i]);

CToken cToken = Cloken(cTokens[i]);

Exp memory borrowlndex = Exp({mantissa: cToken.borrowlndex()});
updateCanSupplyIndex(address(cToken));
updateCanBorrowlndex(address(cToken), borrowlndex);

canSpeeds[address(cToken)] = speeds[i];
\ emit CanSpeedUpdated(cToken, speedé[]l]);
J
/
function _initCanState(address cToken) internal {
if (canSupplyState[cToken].index == 0 && canSupplyState[cToken].block == 0).{
canSupplyState[cToken] = CanMarketState({p
index: canlnitiallndex,
block: safe32(getBlockNumber(), "block number exceeds 32 bits")

5

)

J

if (canBorrowState[cToken].index == 0 && canBorrowState[cToken].block == 0){
canBorrowState[cToken] = CanMarketState({
index: canlnitiallndex,
llylock.' safe32(getBlockNumber(), "block number exceeds 32 bits")

)5

function etUtilizationRat;z{address cToken) public view returns (uint) {
CToken cToken = CToken(cToken);
uint _cash = _cToken.getCash();
uint _borrow = _cToken.totalBorrows(),
uint _reserve = _cloken.totalReserves();

if (_ borrow == 0 || sub_(add _( cash;,. borrow), reserve) == 0) {

return 0;

return div_(mul_(_borrow,lel8),sub _(add_( cash, borrow), reserve));

/

/* *
* @notice Return all of the markets
* @dev The automatic getter mz(ziy be used to access an individual market.

* @return The list of market addresses

Sfunction getAliMarkets() public view returns (CToken[] memory) {
return allMarkets;

Sfunction getBlockNumber() public view returns (uint) {
return block.number;

/**

* @notice Return the address of the Channels token
: return The address of Channels

Sfunction getCanAddress() public view returns 6(address) {
return Ox1e6395E6B059fc97a4ddA925b6c5ebf19E05¢c69f; // todo: update to new can address
ExchangePool.sol
pragma solidity ~0.5.16;
library Math {

Sfunction max(uint256 a, uint256 b) internal pure returns (uint256) {
returna>=b ? a: b;

Sfunction min(uint256 a, uint256 b) internal pure returns (uint256) {
returna<b?a: b;
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}

Sfunction average(uint256 a, uint256 b) internal pure returns (uint256) {
return (a/2) + (b /2) + ((a%2+b%2)/2);

/
library SafeMath {

function add(uint256 a, uint256 b) internal pure returns (uint256) {
uint256 c = a + b,
require(c >= a, "SafeMath: addition overflow");

return c;

function sub(uint256 a, uint256 b) internal pure returns (uint256) {
return sub(a, b, "SafeMath: subtraction overflow");

function sub(uint256 a, uint256 b, string memory errorMessage) internal pure returns (uint256) {
require(b <= a, errorMessage);
uint256 ¢ = a - b;

return c;
/
Sfunction mul(uint256 a, uint256 b) internal pure returns (uint256) {
if(a==0){
return 0;
/
uint256 ¢ = a *b;
require(c /a == b, "SafeMath: multiplication overflow");

return c;

}

function div(uint256 a, uint256 b) internal pure returns (uint256) {
return div(a, b, "SafeMath: division by zero");
s

Sfunction div(uint256 a, uint256 b, string memory errorMessage) internal pure returns (uint256) {
requir%(b > (), errorMessage);
uint256 ¢ = a/ by

return c;

Sfunction mod(uint256 a, uint256 b) internal pure returns (uint256) {
return mod(a, b, "SafeMath: modulo by zero");

)
s
function mod(uint256 a, uint256 b, string memory errorMessage) internal pure returns (uint256) {

require(b.!= 0, errorMessage);
return a % b;

#

contract Context {
constructor () internal { }

Sfunction _msgSender() internal view returns (address payable) {
return msg.sender;

functizn _msgData() internal view returns (bytes memory) {
this;
return msg.data;

}

contract Ownable is Context {
address private _owner;
address private _pendingOwner;

event OwnershipTi ransferredjaddress indexed previousOwner, address indexed newOwner);
event OwnershipAccepted(address indexed pendingOwner);

constructor () internal {

_owner = _msgSender();
emit OwnershipTransferred(address(0), _owner);

Sfunction owner() public view returns (address) {
return _owner;
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}

modifier onlyOwner() {
require(isOwner(), "Ownable: caller is not the owner”);

3

/

function isOwnerg) public view returns (bool) {
return _msgSender() == _owner;

function renounceOwnership() public onlyOwner {
emit OwnershipTransferred(_owner, address(0));
_owner = address(0);

function transferOwnership(address newOwner) public onlyOwner {
_transferOwnership(fewOwner);

function _transferOwnership(address newPendingOwner) internal {
require(newPendingOwner != address(0), ”gwnable: new owner is the zero address");
emit OwnershipTransferred(_owner, newPendingOwner);
_pendingOwner = newPendingOwner,

J
function acceptOwnership() public{
require(_msgSender() == _pendingOwner, "Ownable: caller is not pending owner");
emit OwnershipAccepted( pendingOwner);
_owner = _pendingOwner,
J

/
interface IERC20 {
function totalSupply() external view returns (uint256);
function balanceOf{address account) external view returns (uint256);
function transfer(address recipient, uint256 amount) external returns (bool);
function mint(address account, uint amount) external;
function allowance(address owner, address spender) external view returns (uint256);
function approve(address spender, uint256.amount) external returns (bool);
function transferFrom(address sender, address recipient, uint256 amount) external returns (bool);
event Transfer(address indexed from, address indexed to, uint256 value);

event Approval(address indexed owner, address indexed spender, uint256 value);

}
library Address {

Sfunction isContract(address account) internal view returns (bool) {

bytes32 codehash;
bytes32 accountHash = Oxc5d2460186f7233¢927e7db2dcc703c0e500b653ca82273b7bfad8045d85a470;

assembly { codehash := extcodehash(account) }
return (cvodehash I= 0x0 && codehash = accountHash);

}

function toPayable(address account) internal pure returns (address payable) {
return address(uint1 60(account));

function sendValue(address payable recipient, uint256 amount) internal 5
require(address(this).balance >= amount, "Address: insufficient balance");

(bool success, ) = recipient.call.value(amount)("");
require(success, "Address: unable to send value, recipient may have reverted");

/

library SafeERC20 /,’
using SafeMath for uint256;
using Address for address;

Sunction safeTransfer(IERC20 token, address to, uint256 value) internal §
callOptionalReturn(token, abi.encodeWithSelector(token.transfer.selector, to, value));

Sfunction safeTransferFrom(IERC20 token, address from, address to, uint256 value) internal {
callOptionalReturn(token, abi.encodeWithSelector(token.transferFrom.selector, from, to, value));
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}

Sfunction safeApprove(IERC20 token, address spender, uint256 value) internal {
require((ﬁzlue == () || (token.allowance(address(this), spender) == 0),
"SafeERC20: approve from non-zero to non-zero allowance"

)i
callOptionalReturn(token, abi.encodeWithSelector(token.approve.selector, spender, value)),

function safelncreaseAllowance(IERC20 token, address spender, uint256 valuef internal {
uint256 newAllowance = token.allowance(address(this), spender).add(value);
callOptionalReturn(token, abi.encodeWithSelector(token.approve.selector, spender, newAllowance));

Sfunction safeDecreaseAllowance(IERC20 token, address spender, uint256 value) internal
uint256 newAllowance = token.allowance(address;tjhis), spender).sub(value, "SafeERC20: decreased
allowance below zero ’/Q
callOptionalReturn(token, abi.encodeWithSelector(token.approve.selector, spender, newAllowance));

function callOptionalReturn(IERC20 token, bytes memory data) private {
require(address(token).isContract(), "SafeERC20: call to non-contract”);

(bool success, bytes memory returndata) = address{token).call(data);
require(success, "SafeERC20: low-level call failed");

if (returndata.length > 0) {
require(abi.decode(returndata, (bool)), "SafeERC20: ERC20 operation did not succeed");
J
/
/

contract ExchangePool is Ownable {

using SafeERC20 for IERC20;
using SafeMath for uint;

1ERC20 public preCAN;
IERC20 public newCAN;
bool private open;

uint private constant NOT ENTERED = I;
uint private constant ENTERED = 2;
uint public GENERAL LOCK; // TEMPORARY: re-entrancy lock guard.

event Exchange(address account; uint preCandmount, uint newCanAmount);
event SetOpen(bool open);
event EmergentcyWithdraw(address token, uint amount),

/1] @dev Reentrancy lock guard.

modifier lock() df
require( GENERAL LOCK == NOT ENTERED, 'general lock’);
. GENERAL LOCK=_ENTERED;

“GENERAL_LOCK = NOT ENTERED;

constructor() public{
preCAN = IERC20(0x1e6395E6B059fc97a4ddA925b6¢5ebf19E05¢69f),
newCAN = IERC20(0xC95EFaf132507d81805f8Cfb90E4863939310105); // todo: to be
updated when new can-deployed
open = true;
GENERAL LOCK= NOT ENTERED:;

function exchange(uint amounot) ublic checkOpen lock{//nownsec //J% /177 5 15/ % 177
require(preCAN.balance ‘/f)msg.sender) >= amount, "preCAN not enough");
preCAN.safeTransferFrom(msg.sender, address(this), amount);
newCAN.safeTransfer(msg.sender, amount.mul(ZOOO));
emit Exchange(msg.sender, amount, amount.mul(200));

modifier checkOpen() {
require(open, "Pool is closed");

I

function isOpen() external view returns (bool) {
return open;

function setOpen(bool _open) external onlyOwner {//knownsec // 1% £ exchangePool 7K
open = _open,
emit SeiOpen(open);
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_function getBalanceOfCAN() public view returns(uint, uint, uint){//knownsec /- CAN i1 /17 1C 171770,
FACHRH LACTR

uint preCANBalance = preCAN.balanceOf{address(this));

uint newCANBalance = newCAN.balanceOf(address(this));

uint totalBalance = preCANBalance.add(newCANBalancej);

return (preCANBalance, newCANBalance, totalBalance);

function emergencyWithdraw(IERC20 token, uint amount) public onlyOwner{//knownsec // %= 11755
token.transfer(owner(), amount);
emit EmergentcyWithdraw(token, amount);

Unitroller.sol
pragma solidity ~0.5.16;

import "./ErrorReporter.sol";
;‘rﬁaort "./ComptrollerStorage.sol";

* @title ComptrollerCore

* @dev Storage for the comptroller is at this address, while execution is delegated to the
‘corgptroller]mplementation B

:/ Tokens should reference this contract as their comptroller.

contract Unitroller is UnitrollerAdminStorage, ComptrollerErrorReporter {

/**
:/@notice Emitted when pendingComptrollerlmplementation is changed

event NewPendingImplementation(address oldPendingImplementation, address newPendinglmplementation);

/**
* @notice Emitted when pendingComptrollerlmplementation “is. accepted, which means comptroller
implemintation is updated

event NewImplementation(address oldImplementation; address newlmplementation);

/* %
:/@notice Emitted when pendingAdmin is changed

event NewPendingAdmin(address oldPendingAdmin, address newPendingAdmin);

/* *
: @notice Emitted when pendingAdmin is accepted, which means admin is updated

event NewAdmin(address oldAdmin, address newAdmin),

constructor() public {
// Set admin to caller
admin = msg.sender;
}
/X*% Admin Functions ***/
function _setPendinglmplementation(address newPendinglmplementation) public returns (uint) {

if (msg.sender = admin) {
return Sail(Error UNAUTHORIZED,
F ailure]n]ﬁ).SE T PENDING IMPLEMENTATION OWNER CHECK);

address oldPendingImplementation = pendingComptrollerImplementation;
pendingComptrollerImplementation = newPendinglmplementation;
emit NewPendingImplementation(oldPendinglmplementation, pendingComptrollerImplementation);

return uint(Error NO_ERROR),
M/ knownec % E 1R Implementation

J
* (@notice Accepts new implementation of comptroller. msg.sender must be pendinglmplementation
* @dev Admin function for new implementation to accept it's role as implementation

* @return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)

%

function _acceptlmplementation() public returns (uint) {
Check caller is pendinglmplementation and pendinglmplementation # address(0)
if (msg.sender != pendingComptrollerImplementation || pendingComptrollerlmplementation ==

address(0)) {
return Sail(Error UNAUTHORIZED,
F ailure]n]ﬁ).A CCEPT PENDING IMPLEMENTATION ADDRESS CHECK);

// Save current values for inclusion in log
address oldImplementation = comptrollerImplementation;
address oldPendinglmplementation = pendingComptrollerImplementation;
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comptrollerImplementation = pendingComptrollerImplementation;
pendingComptrollerImplementation = address(0),

emit Newlmplementation(oldImplementation, comlptrollerlmplementation);
emit NewPendinglmplementation(oldPendinglmplementation, pendingComptrollerlmplementation);

return uint(Eyror NO_ERROR);
M/ knownsec 7 #r Implementation

/**
y * @notice Begins transfer of admin rights. The newPendingAdmin must call *_acceptAdmin’ to finalize the
transfer.
* @dev Admin function to begin change of admin. The newPendingAdmin must call ~ acceptAdmin’ to
finalize the transfer.
param newPendingAdmin New pending admin.
:/ return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

function _setPendingAdmin(address newPendingAdmin) public returns (uint) {
// Check caller = admin
if (msg.sender |= adm%{
return fail(Error UNAUTHORIZED, Failurelnfo.SET_PENDING _ADMIN OWNER_CHECK);

// Save current value, if any, for inclusion in log
address oldPendingAdmin = pendingAdmin;

// Store pendingAdmin with value newPendingAdmin
pendingAdmin = newPendingAdmin;

// Emit NewPendingdmin OZdPendiIr‘lIgAdmin, newPendi%Admin)
emit NewPendingAdmin(oldPendingAdmin, newPendingAdmin),

return uint(Error NO_ERROR);
M/ knownsec 1% B 1% Admin

/**

* @notice Accepts transfer of admin rights. msg.sender must be pendingAdmin
* @dev Admin function for pending admin to accept role and update admin
* @return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)

function _acceptAdmin() public returns (uint)
Check caller is pendingAdmin and pendingAdmin = address(0)
if (msg.sender != pendingAdmin |kms .sender == address(O}!
return fail(Error UNAUTHORIZED, Failurelnfo.ACCEPT ADMIN PENDING ADMIN CHECK);

S

// Save current values for inclusion in log
address oldAdmin = admin;
address oldPendingAdmin = pendingAdmin;

// Store admin with-value pendingAdmin
admin = pendingAdmin;

// Clear the pending value
pendingAdmin = address(0);

emit NewAdmin(oldAdmin, admin);
emit NewPendingAdmin(oldPendingAdmin, pendingAdmin);

return uint(Error NO_ERROR);
M/ knownsec 17 ddmin
JEE
* @dev Delegates execution to an implementation contract.
* [t returns to the external caller whatever the implementation returns
:/or forwards reverts.
function () payable external {
// delegate all other functions to current implementation
(bool success, ) = comptrollerImplementation.delegatecall(msg.data);

assemblf/ !
et free_mem_ptr := mload(0x40)
returndatacopy(free_mem_ptr, 0, returndatasize)

switch success
case 0 { revert(free_mem_ptr, returndatasize)
default { return(free_mem_ptr, returndatasize) }
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