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3. drsFRE R
3.1. Bt ERR [Eid)

WitOHr: MEEAFEEA ChannelsOracleConfig fEATISHIEL BRI, &

BT, 1ZIERIRITEIE, cToken FLEIEH,

contract ChannelsOracleConfig {
/// @dev Describe how to interpret the fixedPrice in the TokenConfig.
enum PriceSource {// knownsec // [} 1515 11 [ E
FIXED ETH, /// implies the fixedPrice is a constant multiple of the ETH price (which
varies)//knownsec 227 FIXED ETH KMz

FIXED _USD, /// implies the fixedPrice is a constant multiple of the USD price (which is

1)
REPORTER  ///implies the price is set by the reporter:
/
/7 @dev Describe how the USD price should be determined for an asset.
/) There should be "I TokenConfig object for each supported asset, passed in the
constructor.
struct TokenConfig {// knownsec //TokenConfig Z5 1411
address cToken;
address.underlying;
bytes32 symbolHash;,
uint256 baseUnit;
PriceSource priceSource,
uint256 fixedPrice;
string symbolName;
/
/

12 -
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ZEBEW: .
3.2. i atIieE [Eid]

BT EEAFER price SKRMETTNE, ELLZERA, RERE

R getTokenConfig RIKENHE, Leit, ZIEEERERE. BAURESHE

]

M o

function price(string memory symbol) external view returns (uint) {//knownsec 2 ;75 F
J symbol Zrif] E 77 (145

TokenConfig memory config = getTokenConfigBySymbol(symbol);

return pricelnternal(config),

function pricelnternal(TokenConfig memory config) internal view returns (uint) {//knownsec
2R 6 17/DEHT USD 115K 40 #E FIXED ETH,
if (config.priceSource == PriceSource.REPORTER) return prices/config.symbolHash];

if (config.priceSource == PriceSource.FIXED USD) return config.fixedPrice;

/
REFW: L.

3.3. MEHIHERGINGE [ET)

HITHT: DB &4 FEH postPrices SKFTIRYY, FIAFREL T reporter IR}

M EREAEM B m, 28T, ZENREFGE, 2EAELE.

function postPrices(bytes[] calldata messages, bytes[] calldata signatures, string[] calldata
symbols) external {//knownsec W21/} 17 47
require(messages.length == signatures.length, "messages and signatures must be 1:1");

require(msg.sender == reporter, "msg sender must be reporter ");//knownsec reporter

AL

-13-
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// Save the prices
for (uint i = 0; i < messages.length, i++) {

priceData.put(messages[i], signatures/[i]);

// Try to update the view storage
for (uint i = 0; i < symbols.length, i++) {

postPricelnternal(symbols[i]),

function postPricelnternal(string memory symbol) internal {//knownsec JAGHEN) 5 47
TokenConfig memory config = getTokenConfigBySymbol(symbol);//knownsec  config
IR
require(config.priceSource ==+PriceSource. REPORTER, "only reporter prices get
posted"),//knownsec  report 71/}
bytes32 symbolHash =keccak256(abi.encodePacked(symbol));//knownsec 7K symbol
it

uint reporterPrice = priceData.getPrice(reporter, symbol),//knownsec 1152 1115

queryPriceBySymbol(config.symbolName),//knownsec HLDWEF UA price

uint-anchorPrice;//nownsec R 17101177 17

anchorPrice = parselnt(_price, 6); //knownsec  String JE7HF4 1L

if (isWithinAnchor(reporterPrice, anchorPrice)) {
prices[symbolHash] = reporterPrice;//knownsec |1 7 (M5 1527
emit PriceUpdated(symbol, reporterPrice);//knownsec F7Fi -7
Jelse{
emit PriceGuarded(symbol, reporterPrice, anchorPrice);

revert("reporterPrice is not with in Anchor");//knownsec ¢ 751154 H1 il i 1T 1T

- 14 -
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function isWithinAnchor(uint reporterPrice, uint anchorPrice) internal view returns (bool)
{ //knownsec (1M&R T
if (reporterPrice > 0) {
uint anchorRatio = mul(anchorPrice, 100e16) / reporterPrice;//konwnsec // 115 171
A EE
return anchorRatio <= upperBoundAnchorRatio && ' anchorRatio >=
lowerBoundAnchorRatio;

/

return false;

/

RERW: .

34. KM ELIETIEE [EE)

Wit JE QR EM Can BHERTHEL. ZAZIKH compound

BHHRTHR. E8it, SARTRRITES . PREHSIE.

function allowance(address account, address spender) external view returns (uint) {
return allowances[account][spender];
/
function approve(address spender, uint rawAmount) external returns (bool) {
uint96 amount,;
if (rawAmount == uint(-1)) {
amount = uint96(-1);
Jelse{
amount = safe96(rawAmount, "Can::approve: amount exceeds 96 bits");
/
allowances[msg.sender][spender] = amount;

emit Approval(msg.sender, spender, amount);

-15-
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return true;

/

function balanceOf{address account) external view returns (uint) {//knwonsec 751174
return balances[account];

/

function transfer(address dst, uint rawAmount) external returns (bool) {//knownsec FZ I rf
uint96 amount = safe96(rawAmount, "Can. :transfer: amount exceeds 96-bits");
_transferTokens(msg.sender, dst, amount),
return true;

/

function transferFrom(address src, address dst, uint rawAmount) external returns (bool)
{//knownsec FZFFZIKERE
address spender = msg.sender;
uint96 spenderAllowance = allowances|src][spender];

uint96 amount = safe96(rawAmount, "Can::approve: amount exceeds 96 bits");

if (spender |= src && spenderAllowance !=uint96(-1)) {
uint96 newAllowance = sub96(spenderAllowance, amount, "Can::transferFrom:
transfer amount exceeds spender allowance");

allowances/src][spender] = newAllowance;

emit Approval(src, spender, newAllowance);

/

_transferTokens(src, dst, amount);

return true;

- 16 -
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4. REBEX RN
4.1. fmiE e AR E [1Eid)

REGARBLAPEEER T RENFHERRE
RNER: 210, FREARMPFE T HIERRA0.5.16 UL, FfF
HEZEEEZ,

REBI. .
42. THRAKHA [Ei)

REGARBILAPEAEETRAE
RNER: 2100, SsARERAFREZRE6A.

REBW. L.
43. REFHEMER [ET]

WEEARBIIAEEEM T SafeMath ZEHHE
RAUER: 2160, BEEGARLHAEER SafeMath ZEHHE, TFE
%R e,

REBW. .
44 FEFENRBAN [ET]

B EARMLAFTEZEESEENMEFHFANREDLITR

RNER. 2100, SsARBEPAFEZRE-.

-17 -
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ZEEW: T,
4.5. require/assert R SEB{ER [Ei)

KRESARIGIZINAF require T assert IBAFHMNEIEM
NER. 240N, BEESARBIAGFEIZLE 0,

e, .
4.6. fallback EREFEREL [FHiT]

B ALIRELII PR B EFER fallback HHK
RWER. R0, SEAARTANEZR S,

ZEEW. T.
4.7. tx.origin SHEEUE [1E 4]

tx.origin & Solidity (=N 2/EE, TiRHEMEARZRIFRERYAIXE
A (8155 ) MiKEatit, EEREAPERALTEHTENRIISFEEAR
52 BRI LEE & AT .

BNER. 290, SREARBIPAFEZRE -,

2EEBWN. .
4.8. owner PPR¥EHI [Ei]

RESARBLIPH owner EHEBISHNIR. Fla0. EEEEMMK

FREE.
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KNER. 280, FREARLPAFEZRE0M.
ZEEW.: .

4.9. gas gFER [Eif]

S & gas AYHFER DHBIT XERER AR
RNER: 2100, SsARBPAFEZRE-.

RSB, T,
4.10. call ENTTE [EiT)

call EREUFAMES, NIZMBARES]. HEZESIE call IHARIREL.
RNER. 2100, BEESAREN call B, FAFELLRRE.

REEW. T,
411 {RBRYRE [E)

SEALARBELI A REFELE (call/delegatecall) HFEREEHFELTERIE

call RE I BT E N EAHOAARNEAT : M delegatecall REAIITET
SR S BIERZ R B AT

RAER. 20, TEEARBHIAFEZLEEA,

REBU. .
4.12. 1BE N HiRRE [Eid]
REENHURTAER, REEQTRBHETEERT 2REMN S

-19-
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RNER: 2100, SeARBPAFEZREA.

REBW. E.
4.13. el sRpa sl (&)

BAPAERETIRESEAR

BESATEREZEIEFRER T public. private X EIFWHF70] L HEEF,
KESNREEIEHREXFERT modifier X8R EFHTIHEIRS BN
G

RNER:. 2100, SEEARBEPAFEZRE DA,

REBW: ZEOBETETREEE, B HIREIEL REAER,

BB BIER S ERME.
4.14. gfEm R m. (&)

RS NPNELESE FE BB MBH T,

Solidity 5 % REALTE 256 NLAIELF (2°256—1) . RAEFIGIN 1 SIRHEE
0, EH, HWMFALMSEEN, 0HE 1 & TREIIRREFE.

BERE M Va2 — MR ENmRE . EENafgEeah LERK. &
HIERESEALEHNER . FARMRTEMEREINY . TS REFT
FEMMREML,

RAER. 20, TEEARBHIAFEZLEEA,

ZEEW: .

-20 -
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4.15. AERBERE (BT

Solidity fEA—I14RIZES REMEBRHIEE S BUNEBIREIRIT, th1.

TE FE. B . B EHEESE, Solidity G BEEESHE—
MR KBIX F—Solidity &G Z S8 B Solidity FTENEZEERBRESE

B, AEINMIER, BEBARRTE X NESEREEE. 8ATHNEEE

BT D MEBEEENRITA TRENENIRE , fIRREIZRIEZE  5/2+10=20,

M 6%10/2=26, N4 RE ABEEANTENREDSER, EHE.
BNER. 2680, DHEAREPAFEZL LM,

ZEEW: .

4.16. sHiRER RIS [Ei)

BREATURFEEBEY S B2 Solidity REEA R EAFEE ] A
AR XEIUFUM BY1E., 40 block . number 1 block . timestamp, B2 Ef1BFENELLE
EREAT, XEZFFT LNZE, AIXLETSTE—ERE L2, A
PUERAFBE T INES EFHRERE NI RIEZINEE.

BNER . 2460, ZHAARBAREFEIZTERA.,

ZEEW: .

4.17. ALZL£RFEOMER [Eid])

REGARBLLAPEEERT ALEMNED
RNER: 2100, SsARBPAFEZREEA.

RERW: .

-21 -
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4.18. ZBBE [1Ei])

REGARNKRAPERTELEESESENRERH
RWER: £2100, EEEARDPNFAEIZLER-.

ZEBW L.
4.19. KR nfEEREsT [Eid]

£ solidity A —MFARNEIRLE A struct K, MRBANBEEBE
EEINE storage B memory fiE7F.

MTFEFE storage( TZ {2330 memory (N ZE) 2 PN A E RIS, solidity AEFIEET

-22 -
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fRE—PARFIBLRSIAE . MARIIRILAEED stroage = FHREIE @ H LR

Y
il

SBRTEEE BEHMETENER, ALK NIZEREREP VG
1k struct TE,
RNER. 240N, BREARBNMERELE, RNFEIZE-A,

ZEEW: .

4.20. B EMERAEIE [EiT])

el % EINAEFE MR EREEAT  BXIRIERRRIB A X RER
BFRIX.

£ Solidity FI¥E7E transfer(). send(). «¢all.value)ZE T 753 #3TT LA T
R & 3% Ether, HXBIZET .o transfer ZIHEKMATS throw . FFEHFTIRES
BIR: R&=1%i% 2300gas AR, BIEEANRTE: send KIEKMATRIRE false;
R4 %% 2300gas EIHA, BALEEANILE call. value KIEKRMAT IR M false;
ZRPTA A gas HTIHA (TREEN gas_value ZEHTTIRE) . TEEA
FRE AR,

NRAERDFEHRE M L send Fl call. value 2T R AR EE, SLASYk
SHITIREARI, TEEAT Ether XXM SERIMNALER.

BNER: 210, SREARBIRFEZLRERA.,

ZEEW: .

421. XS IRFHE [Eid)

ATy TEEBIHRIMNIEAMIE (EOA) AIAEIRER gas 38F . FEILA

-23-
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Fa RIS E RSN ERANERRIBTRRS. ATHREREZ AT, BTA
WA UBEHMARRZ AR . XEWRE, MREMAFARX T —PMENE
MBRTR ERAFUMGBUZBRTEF RSN ERAENHZ S, Mieh
JRIGRRRTTZR.

RWER: 2100, SREARBPAFAEZREEA,

REBW. E.
4.22. FEEAEEE [EiT]

BORERAY Y [E) BuR B R IR AP LB A TAYAHBRS (8], 1 iXNE B K 2988
900 FESSEREIN N, HEMT /REX—DHKRN, ARZWIEHN B8 5% T
Z BRI X R B 5 A [ElR 272900 FIUAA . =N o] MUt ix B X ERAY RS
(BB SRR BT BE T 2 B A TR R KM IR A

WEGARLLAREETES KBTI B8 X BIN6E

RNER: 20900, SREARBEPAFAEZREEA,

REEW. T
4.23. ELEPRE L [Ei)

AEARGRET R, LRSS EGH . BXZREREHEESTREK
EERELER TERTS. SEERENEERSNRETREERS T, Stk
EARZEBTTHEERTH . ANBINTEINENT gas S gas &R, EH
R R S EE S L0 private 281, FIRRIEFHRRES.

RWER: 2100, SREARBPAFAEZREEA,

-4 -



S stz Channels 5 & 24l

REBW. .
424 B3EERE [Ei]

ARTEAR transfer BEHEIKK A A (msg. sender IREMCE A IZ if
YW AT, ¥ balances[msg. sender] < value ATHEN else BEEEIRSFF retumn false,
RESTEWHFE . TAVBANIR if/else XFMEFAIEIMT T RIE transfer XK
REFRTE—MAENRET.

BNER. 2480, SEARBIAFEZRE DA,

RLEW. E.
4.25. BEANBUEHEN [Ei)

BENRARREZNINABHEREARE, E 557 AL X (The DAC
hack) .

£ Solidity 1, B Hfthithit R EL S AU ENK, HIIEBECTH
HAHEABIEE LI msg sender ZiBIT K, AT, IREZEH energy BB
5 L ARESHN TTHTENLE BRSPS AMIEERA transfer/sender, R
1238 2300 fY Energy, XAEMEKE—REAR T, AINE—EE R BT
call.value FAR, AARAMAENMIL, EA call.value I PUEANIZATF 2300
HY energy.

BNER. 260N, SHAARBAFLFEIZLTLRM.,

ZEEW: .

-25-
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4.26. EHERN (&)

BATMRSREFREENTR. WERRIENATERN, BRENRE
ARFEERGART, FEEAEENEL, ZRABRFEXIRAETE. £

RAXMN—ENFASZIEA. IPLEHRETESATHIERER. .
RNER. 210N, SEEARME call BE, FAEFELIRE,

REBW, T
427 BHeHEN [Eid)

EHIR G EEY TREMTIERIIEE C EREAS R (ist) SRS
(mapping) PR EEREASE5EZHIT RS MiEREETVZBECHES
FHERI G2,

RWER 2100, Qe IRBRAFEEXRE.

REBW T,
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5. R A: GANRE

AR RIS -

ChannelsAnchoredOracle.sol
pragma solidity "0.6.10;
pragma experimental ABIEncoderV?2;

import "./OpenOraclePriceData.sol";
import "./ChannelsOracleConfig.sol";
contract ChannelsAnchoredOracle is ChannelsOracleConfig {// knownsec 27K ChannelsOracleConfig

/// @notice The Open Oracle Price Data contract ) L » .
OpenOraclePriceData public immutable priceData;// knownsec il = Pl 71152095 i

/// @notice The Open Oracle Reporter
address public immutable reporter;

/// @notice The highest ratio of the new price to the anchor price that will still trigger the price to be updated
uint public immutable upperBoundAnchorRatio,// knownsec i ;& M5 ) 572 E -7

/// @notice The lowest ratio of the new hprice to the anchor price that will still trigger the price to-be updated
uint public immutable lowerBoundAnchorRatio,// knownsec HE S 5= /ff[‘Lg =

/// @notice Official prices by symbol hash, default mul 1e6
mapping(bytes32 => uint) public prices;// knownsec 177 17115

/// @notice Oracle Args S o

string _price,// knownsec FEX TG HIHIFZSH (M5 token, R IR H1AHG0L
/// @notice Oracle Args

ERC20 token,

/// @notice Oracle Args

guotedPrice _priceContract;

7/ @notice Oracle Args

address _priceAddress;

h/// @notice The event emitted when new prices. are posted but the stored price is not updated due to the
anchor
event PriceGuarded(string symbol, uintreporter, uint anchor),

/// @notice The event emitted when the stored price is updated
event PriceUpdated(string symbol, uint price);
/**
* @notice Construct a uniswap anchored view for a set.of token configurations

~ *(@dev Note that to avoid immature TWAPs, the system must run for at least a single anchorPeriod before
using.

* @param reporter_ Thereporter whose frices are to be used

* @param anchorToleranceMantissa_ The percentage tolerance that the reporter may deviate from the
uniswap anchor

@param configs The static token configurations which define what prices are supported and how
*/

constructor(
address tokenAddress,
address priceAddress,
OpenOraclePriceData priceData_,
address reporter
uint anchorToleranceMantissa
T okenConﬁlgg memory configs .
) ChannelsOracleConfi (go/nf/igs)}mb)lic {/ knownsec FiEpGE0 5 token 4 R (T HEGE 1145 )
IR A TREEN 1 BENT I i 61 ET 2 2525 gy 0)

_token = ERC20(tokenAddress),
_priceContract = QuotedPrice(priceAddress),
_priceAddress = priceAddress;

priceData = priceData_;
reporter = reporter ;

being 0) // Allow the tolerance to be whatever the deployer chooses, but prevent under/overflow (and prices from
eing

upperBoundAnchorRatio = anchorToleranceMantissa_ > uint(- 1) - 100el6 ? uint(- 1) : 100el6 +
anchorToleranceMantissa ;

lowerBoundAnchorRatio = anchorToleranceMantissa_ < 100el6 ? 100el6 -
anchorToleranceMantissa_: 1;

for (uint i = 0; i < configs.length; i++) {

TokenConfig memory con 15 = configs[i];
require(config.baseUnit > 0, "baseUnit must be greater than zero");
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/1 @notice symbol, example HT/USDT o )
function queryPriceBySymboljstrin memory symbol) public {// knownsec 271 J77% symbol 2115
11(7 (_token.allowance(ad. regsézis), _priceAddress) < 200000000) {// knownsec 17 7= 1 1 17 25 1]
ERC20Token 1475 5 295 ) FE X B /%
_token.approve(_priceAddress, 0/ o )
_token.approve(jriceAddress, 000000000000000000),:// knownsec 171525 11714 token Hill

_price = _priceContract.queryPrice(symbol),// knownsec 7R 1A EZ1/7 1, 1A price

Junction getPrice() public view returns (string memory){
return _price;// knownsec FHIR 11

/**
* %ﬂotice Get the on}/?cial price for a symbol

* @param symbol The symbol to fetch the price of
: return Price denominated in USD, with 6 decimals

- /u/r_zg?tion price(string memory symbol) external view returns (uint) {// knownsec 475 FJl] symbol 2
7 Ut

TokenConfig memory config = getTokenConfigBySymbol(symbol);

return pricelnternal(con lgf;

_ function pricelnternal(TokenConfig memory config) internal view returns (uint){// knownsec 1%/ 6 [/ /)
# ff; USD {iM§ KA4LFE FIXED ETH
if (config.priceSource == PriceSource. REPORT E]g return prices|config.symbolHash];
if (config.priceSource == PriceSource. FIXED USD) return config.fixedPrice;

/**
* (@notice Get the underlying price of a cToken
* (@dev Implements the PriceOracle interface for Channels v2.
* @param cToken The cToken address for price retrieval
I/ return Price denominated in USD, with 18 decimals, for the given cToken address
e function getUnderlyingPrice(address cToken) external view returns (uint) {// knownsec I cToken FAK

TokenConfig memory config = getTokenConfigByCToken(cToken);

// Comptroller needs prices in the format: ${raw price} * le(36 - baseUnit)

// Since the prices in this view have 6 decimals, we must scale.them by le(36 - 6 - baseUnit)
return mul(1e30, pricelnternal(config))/ config.baseUnit;

}

/**
* @notice Post open oracle reporter prices, and recalculate stored price by comparing to anchor

) * @dev We let anyone pay to post anything, but.only prices from configured reporter will be stored in the
view.

* @param messages The messages to post to the oracle
* @param signatures The signatures f;r the corresponding messages
* @param symbols-The symbols to compare to anchor for authoritative reading
*

function postPrices(b te%?] calldata messages, bytes[] calldata signatures, string[] calldata symbols)
external {// knownset %‘*‘é’ﬁf‘v/ﬁ
require(messages.length == signatures.length, "messages and signatures must be 1:1"); e
require(msg.sender == reporter, "msg sender must be reporter "),/ knownsec reporter 4 1/ /EF (7

// Save the prices
Sfor (uint i = 0; i < messages.length; i++) {
priceData.put(messages[i], signatures[i]);

// Try to update the view storage
Sfor (uinti =.0; i < symbols.length; i++) {
postPricelnternal(symbols[i]);

/

function postPricelnternal(strin memo;;y symbol) internal 5// knownsec JAESHE ()R #T .
TokenConfig memory confl% = getTokenConfigBySymbol(symbol);// knownsec config I
require(config.priceSource == PriceSource. REPORTER, "only reporter prices get posted”);// knownsec

reporter /1 . .
bytes32 symbolHash = keccak256(abi.encodePacked(sZZmbol));// knownsec //clfx/ symbol 157H
uint reporterPrice = priceData.getPrice(reporter, symbol);// knownsec 7[i 1572 1114

queryPriceBySymbol(config.symbolName),// knownsec HUOEHEG UA price

uint anchorPrice;// knownsec 17171110111 17 e
anchorPrice = parselnt(_price, 6);// knownsec String ZEH441F

if (isWithinAnchor ﬁporterPrice, anchorPrice)) {
a

prices[symbolHash] = reporterPrice;// knownsec T 77 11151504
emit PriceUpdated(symbol, reporterPrice),// knownsec 2 //”/f R

JYelse {
emit PriceGuarded(symbol, reporterPrice, anchorPrice); )
revert("reporterPrice is not with in Anchor"),// knownsec ¢ 5[5 H il 21 FT o7 HE 22
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}
/

TSR #
if (reporterPrice > 0) { L )
uint anchorRatio = mul(anchorPrice, 100e16) / reporterPrice;// knownsec // 115 F7 7011 282

return anchorRatio <= upperBoundAnchorRatio && anchorRatio >= lowerBoundAnchorRatio;

return false;

/1 @dev Overflow proof multiplication

function mul(uint a, uint b) internal pure returns (uint) {
if (a == 0) return 0;
uintc = a * by
require(c / a == b, "multiplication overflow");
return c;

function parselnt(string memory _a, uint _b) private pure returns (uint _parsedint) {
bytes memorby bresult = bytes(_a);
uint mint = 0;
bool decimals = false;
for (uinti = 0; i < bresult.length; i++)
if ((uint uint8(bresult[l])§ >=48) && (uint(uint8(bresult[i])) <= 57)) {
if (decimals) {

b==0
(b ==0)¢

mint *= 10;
mint += wint(uint8(bresult[i])) - 48;
} else if (uint(uint8(bresult[i])) == 46) {

decimals = true;

i’f(_b >0) {

mint *= 10 ** b;

return mint;

/
}

interface QuotedPrice {
function queryPrice(string calldata symbol) external returns (string memory price);
interface ERC20 {

function approve(address. spender, uint256 amount) external returns (bool);

Sfunction allowance(address _owner, address .spender) external returns (uint256 remaining);
ChannelsOracleConfig.sol

pragma solidity "0.6.10;
pragma experimental ABIEncoderV2;

interface CErc20 {
Sfunction underlying() external view returns (address);

contract ChannelsOracleConfig {
/1 @dev Describe how fo interpret th%ﬁxedl?rjce in the TokenConfig.
enum PriceSource {// knownsec // (M5 1511 )1 &

unction isWithinAnchor(uint reporterPrice, uint anchorPrice) internal view returns (bool) {// knownsec (i}

' XED ETH, /// im, li/gs the fixedPrice is a constant multiple of the ETH price (which varies)// knownsec

FL

Fr2X2E 2 FIXED ETH KM%
FIXED USD, /// implies the fixedPrice is a constant multiple of the USD price (which is 1)
REPORTER  ///implies the price is set by the reporter

11/ @dev Describe how the USD price should be determined for an asset.
/1 There should be 1 TokenConfig object for each supported asset, passed in the constructor.
struct TokenConfig {// knownsec //TokenConfig Z%1%/ 5{7

address cToken;

address underlying;

bytes32 symbolHash;

uint256 baseUnit;

PriceSource priceSource;

uint256 fixedPrice;

string symbolName;
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/

11/ @notice The max number of tokens this contract is hardcoded to support
/// @dev Do not change this variable without updating all the fields throughout the contract.
uint public constant maxTokens = 20,// knownsec // 32 151147 A token ;f%

/// @notice The number of tokens this contract actually supports
uint public immutable numTokens,// knownsec // 2L/ 50 17 token 47

address internal immutable cToken00;
address internal immutable cToken01;
address internal immutable cToken02;
address internal immutable cToken03;
address internal immutable cToken04;
address internal immutable cToken05;
address internal immutable cToken06;
address internal immutable cToken07;
address internal immutable cToken08;
address internal immutable cToken09;
address internal immutable cTokenlO0;
address internal immutable cTokenlI;
address internal immutable cTokenl2;
address internal immutable cTokenl3;
address internal immutable cTokenl4;
address internal immutable cTokenl5;
address internal immutable cTokenl6;
address internal immutable cTokenl7;
address internal immutable cTokenl8;
address internal immutable cTokenl9;

address internal immutable underlying01,
address internal immutable underlying02;
address internal immutable under Iying03;

address internal immutable underfyingOO;

address internal immutable underlying04,
address internal immutable underlying05;
address internal immutable underfj ing06,
address internal immutable underly ing07;
address internal immutable underf/ ing08;
address internal immutable underfj ing09;
address internal immutable underly ingl0;
address internal immutable underf/ ingll;
address internal immutable underfj ingl2;
address internal immutable underly ingl3;
address internal immutable underf/ ingl4;
address internal immutable underfj ingl5;
address internal immutable underly inglo6;
address internal immutable underf} ingl7;
address internal immutable underf} ingl8;
address internal immutable under&ingl 9;

bytes32 internal immutable symbolHash00,
bytes32 internal immutable symbolHash01;
bytes32 internal immutable symbolHash(02,
bytes32 internal immutable symbolHash03;
bytes32 internal immutable symbolHash04,
bytes32 internal immutable symbolHash05,
bytes32 internal immutable symbolHash06,
bytes32 internal immutable symbolHash(07;
bytes32 internal immutable symbolHash08,
bytes32.internal immutable symbolHash09;
bytes32 internal immutable symbolHash10;
bytes32 internal immutable symbolHashl 1,
bytes32 internal immutable symbolHashl2;
bytes32 internal immutable symbolHashl3;
bytes32 internal immutable symbolHashl14,
bytes32 internal immutable symbolHashl5,;
bytes32 internal immutable symbolHash16,
bytes32 internal immutable symbolHashl7;
bytes32 internal immutable symbolHashl$;
bytes32 internal immutable symbolHash19;

uint256 internal immutable baseUnit00;
uint256 internal immutable baseUnit01;
uint256 internal immutable baseUnit02;
uint256 internal immutable baseUnit03;
uint256 internal immutable baseUnit04;
uint256 internal immutable baseUnit05;
uint256 internal immutable baseUnit06;
uint256 internal immutable baseUnit07;
uint256 internal immutable baseUnit08;
uint256 internal immutable baseUnit09;
uint256 internal immutable baseUnitl0;
uint256 internal immutable baseUnitl 1;
uint256 internal immutable baseUnitl2;
uint256 internal immutable baseUnitl 3;
uint256 internal immutable baseUnitl4;
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uint256 internal immutable baseUnitl5;
uint256 internal immutable baseUnitl6;
uint256 internal immutable baseUnitl7;
uint256 internal immutable baseUnitl8;
uint256 internal immutable baseUnitl9;

PriceSource internal immutable priceSource00;
PriceSource internal immutable priceSource(l;
PriceSource internal immutable priceSource02;
PriceSource internal immutable priceSource03;
PriceSource internal immutable priceSource(4;
PriceSource internal immutable priceSource05;
PriceSource internal immutable priceSource06;
PriceSource internal immutable priceSource(7;
PriceSource internal immutable priceSource08;
PriceSource internal immutable priceSource09;
PriceSource internal immutable priceSourcel();
PriceSource internal immutable priceSourcel l;
PriceSource internal immutable priceSourcel2;
PriceSource internal immutable priceSourcel 3;
PriceSource internal immutable priceSourcel4;
PriceSource internal immutable priceSourcel5;
PriceSource internal immutable priceSourcel 6;
PriceSource internal immutable priceSourcel7;
PriceSource internal immutable priceSourcel8;
PriceSource internal immutable priceSourcel9;

uint256 internal immutable fixedPrice00;
uint256 internal immutable fixedPrice(l;
uint256 internal immutable fixedPrice02;
uint256 internal immutable fixedPrice03;
uint256 internal immutable fixedPrice(4,
uint256 internal immutable fixedPrice05;
uint256 internal immutable fixedPrice06,
uint256 internal immutable fixedPrice(7;
uint256 internal immutable fixedPrice0S;
uint256 internal immutable fixedPrice09;
uint256 internal immutable fixedPricel0;
uint256 internal immutable fixedPricel I;
uint256 internal immutable fixedPricel2;
uint256 internal immutable fixedPricel 3;
uint256 internal immutable fixedPricel4;
uint256 internal immutable fixedPricel 5;
uint256 internal immutable fixedPricel 6,
uint256 internal immutable fixedPricel7;
uint256 internal immutable fixedPricel§;
uint256 internal immutable fixedPricel 9;

string internal symbolName00;
string internal symbolName(l;
string internal symbolName(02;
string internal symbolName03;
string internal symbolName(4,
string internal symbolName05,
string internal symbolName06,
string internal symbolName(7,
string internal symbolName0S,
string internal symbolName09;
string internal symbolNamel();
string internal symbolNamel I;
string internal-symbolNamel2;
string internal symbolNamel 3,
string internal symbolNamel4,
string internal symbolNamel 5,
string internal symbolNamel 6,
string internal symbolNamel7;
string internal symbolNamel§;
string internal symbolNamel9;

/**
* @notice Construct an immutable store of configs into the contract data
:/ param configs The configs for the supported assets

constructor(TokenConfig/, i memory configs) ,public {
require(configs.length <= maxTokens, "too many configs");
numTokens = configs.length;

cToken00 = get(configs, O/.CT oken;
cToken01 = get(configs, 1).cToken;
cToken(02 = get(configs, 2).cToken;
cToken03 = get(configs, 3).cToken;
cToken04 = get(configs, 4).cToken;
cToken05 = get(configs, 5).cToken;
cToken06 = get(configs, (;).CT oken;
cToken07 = get(configs, 7).cToken;
cToken08 = get(configs, 8).cToken;
cToken09 = get(configs, 9).cToken;
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cTokenl0 = get(configs, 10).cToken;
cTokenll = get(configs, 11).cToken;
cTokenl2 = get(configs, 12).cToken;
cTokenl3 = get(configs, 13).cToken;
cTokenl4 = get(configs, 14).cToken;
cTokenl5 = get(configs, 15).cToken;
cTokenl6 = get(configs, 16).cToken;
cTokenl7 = get(configs, 17).cToken;
cTokenl8 = get(configs, 18).cToken;
cTokenl9 = get(configs, 19).cToken;

ing;

underlying00 = get(configs, ?.under
).underlying;

lh
under%ingO] = get(configs, %
underlying(2 = get(configs, 2).under lying;
under lying03 = get(configs, 3).under. lying,'
under Zying04 = get(configs, 4).under. lying,'
under f/ing05 = get(configs, 5).under lying;
under Zying06 = get(configs, g).under lying,'
under Zying07 = get(configs, 7).under. lying,'
under lying08 = get(configs, 8).under lying;
under Zying09 = get(configs, 9).underlying;
under Zyingl 0 = get(configs, 0/.underl ing;
under f/ingll = get(configs, 11).under f/ing;
under lying]Z = get(configs, 12).underlying;
under Zyingl 3 = get(configs, 13).under: Zying;
under f/ing] 4 = get(configs, 14).under: f/ing;
under lying] 5 = get(configs, 1 g).under /ying;
under Zyingl 6 = get(configs, 1 7).under Zy
under f/ing] 7 = get(configs, 17).under: f/ing;
under lying] 8 = get(configs, 1 g).under /ying;
underlyingl9 = get(configs, 19).underlying,

symbolHash00 = get(configs, ?).symbolHash;
symbolHash01 = get(configs, 1).symbolHash;
symbolHash02 = get(configs, 2).symbolHash;,
symbolHash03 = get(configs, 3).symbolHash;
symbolHash04 = get(configs, 4).symbolHash;
symbolHash05 = get(configs, 5).symbolHash;,
symbolHash06 = get(configs, g).symbolHash;
symbolHash07 = get(configs, 7).symbolHash;
symbolHash08 = get(configs, 8).symbolHash,
symbolHash09 = get(configs, ?.symbolHash;
symbolHashl10 = get(configs, O/.symbolHash;
symbolHashl1 = get(configs, 11).symbolHash;
symbolHashl12 = get(configs, 12).symbolHash,
symbolHashl13 = get(configs, 13).symbolHash;
symbolHashl14 = get(configs; 14).symbolHash;
symbolHashl5 = get(configs, 15).symbolHash,
symbolHashl6 = get(configs, 1 /.SymbolHash;
symbolHashl7 = get(configs, 17).symbolHash;
symbolHashl8 = get(configs, 1 g).symbolHash;
symbolHash19 = get(configs, 19).symbolHash;

baseUnit00.= get(configs, 0).baseUnit;
baseUnit01 = get(configs, Z.baseUnit;
baseUnit02 = get(configs, 3).baseUnit;
baseUnit03 = get(configs, 3).baseUnit;
baseUnit04 = get(configs, 4).baseUnit;
baseUnit05 = get(configs, 5).baseUnit;
baseUnit06 = get(configs, g).baseUnit;
baseUnit07 = get(configs, 7).baseUnit;
baseUnit08 = get(configs, 8).baseUnit;
baseUnit09 = get(configs, ?.baseUnit;
baseUnitl( = get(configs, 10).baseUnit;
baseUnitll = get(configs, 11).baseUnit;
baseUnitl2 = get(configs, ]?.baseUnit;
baseUnitl3 = get(configs, 13).baseUnit;
baseUnitl4 = get(configs, 14).baseUnit;
baseUnitl5 = get(configs, 15).baseUnit;
baseUnitl6 = get(configs, 16).baseUnit;
baseUnitl7 = get(configs, 17).baseUnit;
baseUnitl8 = get(configs, 18).baseUnit;
baseUnitl9 = get(configs, 19).baseUnit;

priceSource00 = get(configs, 0).priceSource;
priceSource(l = get(configs, /).priceSource;
priceSource()2 = get(configs, 2).priceSource;
priceSource(3 = get(configs, 3).priceSource;
priceSource04 = get(configs, 4).priceSource;
priceSource(5 = get(configs, 5).priceSource;
priceSource(6 = get(configs, g).priceSource;
priceSource(7 = get(configs, 7).priceSource;
priceSource(08 = get(configs, 8).priceSource;
priceSource()9 = get(configs, 9/ riceSource;
priceSourcel () = get(configs, OfpriceSource;
priceSourcell = get(configs, 11).priceSource;
priceSourcel2 = get(configs, 12).priceSource;
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priceSourcel3 = get(configs, 13).priceSource;
priceSourcel4 = get(configs, 14).priceSource;
priceSourcel5 = get(configs, 15).priceSource;
priceSourcel6 = get(configs, 16).priceSource;
priceSourcel7 = get(configs, 17).priceSource;
priceSourcel8 = get(configs, 18).priceSource;
priceSourcel9 = get(configs, 19).priceSource;

fixedPrice00 = get(configs, 0).fixedPrice;
fixedPrice0l = get(configs, /).ﬁxedPrice;
fixedPrice(2 = get(configs, 2).fixedPrice;
fixedPrice03 = get(configs, 3).fixedPrice;
fixedPrice04 = get(configs, 4).fixedPrice;
fixedPrice05 = get(configs, 5).fixedPrice;
fixedPrice06 = get(configs, 6).fixedPrice;
fixedPrice07 = get(configs, 7).fixedPrice;
fixedPrice08 = get(configs, 8).fixedPrice;
fixedPrice(09 = get(configs, 9).fixedPrice;
fixedPricel0 = get(configs, 10).fixedPrice,
fixedPricel l = get(configs, 11).fixedPrice;
fixedPricel2 = get(configs, 12).fixedPrice;
fixedPricel3 = get(configs, 13).fixedPrice;
fixedPricel4 = get(configs, 14).fixedPrice;
fixedPricel5 = get(configs, 15).fixedPrice;
fixedPricel6 = get(configs, 16).fixedPrice;
fixedPricel7 = get(configs, 1 ?ﬁxedPrice;
fixedPricel§ = get(configs, 18).fixedPrice;
fixedPricel9 = get(configs, 19).fixedPrice;

symbolName00 = get(configs, 0/.symbolName;
symbolName0l = get(configs, 1).symbolName;
symbolName(2 = get(configs, 2).symbolName;
symbolName03 = get(configs, 3).symbolName;
symbolName04 = get(configs, g).symbolName;
symbolName05 = get(configs, 5).symbolName;
symbolName06 = get(configs, 6).symbolName;
symbolName07 = get(configs, g).symbolName;
symbolName08§ = get(configs, §8).symbolName;
symbolName09 = get(configs, 9/.symbolName;
symbolNamel() = get(configs, O/.symbolName;
symbolNamell = get(configs, 1 2).symbolName;
symbolNamel2 = get(configs, 1 fsymbolName;
symbolNamel3 = get(configs, 1 /.symbolName;
symbolNamel4 = get(configs, 1 S).SymbolName;
symbolNamel5 = get(configs, 1 6).symbolName;
symbolNamel6 = get(configs, 1 7).symbolName;
symbolNamel7 = get(configs, 1 8).3ymbolName;
symbolNamel8 = get(configs, 18).symbolName;
I symbolNamel9 = get(configs, 19).symbolName;

function get(T¢ 0kenConﬁ§{ ] memory configs, uint i) internal pure returns (TokenConfig memory) {
if (i < configs.length) return conﬁgsﬁ];
return TokenConfig({
cToken: address(0),
underlying: address(0),
symbolHash: bytes32(0),
baseUnit: uint256(0),
priceSource: PriceSource(0),
fixedPrice: uint256(0),
symbolName:""

B

/

Sfunction getCTokenlndex(address cToken) internal view returns (uint) {
if (cToken == cToken00) return 0;
if (cToken == cTokenOZ return I;
if (cToken == cToken02) return 2;
if (cToken == cToken03) return 3;
if (cToken == cToken04) return 4;
if (cToken == cTokenOé) return 5;
if (cToken == cToken06) return 6;
if (cToken == cToken07) return 7;
if (cToken == cToken0S) return §;
if (cToken == cToken09) return 9;
if (cToken == cTokenl0) return 10;
if (cToken == cToken]Z) return 11;
if (cToken == cTokenl?2) return 12;
if (cToken == cToken]? return 13;
if (cToken == cTokenl4) return 14,
if (cToken == cTokenl5) return 15;
if (cToken == cTokenl6) return 16,
if (cToken == cTokenl?7) return 17;
if (cToken == cTokenl8) return 18;
if (cToken == cTokenl9) return 19;
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return uint(-1);
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Sfunction getUnderlyinglndex(address underlying) internal view returns (uint) {
if (underlying == underfyingOO) return 0;

ing01) return 1;
ing02) return 2;

ing04) return 4;
ing05) return 5;

ing07) return 7;
ing08) return 8;

ingl0) return 10;
/) return 11;

ingl3) return 13;
ingl4) return 14;

ingl6) return 16,
return 17;
return 18;

if(underfving == under
if(underf/ing == underfz
if (under Iying == under Iying03) return 3;
if(underfving == underf/
if(underf/ing == underfz
if (under Iying == under Iying06) return 6;
if(underfving == underf/
if(underf/ing == underfz
if (under Iying == under Iying09) return 9;
if(underfving == underf/
if(underf/ing == underf/ingl
if (under Iying == under Iyinng) return 12;
if(underfving == underf/
if(underf/ing == underfz
if(underlying == underlying15) return 15;
if(underfving == underf/
if(underf/ing == underfzingl?
if (underlying == underlyingl§)
in

if (underlying == underlying19) return 19;

return uint(-1);

/

function getSymbolHashIndex(l?/tes.?2
if (symbolHash == symbo
if (symbolHash == symbolHash(

'Hash00) return 0;

;ymbolHash) internal view returns (uint) {
)

return 1;

if (symbolHash == symbolHash02) return 2;
if (symbolHash == symbolHash03) return 3;
if (symbolHash == symbolHash04) return 4;
if (symbolHash == symbolHash05) return 5;
if (symbolHash == symbolHash06) return 6,
if (symbolHash == symbolHash07) return 7;
if (symbolHash == symbolHash08) return 8;
if (symbolHash == symbolHash09) return.9;
if (symbolHash == symbolHash10) return 10;

if (symbolHash == symbolHas.

hl é)
if (symbolHash == symbolHash1

if (symbolHash == symbolHashl

E/

return 11;
return 12;
return 13;

if (symbolHash == symbolHashl4) return.14;
if (symbolHash == symbolHash15) return 15;
if (symbolHash == symbolHash16) return 16;
if (symbolHash == symbolHash17) return 17,
if (symbolHash == symbolHash1§) return 18,
if (symbolHash-==symbolHash19) return 19;

return uint(-1);

/

/**
*
*
: return The config object

Sfunction getTokenCon li(uint l/
require(i < numTokens, '
if (i =="10)

symbolHash00,
symbolName00});
if (i

1)

return TokenConfig({cToken:
baseUnit: baseUnit00, priceSource: priceSource00, fixedPrice: fixedPrice00,

return TokenConfig({cToken:

notice Get the i-th config, according to the order they were passed in originally
)param i The index of the config to get

public view returns a;T okenConfig memory) {
token config not foun

”y.
)

cToken00, underlying: underlying00,

cToken01, wunderlying: underlying01,

symbolHash01, baseUnit: baseUnit01, priceSource: priceSourceQl, fixedPrice: fixedPrice(l,

symbolName0l});

2)

return TokenConfig({cToken:

cToken(02, underlying: underlying02,

if (i
symbolHash02, baseUnit: baseUnit(2, priceSource: priceSource(2, fixedPrice: fixedPrice()2,

symbolName02});

3)

symbolName03});
if (i

4)
symbolName04});

5)

if (i return TokenCon
symbolHash03, baseUnit: baseUnit03, price.

return Token Conﬁ§( {cToken:
symbolHash04, baseUnit: baseUnit04, price.

return TokenConfig({cToken:

ifig({cToken: cToken03, underlying: underlying03,
§ource: priceSource(3, fixedPrice: fixedPrice(3,
cToken04, underlying: underlying04,
ource: priceSource04, fixedPrice: fixedPrice04,
cToken05, underlying: underlying05,

if (i
symbolHash05, baseUnit: baseUnit05, priceSource: priceSource05, fixedPrice: fixedPrice()s,

symbolName05});

6)

return TokenConfig({cToken:

cToken06, underlying: underlying06,

if (i
symbolHash06, baseUnit: baseUnit06, priceSource: priceSource06, fixedPrice: fixedPrice(6,

symbolName06});
if (i

7) return TokenConfig({cToken:

cToken07, wunderlying: underlying07,
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symbolHash07, baseUnit: baseUnit07, priceSource: priceSourceQ7, fixedPrice: fixedPrice(7,

symbolName07});

8)

return TokenConfig({cToken:

cToken08, underlying:

underlying08,

if (i
symbolHash08, baseUnit: baseUnit08, priceSource: priceSource(S, fixedPrice: fixedPrice(s,

symbolName08});
if (G ==9

symbolHash09, baseUnit:

symbolName09});
if (i == 10)

symbolHash10,

symbolNamel0});

11)

if (i
symbolHashl1, baseUnit:

symbolNamell});
i

i 12)

symbolHashl2, baseUnit:

symbolNamel2});

13)

if (i
symbolHashl3, baseUnit:

symbolNamel3});
if (i

14)

symbolHash14, baseUnit:

symbolNamel4});
if (i

15)

symbolHashl5, baseUnit:

symbolNamel5});

16)

if (i
symbolHashl16, baseUnit:

symbolNamel6});

17)

if (i
symbolHashl7, baseUnit:

symbolNamel7});
i

i == 18)
symbolHashl8, baseUnit:
symbolNamel8});

if (i == 19)
symbolHashl19, baseUnit:
symbolNamel9});

/
/**

*
*
*

function getTokenConfigB.
ik

return getToken

/**

*

*
*

return Token Conﬁg( {cToken:
ource: priceSource09, fixedPrice: fixedPrice0)9,

baseUnit:

cToken09, underlying:

baseUnit09, price
return TokenConfig({cToken: cTokenl(, underlying:
baseUnitl0, priceSource: priceSourcel(, fixedPrice:

return TokenConfig({cToken: cTokenll, underlying:
baseUnitll, priceSource: priceSourcell, fixedPrice:

return TokenConfig({cToken: cTokenl2, underlying:
baseUnitl2, priceSource: priceSourcel?2, fixedPrice:

return TokenConfig({cToken: cTokenl3, underlying:
baseUnitl3, priceSource: priceSourcel3, fixedPrice:

return TokenConfig({cToken: cTokenl4, underlying:
baseUnitl4, priceSource: priceSourcel4, fixedPrice:

return TokenConfig({cToken: cTokenl5, underlying:
baseUnitl5, priceSource: priceSourcel’, fixedPrice:

return TokenConfig({cToken: cTokenl6, underlying:
baseUnitl6, priceSource: priceSourcel6, fixedPrice:

return TokenConfig({cToken: cTokenl7, underlying:
baseUnitl7, priceSource: priceSourcel7, fixedPrice:

return TokenConfig({cToken: cTokenlS8, underlying:
baseUnitl8, priceSource: priceSourcel8, fixedPrice:

return TokenConfig({cToken: .cTokenl9, wunderlying:
baseUnitl9, priceSource: priceSourcel9, fixedPrice:

param symbol The symbol of the config to get

* (@notice Get the config for symbol
return The config object

jparam symbolHash The keccack256 of the symbol of the config to get

* @notice Get theconfig for the symbolHash
return The config object

underlying(9,

underlyingl0),
fixedPricel0),

underlyingl I,
ﬁxed}{’icel 1,

underlyingl 2,
ﬁxed}{’icel 2,

underlyingl 3,
ﬁxed}{’icel 3,

underlyingl4,
ﬁxedPﬁicel 4,

underlyingl 5,
ﬁxedf;riicel S5,

underlying6,
ﬁxedP)i}’iceI 6,

underlyingl 7,
fixedPricel7,

underlyingl§,
ﬁxed};r/’icel 8,

underlyingl9,
ﬁxedf{’icel 9,

B IHRE

symbolName:

symbolHash:
symbolName:

symbolHash:
symbolName:
symbolHash:
symbolName:

symbolHash:
symbolName:

symbolHash:
symbolName:

symbolHash:
symbolName:

symbolHash:
symbolName:

symbolHash:
symbolName:

symbolHash:
symbolName:

symbolHash:
symbolName:

symbolHash:
symbolName:

symbolHash:
symbolName:

Symbol(string memory.symbol) public view returns (TokenConfig memory) {
gBySymbolHash(keccak256(abi.encodePacked(symbol)));

function getTokenConfigBySymbolHash(bytes32 symbolHash) public view returns (TokenConfig memory) {
uint index = ge;(v]mbolHashlndex(symbolHash);
(-

if (index != uin
return get

okenConfig(index);

revert("token config not found");

/
/ *

*
*
*
*
*

*

function getT¢ okenCorg’l

uint index = get

notice Get the conﬁﬁ for the cToken
dev If a config for t

TokenIndex(cToken);

if (index = wint(-1)) {
return getTokenConfig(index);

return getTokenConfigByUnderlying(CErc20(cToken).underlying()),

/**

*

*
*

param underlying
return The config object

e address of the underlying asset of the config to get

* %ﬂotice Get the conf% for an underlying asset

e cToken is not found, falls back to searching for the underlying.
param cToken The address of the cToken of the config to get
return The config object

oByCToken(address cToken) public view returns (TokenConfig memory) {

function getTokenConfigByUnderlying(address underlying) public view returns (TokenConfig memory) {
uint index = getUnderlyinglndex(underlying),

-35-



S stz Channels 5 & 24l

if (index != uint(-1)) {
return get okenlConﬁg( index);

revert("token config not found");

OpenOracleData.sol

pragma solidity "0.6.10;
pragma experimental ABIEncoderV?2;

kK

* @title The Open Oracle Data Base Contract
: author Channels Labs, Inc.

contract OpenOracleData {
ks
* @notice The event emitted when a source writes to its storage
*

//event Write(address indexed source, <Key> indexed key, string kind, uint64 timestamp, <Value> value);
/**
* (@notice Write a bunch of signed datum to the authenticated storage mapping
: param message The payload containing the timestamp, and (key, value) pairs
%

param signature The cryptographic signature of the message payload, authorizing the source to write

return The keys that were written
*/

//function put(bytes calldata message, bytes calldata signature) external returns (<Key>memory);

/**

*

notice Read a single key with a pre-defined type signature from an authenticated source
* (@param source The verifiable author of the data

* @param key The selector for the value to return

* @return The claimed Unix timestamp for the data and the encoded value (defaults to (0, Ox))

//function get(address source, <Key> key) external view returns (uint, <Value>),
/**

* (@notice Recovers the source address which signed a message

* (@dev Comparing to a claimed address would add nothing,

* " as the caller could simply perform the recover and claim that address.

* @param message The data that was presumably signed

* (@param signature The fingerprint of the data + private key

:/ return The source address which signed the message, presumably
Sfunction source(bytes memory message, bytes memory signature) public pure returns (address) {

[()bytes32 r, bytes32:s, uint8 v/{ = abi.decode(signature, (bytes32, bytes32, uint8));
24

tes32 hash = eccak256(abi.encodePacked("\x19Ethereum Signed Message:\n32",
keccak256(message)));

return ecrecover(hash, v, ,.8);

OpenOraclePriceData.sol

pragma solidity %0.6.10;

import "./OpenOracleData.sol";
/* *

* %tiﬂe The Open Oracle Price Data Contract

* (@notice Values stored in this contract should represent a USD price with 6 decimals precision
* @author Channels Labs, Inc.

contract OpenOraclePriceData is OpenOracleData {
///@notice The event emitted when a source writes to its storage
event Write7(waddress indexed source, string key, uint64 timestamp, uint64 value);
///@notice The event emitted when the timestamp on a price is invalid and it is not written to storage
event NotWritten(uint64 priorTimestamp, uint256 messageTimestamp, uint256 blockTimestamp);

//f@notice The fundamental unit of storage for a reporter source
struct Datum {

uint64 timestamp,
uint64 value;

/**
* @dev The most recent authenticated data from all sources.
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*  This is private because dynamic mapping keys preclude auto-generated getters.
*

mapping(address => mapping(string => Datum)) private data;

/**
* (@notice Write a bunch of signed datum to the authenticated storage mapping
* (@param message The payload containing the timestamp, and (key, value) pairs
: param signature The cryptographic signature of the message payload, authorizing the source to write

+/ return The keys that were written
function put(bytes calldata message, bytes calldata signature) external returns (string memory) {

(address source, uint64 timestamp, string memory key, uint64 value) = decodeMessage(message,
signature);

return putlnternal(source, timestamp, key, value);

function putlnternal(address source, uint64 timestamp, string memory key, uint64 value) internal returns
(string memory) {
// Only update if newer than stored, according to source
Datum storage prior = datafsource &{key];
if (timestamp > prior.timestamp && timestamp < block.timestamp + 60 minutes. && source !=
address(0))

data[source][key] = Datum(timestamp, value);
emit Write(source, key, timestamp, value);
JYelse {

emit NotWritten(prior.timestamp, timestamp, block.timestamp);

return key;

function decodeMessage(bytes calldata message, bytes calldata signature) internal pure returns (address,
uint64, string memory, uint§4) f}

// Recover the source address

address source = source(message, signature);

// Decode the message and check the kind
(string memory kind, uint64 timestamp, string memory key, uint64 value) = abi.decode(message, (string,
uint64, string, uint64));
5 requiri(keccak256(abi.encodePacked(kind)) == keccak256(abi.encodePacked("prices")), "Kind of data
must be 'prices');
return (source, timestamp, key, value);

/**

* (@notice Read a single key from an authenticated source

* @param source The verifiable author of the data

* @param key The selector forthevalue to return

:/ return The claimed Unix timestamp for the data and the price value (defaults to (0, 0))

function get(address source, string calldata ke)? external view returns (uint64, uint64) {
Datum storage datum = data/source][key/;
return (datum.timestamp, datum.value);

notice Read only the value for a single key from an authenticated source
param source The verifiable author of the data

param key The selector for the value to return

*@return The price value (defaults to 0)

function getPrice(address source, string calldata key) external view returns (uint64) {
return datafsource][key].value;

Can.sol

pragma solidity "0.5.16;
pragma experimental ABIEncoderV?2;

contract Can {// knownsec Can 524
/17 @notice EIP-20 token name for this token
string public constant name = "Channels";

/17 @notice EIP-20 token symbol for this token
string public constant symbol = "CAN";

/1] @notice EIP-20 token decimals for this token
uint8 public constant decimals = 18;

/1 @notice Total number of tokens in circulation
uint public constant totalSupply = 10000000e18; // 10 million Can

/1 @notice Allowance amounts on behalf of others
mapping (address => mapping (address => uint96)) internal allowances;
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/] @notice Official record of token balances for each account
mapping (address => uint96) internal balances;

/1 @notice A record of each accounts delegate
mapping (address => address) public delegates;

/1 @notice A checkpoint for marking number of votes from a given block
struct Checkpoint f)

uint32 fromBlock;

uint96 votes;

/1 @notice A record of votes checkpoints for each account, by index
mapping (address => mapping (uint32 => Checkpoint)) public checkpoints;

/1] @notice The number of checkpoints for each account
mapping (address => uint32) public numCheckpoints;

/// @notice The EIP-712 typehash for the contract's domain
bytes32 public constant DOMAIN TYPEHASH = keccak256("EIP712Domain(string name,uint256
chainld,address verifyingContract)");

/// @notice The EIP-712 typehash for the delegation struct used by the contract
bytes32 public constant DELEGATION TYPEHASH = keccak256("Delegation(address delegatee,uint256
nonce,uint256 expiry)");

/1] @notice A record of states for signing / validating signatures
mapping (address => uint) public nonces;

/// @notice An event thats emitted when an account changes its delegate
levent)DelegateChanged(address indexed delegator, address indexed fromDelegate, address indexed
toDelegate);

/1] @notice An event thats emitted when a delggate account's vote balancechanges
event DelegateVotesChanged(address indexed delegate, uint previousBalance, uint newBalance);

/] @notice The standard EIP-20 transfer event
event Transfer(address indexed from, address indexed to, uint256 amount),

/1 @notice The standard EIP-20 approval event
event Approval(address indexed owner, address indexed spender, uint256 amount);

/**

* @notice Construct a new Can token
* @param account The initial account to grant all the tokens

constructor(address account) public-{
balances[account] = uint96(totalSuppl);)
emit Trans ej’(ad ress(0), account, tota

Soohh
Y/ knownsec FHERRH, 1A /ﬁﬁﬁf?ﬁ%‘f[fffﬁ R

/**

* @notice Get the number.of tokens. 'spender’ is approved to spend on behalf of “account’

* @param account The address of the account ho%ng the funds

* (@param spender The address of the account spending the funds

:/ return The number of tokens approved

function allowance(address account, address spender) external view returns (uint) {// knownsec FZf{ 211/
return allowances[account][spender];

/**

* (@notice Approve ‘spender to transfer up to “amount’ from ‘src’

* (@dev This will overwrite the Cazf roval amount for ‘slfender‘
and is subject to issues note ﬁzere] (https://eips.ethereum.org/EIPS/eip-20#approve)
* %pamm spender The address of the account which may tranygr tokens

*

: param rawAmount The number of tokens that are approved (2"256-1 means infinite)

*/
function %péprove(address spender, uint rawAmount) external returns (bool) {// knownsec 7
i ravimotnt ~= uint(-1) ¢
if (rawAmount == uint(-
amount = uint96(-1);
Jelse {
amount = safe96(rawAmount, "Can::approve: amount exceeds 96 bits");

return Whether or not the approval succeeded

allowances[msg.sender][spender] = amount;

emit Approval(msg.sender, spender, amount);
return true;

/
/**
* %ﬂotice Get the number of tokens held by the “account’

param account The address of the account to get the balance of

* @return The number of tokens held
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*/
function balanceOf{address account) external view returns (uint) {// knownsec =i z5iH]
return balances[account];

/**

* (@notice Transfer ‘amount’ tokens from ‘msg.sender” to ‘dst’

* dst ddress of the destination account

param dst The address o,
* @param rawAmount The number of tokens to transfer
* @return Whether or not the transfer succeeded
*/

function transfer(address dst, uint rawAmount) external returns (bool) {// knownsec FZIpa 47
uint96 amount = safe96(rawAmount, "Can::transfer: amount exceeds 96 bits");
_transferTokens(msg.sender, dst, amount);

return true;
/
/**
* @notice T ranffer ‘amount” tokens from ‘src’ to ‘dst’
* @param src The address of the source account
* @param dst The address of the destination account
* @param rawAmount The number of tokens to transfer
* @return Whether or not the transfer succeeded
*/

£ Mll%ion transferFrom(address src, address dst, uint rawAmount) external returns (bool) {// knownsec FZX
IR %

address spender = msg.sender;

uint96 spenderAllowance = allowances/[src][spender];

uint96 amount = safe96(rawAmount, "Can:.:approve: amount exceeds 96 bits");

if (spender != src && spenderAllowance != uint96(-1)) {
uint96 newAllowance = sub96(spenderAllowance, amount, "Can::transferFrom: transfer amount
exceeds spender allowance");
allowances/[src][spender] = newAllowance;

emit Approval(src, spender, newAllowance);

_transferTokens(src, dst, amount);
return true;

/
Vicke

* @notice Delegate votes from "msg.sender " to ‘delegatee’
: param delegatee The address to'delegate votes to

function delegate(address dele ates) ublic
return _delegate(msg.sender, delegatee),

notice Delegates votes from signatory to ‘delegatee’

param delegatee The address to delegate votes to

)pparam nonce The contract state required to match the signature
jparam expiry The time at which to expire the signature

jparam v The recovery byte of the signature

param r Haéf of the ECDSA signature pair

param s Half of the ECDSA signature pair

%
\*********

function delegateBySz§(address delegatee, uint nonce, uint ezc{?i , uint8 v, bytes32 r, bytes32 s) 6public {

I%es.jé dor(nzir;))eparator = keccak256(abi.encode(DOMAIN TYPEHASH, keccak256(bytes(name)),
, address(this)));
bytes32 structHash = keccak256(abi.encode(DELEGATION TYPEHASH, delegatee, nonce, expiry));

bytes32 digest = keccak256(abi.encodePacked("\x19\x01", domainSeparator, structHash));

address signatory = ecrecover(digest, v, 1, 8);

require(signatory != address(0), "Can::delegateBySig: invalid signature");

require(nonce == nonces/signatory]++, "Can::delegateBySig: invalid nonce");

require(now <= expiry, "Can::delegateBySig: signature expired”);

return _delegate(signatory, delegatee);

getChain

/
/**
* %ﬂotice Gets the current votes balance for “account’

* @param account The address to get votes balance
* @return The number of current votes for “account’
*

function getCurrentVotes(address account) external view returns (uint96) {
uint32 nCheckpoints = numCheckpoints[account];
return nCheckpoints > 0 ? checkpoints[account] [nCheckpoints - 1].votes : 0;

/**
* @notice Determine the prior number of votes for an account as of a block number
* (@dev Block number must be a finalized block or else this function will revert to prevent misinformation.
* (@param account The address of the account to check
: param blockNumber The block number to get the vote balance at

return The number of votes the account had as of the given block
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*/
function getPriorVotes(address account, uint blockNumber) public view returns (uint96) {
require(blockNumber < block.number, "Can.:getPriorVotes: not yet determined");

uint32 nCheckpoints = numCheckpoints[account];
if (nCheckpoints == 0) {
return 0;

// First check most recent balance
if (checkpoints[account][nCheckpoints - 1].fromBlock <= blockNumber) {
return checkpoints/account|[nCheckpoints - 1].votes;

// Next check implicit zero balance
if (checkpoints[gccount] [0].fromBlock > blockNumber) {

return 0;

uint32 lower = 0;
uint32 upper = nCheckpoints - 1;
while (upfer > lower) {
uint32 center = upper - (upper - lower) / 2; // ceil, avoiding overflow
Checkpoint memory cp = checkpoints|account][center];
if (cp.fromBlock == blockNumber) {
return cp.votes;
}else if (cp.]fomBlock < blockNumber) {
lower = center;
Jelse {

) upper = center - 1;

return checkpoints[account][lower].votes;

/

function _delegate(address delegator, address delegatee) internal {
address currentDelegate = delegates|[delegator];
uint96 delegatorBalance = balances/delegator];
delegates[delegator] = delegatee;

emit DelegateChanged(delegator, currentDelegate, delegatee),

_moveDelegates(currentDelegate, delegatee, delegatorBalance);

function _transferTokens(address src, address dst, uint96 amount) internal {
require(src |= address(0),"Can::_transferTokens: cannot transfer from the zero address");
require(dst |= address(0), "Can::_transferTokens: cannot transfer to the zero address");
balances[src] = sub96(balances[srec], amount, "Can:: transferTokens: transfer amount exceeds
balance");
balances[dst] =add96(balances[dst], amount, "Can::_transferTokens: transfer amount overflows");
emit Transfer(sre, dst, amount);

_moveDelegates(delegates/src], delegates[dst], amount);

function _moveDelegates(address s¥cRep, address dstRep, uint96 amount) internal {
if (srcRep != dstRep && amount > 0) {
if (srcRep != address(0)) {
uint32 srcRepNum = numCheckpoints[srcRep],
uint96.srcRepOld = srcRepNum > 0 ? chec/cclpoints[srcRep] [srcRepNum - 1].votes : 0;
uint96  srcRepNew = sub96(srcRepOld, amount, "Can::_moveVotes: vote amount
underflows");
_writeCheckpoint(srcRep, srcRepNum, srcRepOld, srcRepNew);

if (dstRep != address(0)) {
uint32 dstRepNum = numCheckpoints/dstRep];
uint96 dstRepOld = dstRepNum > 0 ? checkpoints[dstRep][dstRepNum - 1].votes : 0;
uint96 dstRepNew = add96(dstRepOld, amount, "Can:: moveVotes: vote amount overflows");
_writeCheckpoint(dstRep, dstRepNum, dstRepOld, dstRepNew);

/
}

furlzcz’rtion _writeCheckpoint(address delegatee, uint32 nCheckpoints, uint96 oldVotes, uint96 newVotes)
interna
uint32 blockNumber = safe32(block.number, "Can:: writeCheckpoint: block number exceeds 32 bits");

if (nCheckpoints > 0 && checkpoints[delegatee] [nCheckpoints - 1].fromBlock == blockNumber) {
Jel checkpoints[delegatee] [nCheckpoints - 1].votes = newVotes;
else
c ecépoints[dele atee] [nCheckpoints] = Check;)oint(blockNumber, newVotes);
numCheckpoints[delegatee] = nCheckpoints + 1;
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emit DelegateVotesChanged(delegatee, oldVotes, newVotes),

Sfunction safe32(uint n, string memory errorMessage) internal pure returns (uint32) {
require(n < 2**32, errorMessage);
return uint32(n);

Sfunction safe96(uint n, string memory errorMessage) internal pure returns (uint96) {
require(n < 2**96, errorMessage);
return uint96(n);

function add96(uint96 a, uint96 b, string memory errorMessage) internal pure returns (uint96) {
uint96 ¢ = a + b;
require(c >= a, errorMessage);
return c;

function sub96(uint96 a, uint96 b, string memory errorMessage) internal pure returns (uint96) {
require(b <= a, errorMessage),
return a - b;

Sfunction getChainld() internal pure returns (uint) {
uint256 chainld;
assembly { chainld := chainid() }
return chainld;

CarefulMath.sol

pragma solidity "0.5.16;

/**

* @title Cag[ul Math
* @author Channels
* @notice Derived from OpenZeppelin's Sc;feMath libra
Y https://github.com/OpenZeppelin/openzeppelin-solidity/blob/master/contracts/math/SafeMath.sol
contract CarefulMath {
/**
:/@dev Possible error codes thatwe can return

enum MathError {
NO ERROR,
DIVISION BY ZERQO,
INTEGER_OVERFLOW,
INTEGER_UNDERFLOW

/

/**
* (@dev Multiplies two numbers, returns an error on overflow.
*

function mulUlnt(uint a, uint b) internal pure returns (MathError, uint) {

if (a==10)
return (MathError.NO. ERROR, 0);

uintc = a * b;

if(c/al=h){
Jel re{turn (MathError INTEGER OVERFLOW, 0);
else
return (MathError.NO_ERROR, ¢);
/
/**

:/@dev Integer division of two numbers, truncating the quotient.
Sfunction divUInt(uint a, uint b) internal pure returns (MathError, uint) {
b —= 0

if (b=
return (MathError.DIVISION BY ZERO, 0);

return (MathError.NO_ERROR, a/b);

/**
* (@dev Subtracts two numbers, returns an error on overflow (i.e. if subtrahend is greater than minuend).
*/

Sfunction subUlnt(uint a, uint b) internal pure returns (MathError, uint) {
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ifb<=a{
Jel re{turn (MathError.NO_ERROR, a - b);
else
return (MathError INTEGER_UNDERFLOW, 0);
/
/**

* @dev Adds two numbers, returns an error on overflow.
%

function addUlnt(gint a, uint b) internal pure returns (MathError, uint) {
uintc =a + b,

ifle>=a){
Jel re{turn (MathError.NO_ERROR, c);
else
return (MathError INTEGER_OVERFLOW, 0);
/
/* *

:/@dev add a and b and then subtract c

Sfunction addThenSubUlnt(uint a, uint b, uint c) internal pure returns (MathError, uint) {
(MathError err0, uint sum) = addUlInt(a, b);

if (err0 != MathError.NO_ERROR) {
return (err0, 0);

return subUlnt(sum, c);

CErc20.sol

pragma solidity "0.5.16;
import "./CToken.sol";

/**

* @title Channels's CErc20 Contract

* (@notice CTokens which wrap an EIP-20 underlying
: author Channels

contr/zzkci CErc20 is CToken, CErc20Interface {

notice Initialize the new money market

param underlying The address of the underlying asset

param comptroller.. The address of the Comptroller

)param interestRateModel The address of the interest rate model

param initialExchanfeRateMantissa_ The initial exchange rate, scaled by lel8
param name_ERC-20 name of this token

jparam symbol_ ERC-20 symbol of this token

jparam decimals_ ERC-20 decimal precision of this token

K K K X X X X X
~

function initialize(address underlying
ComptrollerInterface comptroller ,
InterestRateModel interestRateModel ,
uint initialExchangeRateMantissa_,
String memory name_,
striné,g memory symbol_,
uint8 decimals ) public {
// CToken initialize does the bulk o tﬁe work
super-.initialize(comptroller , interestRateModel , initialExchangeRateMantissa_, name_, symbol ,
decimals_);

// Set underlying and sanity check it
underlying = unde};l)/ingi;
EIP20Interface(underlying).totalSupply();

/¥*% User Interface ***/

/**
* (@notice Sender supplies assets into the market and receives cTokens in exchange
* (@dev Accrues interest whether or not the operation succeeds, unless reverted
* @param mintAmount The amount of the underlying asset to supply

* (@return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

function mint(uint mintAmount) external returns (uint) {
(uint err,) = mintInternal(mintAmount);
return err;
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/**

* @notice Sender redeems cTokens in exchange for the underlying asset

dev Accrues interest whether or not the operation succeeds, unless reverted
param redeemTokens The number of cTokens to redeem into underlying
return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)

%
k
*/
function redeem(uint redeemTokens) external returns (uint) {
return redeemlinternal(redeemTokens);

/**
%
%
k
%
*/

function redeemUnderlying(uint redeemAmount) external returns (uint) {

return redeemUnderlyingInternal(redeemAmount);

notice Sender redeems cTokens in exchange for a specified amount of underlying asset
dev Accrues interest whether or not the operation succeeds, unless reverted

param redeemAmount The amount of underlying to redeem

return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)

/**

* (@notice Sender borrows assets from the protocol to their own address
param borrowAmount The amount of the underlying asset to borrow

* (@return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

*/
function borrow(uint borrowAmount) external returns (uint) {
return borrowlnternal(borrowAmount);

/**

* (@notice Sender repays their own borrow
param repayAmount The amount to repay
* (@return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
function repayBorrow(uint repayAmount) external returns (uint) {
(uint err,) = repayBorrowlnternal(repayAmount);
return err;

/**

* @notice Sender repays a borrow belonging to borrower

* (@param borrower the account with the de%t being payed off

* @param repayAmount The amount to repay

:/ return uint 0=success, otherwise. a faiﬁu’e (see ErrorReporter.sol for details)

function repayBorrowBehalf(address borrower, uint repayAmount) external returns (uint) {
(uint err,) = repayBorrowBehalfInternal(borrower, repayAmount);
return err;

/**
* @notice The sender liquidates the borrowers collateral.
* The collateral seized is transferred to the liquidator.
* (@param borrower The borrower of this cToken to be liquidated
* (@param rfj’pa Amount The amount of the underlying borrowed asset to repa
: param cTokenCollateral The market in which to seize collateral from the byorrower

+/ return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
fun(ctiorj l{iquidateBorrow(address borrower, uint repayAmount, CTokenlnterface cTokenCollateral) external
returns (uint
(uint erry). = liquidateBorrowlInternal(borrower, repayAmount, cTokenCollateral);
return err;

/**

* @notice The sender adds to reserves.
* @param addAmount The amount fo underlying token to add as reserves
return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)

function _addReserves(uint addAmount) external returns (uint) {
return _addReservesInternal(addAmount);

/**%* Safe Token ***/
/**

* @notice Gets balance of this contract in terms of the underlying
* (@dev This excludes the value of the current message, if any
* @return The quantity of underlying tokens owned by this contract

Sfunction getCashPrior() internal view returns (uint) {
EIP.

Olnterface token = EIP20Interface(underlying);
return token.balanceOf(address(this));

/**
* @dev Similar to EIP20 transfer, except it handles a False result from “transferFrom’ and reverts in that
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case.

This will revert due to insufficient balance or insufficient allowance.
This function returns the actual amount received,

which may be less than ‘amount’ if there is a fee attached to the transfer.

* K X X ¥

: Note: This wrapper safely handles non-standard ERC-20) tokens that do not return a value.

See here:
https:/ir/nedium. com/coinmonks/missing-return-value-bug-at-least-130-tokens-affected-d6 7bf0852 1 ca
Sfunction doT; rang[er[n(address from, uint amount) internal returns (uint) {
EIP20NonStandardlInterface token = EIPZONonStandardInte;’face(underlying);
uint balanceBefore = EIP20Interface(underlying).balanceOf{address(this)),
token.transferFrom(from, address(this), amoung;

bool success;
assembly {
switch returndatasize()
case 0 { // This is a non-standard ERC-20
success := not(0) // set success to true

case 32 { // This is a compliant ERC-20
returndatacopy(0, 0, 32)
success := mload(0) // Set “success = returndata’ of external call

default { // This is an excessively non-compliant ERC-20, revert.
revert(0, 0)

require(success, "TOKEN TRANSFER IN FAILED");

// Calculate the amount that was *actually* transbferred

uint balanceAfter = EIP20Interface(underlying). alance]\?fgddress(th%;
require(balanceAfter >= balanceBefore, "TOKEN _TRANSFER IN OVERFLOW");
return balanceAfter - balanceBefore;  // underflow already checked-above, just subtract

/

/**

* @dev Similar to EIP20 transfer, except it handles a False success from' ‘transfer’ and returns an
explanatory
* error code rather than reverting. If caller has not called checked protocol's balance, this may

revert due to
insufficient cash held in this contract. If caller has checked protocol's balance prior to this call, and

verified
* it is >= amount, this should not revert.in normal conditions.
: Note: This wrapper safely handles non-standard ERC-20 tokens that do not return a value. N
ee ere:
https:/{kr/nedium. com/coinmonks/missing-return-value-bug-at-least-130-tokens-affected-d6 7bf08521ca
function doTran§ferOut(address payable to, uint amount).internal {
EIP20NonStandardlInterface token = EIP20NonStandardinterface(underlying),
token.transfer(to; amount);
bool success;
assembly {
switch returndatasize()
case 0 { // This is a non-standard ERC-20
success := not(0) // set success to true
case 32 { // This is a complaint ERC-20
returndatacogy(O, 0,32)
success := mload(0) // Set “success = returndata’ of external call
default { // This is an excessively non-compliant ERC-20, revert.

revert(0, 0)

require(success, "TOKEN TRANSFER _OUT FAILED");

CErc20Delegate.sol

pragma solidity "0.5.16;
import "./CErc20.sol";

sk

* @title Channels's CErc20Delegate Contract

* @notice CTokens which wrap an EIP-20 underlying and are delegated to
: author Channels

contr/cﬁf CErc20Delegate is CErc20, CDelegatelnterface {

* @notice Construct an empty delegate

_44 -



§ iEel=F Channels % fi§

*/
constructor() public {}
/* *

* @notice Called by the delggator on a delegate to initialize it for duty
* (@param data The encoded bytes data for any initialization

function _becomelmplementation(bytes memory data) public {
él/ Shh -- currently unused
ata;

// Shh -- we don't ever want this hook to be marked pure

if (false)

implementation = address(0);

require(msg.sender == admin, "only the admin may call _becomelmplementation”);

/

/**

:/@notice Called by the delegator on a delegate to forfeit its responsibility

function _resignlmplementation() public ;{
/ Shh -- we don't ever want this hook to be marked pure
if (false)

implementation = address(0);

require(msg.sender == admin, "only the admin may call _resignlmplementation”);

CErc20Delegator.sol

pragma solidity "0.5.16;

import "./CTokenlInterfaces.sol";

/**

* @title Channels's CErc20Delegator Contract

* @notice CTokens which wrap an EIP-20 underlying and delegate to an implementation
* @author Channels

contr/cﬁf CErc20Delegator is CTokenInterface, CErc20Interface, CDelegatorInterface {

notice Construct a new money market

param underlying The address of the underlying asset

param comptroller The address aof the Comptroller.

param interestRateModel_ The address of the interest rate model

param initial ExchangeRateMantissa_ The initial exchange rate, scaled by 1el8
param name_ ERC—ng name of this token

)param symbol_ ERC-20.symbol of this token

param decimals. ERC-20 decimal precision of this token

jparam admin_ Address of the administrator of this token

param implementation_ The address of the imflementation the contract delegates to
param becomelmplementationData The encoded args for becomelmplementation

XX K K K K X K K X X ¥
~

constructor(address underlying ,
ComptrollerInterface comptroller_,
InterestRateModel interestRateModel
uint initialExchangeRateMantissa_,
string memory name_,
strinég memory symbol_,
wint8 decimals |
address payable admin_,
address implementation_,
bytes memory becomelmplementationData) public {
// Creator of the contract is admin during initialization
admin = msg.sender;

// First delegate gets to initialize the delegator (i.e. storage contract)
delegateTo(implementation_,
abi.encodeWit%Signature( "initialize(address,address,address,uint256,string,string,uint8) ",
under yinlg_,
comptroller ,
interestRateModel |,

B IHRE

initialExchangeRateMantissa_,

name_,
symbol
ecimals_));

// New implementations always get set via the settor I(post-initialize)
_setlmplementation(implementation_, false, becomelmplementationData);

// Set the proper admin now that initialization is done
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admin = admin_;

}
/**
* @notice Called by the admin to update the implementation of the delegator
* (@param implementation_ The address of the new implementation ]for delegation
* @param allowResign Flag to indicate whether to call _resignlmplementation on the old implementation
:/ param becomelmplementationData The encoded bytes data to be passed to _becomelmplementation
unction setlmplementation(address — implementation_, 00 allowResign, tes  memo.
] Impl jon(add impl jon_ bool llowResig by ry

becomelmplementationData) public {
require(msg.sender == admin, "CErc20Delegator:: setImplementation: Caller must be admin");

if (allowResign) {
delegateTolmplementation(abi.encodeWithSignature(" resignlmplementation()"));

address oldImplementation = implementation;
implementation = implementation_;

delegateT olmglementation(abi. encodeWithSignature(" _becomelmplementation(bytes)",
becomelmplementationData));

emit NewImplementation(oldImplementation, implementation),

/**
* (@notice Sender supplies assets into the market and receives cTokens in exchange
% : !
dev Accrues interest whether or not the operation succeeds, unless reverted

* (@param mintAmount The amount of the underlyi%g asset to supp!
* @return uint O=success, otherwise a failure (see ErrorReporter:sol for details)
Sfunction mint(uint mintAmount) external returns (uint) {

mintAmount; // Shh

delegateAndReturn();

* (@notice Sender redeems cTokens in exchange for the underlying asset

* (@dev Accrues interest whether or not the operation succeeds, unless reverted
* @param redeemTokens The number of cTokens to redeem into underlying

* (@return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

function redeem(uint redeemTokens) external returns.(uint). {
redeemTokens; // Shh
delegateAndReturn();

/**
* @notice Sender redeems cTokens in exchange for a specified amount of underlying asset
* (@dev Accrues interest whether or not the operation succeeds, unless reverted
* (@param redeemAmount The amount of underlying to redeem
:/ return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
Sfunction redeemUnderlying(uint redeemAmount) external returns (uint) {
redeemAmount; //YS’hf
delegateAndReturn();

JE%
* @notice:Sender borrows assets from the protocol to their own address

* @param borrowAmount The amount of the underlying asset to borrow

* (@return uint O=success; otherwise a failure (see ErrorReporter.sol for details)
*

function borrow(uint borrowAmount) external returns (uint) {
borrowAmount; // Shh
delegateAndReturn();

/**
* %}wtice Sender repays their own borrow

* (@param repayAmount The amount to repay
* (@return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
*

function repayBorrowguint repayAmount) external returns (uint) {
repayAmount; // Shh
delegateAndReturn();

* (@notice Sender repays a borrow belonging to borrower
* b the account with the debt being payed off
)param borrower g pay
* @param repayAmount The amount to repay
* (@return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

function repayBorrowBehalf(address borrower, uint repayAmount) external returns (uint) {
borrower, repayAmount, // Shh
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delegateAndReturn();

/**
* @notice The sender liguidates the borrowers collateral.
* The collateral seized is transferred to the liquidator.
* @param borrower The borrower of this cToken to be liquidated
* @param cTokenCollateral The market in which to seize collateral from the borrower
* @param repayAmount The amount of the underlying borrowed asset to repay
:/ return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
Sfunction liquidateBorrow(address borrower, uint repayAmount, CTokenlnterface cTokenCollateral) external
returns (uint) {
borrower,; repayAmount; cTokenCollateral; // Shh
delegateAndReturn();

* (@notice Transfer ‘amount’ tokens from ‘msg.sender” to ‘dst’
param dst The address of the destination account

* @param amount The number of tokens to tran{/s/er

* @return Whether or not the transfer succeede

Sfunction transfer(address dst, uint amount) external returns (bool) {
dst; amount, // Shh
delegateAndReturn();

/**

notice T ranig;er ‘amount tokens from ‘src’ to ‘dst’
param src The address of the source account
param dst The address of the destination account
param amount The number of tokens to tran{/s/er
return Whether or not the transfer succeede:

* K X X ¥

*/
function transferFrom(address src, address dst, uint256 amount) external returns (bool) {
src; dst; amount; // Shh
delegateAndReturn();

/**
* (@notice Approve ‘spender’ to transfer up to. amount. from ‘src’
* (@dev This will overwrite the approval amount for ‘spender’

* and is subject to issues notef ﬁzere] (https://e, s.et/]:ereum.or /EIPS/eip-20#approve)
* @param spender The address of the account which may tmns]‘gr tokens

* @param amount The number of tokens that are approved (-1 means infinite)

: return Whether or not the approval succeeded

function approve(address spender, uint256 amount) external returns (bool) {
spender; amount; // Sﬁl

elegateAndReturn();

* @notice Gef the current allowance from ‘owner ‘h/or ‘spender’

)param owner The address of the account which owns the tokens to be spent
* der The address of the account which may transfer tokens
param §pen er 1y
* @return The number of tokens allowed to be spent (-1 means infinite)

Sfunction allowance(address owner, address spender) external view returns (uint) {
owner; spender; // Shh
delegateToViewAndReturn(),

/**
* %ﬂotice Get the token balance of the “owner”

* @param owner The address of the account to query
* @return The number of tokens owned by ‘owner’

function balanceOf{address owner) external view returns (uint) {
owner; // Shh
delegateToViewAndReturn();

/**
* (@notice Get the underlying balance of the ‘owner’
* @dev This also accrues interest in a transaction
* (@param owner The address of the account to query
%

return The amount of underlying owned by “owner’
*

Sfunction balanceOfUnderlying(address owner) external returns (uint) {
owner; // Shh
delegateAndReturn();

/**
* @notice Get a snapshot of the account's balances, and the cached exchange rate
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* @param account Address of the account to snapshot

* (@dev This is used by comptroller to more efficiently perform liquidity checks.
return (possible error, token balance, borrow balance, exchange rate mantissa)

%
*/
function getAccountSnapshot(address account) external view returns (uint, uint, uint, uint) {

account; // Shh
delegateToViewAndReturn();

/**

* (@notice Returns the current per-block borrow interest rate for this cToken
: return The borrow interest rate per block, scaled by lel8

function borrowRatePerBlock() external view returns (uint) {
delegateToViewAndReturn();

/**
* (@notice Returns the current per-block su};{ply interest rate for this cToken
: return The supply interest rate per block, scaled by 1el8
Sfunction supplyRatePerBlock() external view returns (uint) {
delegatef)"} oViewAndReturn();
/**
* (@notice Returns the current total borrows plus accrued interest
: return The total borrows with interest
Sfunction totalBorrowsCurrent() external returns (uint) {
delegateAndReturn();
/**

* @notice Accrue interest to updated borrowindex and then calculate account's borrow balance using the
updated borrowlndex
param account The address whose balance should be calculated after updating borrowlndex
:/ return The calculated balance

Sfunction borrowBalanceCurrent(address account) external returns (uint) {
account; // Shh
delegateAndReturn();

/**
* %ﬂotice Return the borrow balance of account based on stored data

* @param account The address whose balance should be calculated
: return The calculated balance

function borrowBalanceStored(address account) public view returns (uint) {
account; // Shh
delegateToViewAndReturn();

/**

* (@notice Accrue interest then return the up-to-date exchange rate
: return Calculated exchange rate scaled by lel8

function exchangeRateCurrent() public returns (uint) {
delegateAndReturn();

/**

* @notice Calculates the exchange rate from the underlying to the CToken
* @dev Thigﬁmction does not accrue interest before calculating the exchange rate
* @return Ca
*/
function exchangeRateStored() public view returns (uint) {
delegateToViewAndReturn();

leulated exchange rate scaled by lel8

/**

* (@notice Get cash balance of this cToken in the underlying asset
: return The quantity of underlying asset owned by this contract

Sfunction getCash() external view returns (uint) {
delegateToViewAndReturn();

/**
* (@notice Applies accrued interest to total borrows and reserves.
* @dev This calculates interest accrued from the last checkpointed block
:/ up to the current block and writes new checkpoint to storage.
Sfunction accruelnterest() public returns (uint) {
delegateAndReturn()I,)'
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/**
* @notice T mnffers collateral tokens (this market) to the liquidator.
* @dev Will fail unless called by another cToken during the process of liquidation.
Its absolutely critical to use msg.sender as the borrowed cToken and not a parameter.
param liquidator The account receiving seized collateral
jparam borrower The account having collateral seized
param seizeTokens The number of cTokens to seize
return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)

* K X X X X
~

function seize(address liquidator, address borrower, uint seizeTokens) external returns (uint) {
liquidator; borrower, seizeTokens; // Shh
delegateAndReturn();

/*** Admin Functions ***/

/**
" * @notice Begins transfer of admin rights. The newPendingAdmin must call *_acceptAdmin’ to finalize the
transfer.
* @dev Admin function to begin change of admin. The newPendingAdmin must call ~ acceptAdmin’ to
finalize the transfer.
)param newPendingAdmin New pending admin.
:/ return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
function _setPendin Admingaddress payable newPendingAdmin) external returns (uint) {
newPendingAdmin; // Shh
delegateAndReturn();

/**
* @notice Sets a new comptroller for the market
* (@dev Admin function to set a new comptroller
:/ f£lure (see ErrorReporter.sol fordetails)
function setComptrolleréComptrollerInte}y’ace newComptroller) public returns (uint) {
newComptroller; // Shh
delegateAndReturn();

return uint O=success, otherwise a

/**
* @notice accrues interest and sets a new reserve factor for the protocol using _setReserveFactorFresh
* (@dev Admin function to accrue interest and set a new reserve factor
* @return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

function _setReserveFactor(uint newReserveF actorMantissa) external returns (uint) {
newReserveFactorMantissa; //-Shh
delegateAndReturn();

/**

* @notice Acceptstransfer of admin rights. msg.sender must be pendingAdmin

* @dev Admin function for pending admin to accept role and update admin
* @return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

function _acceptAdmin() external returns (uint) {
delegateAndReturn();

JE%
* (@Wnotice Accrues interest and.adds reserves by transferring from admin
* ddA t 4 t of reserves to add
param addAmount Amount of reserves to a
* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

function addReserves;uint addAmount) external returns (uint) {
addAmount; //.Sh
delegateAndReturn();

/**

* (@notice Accrues interest and reduces reserves by transferring to admin

* (@param reduceAmount Amount of reduction to reserves
* (@return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
*

function _reduceReserves(uint reduceAmount) external returns (uint) {
reduceAmount; // Sh
delegateAndReturn();

/**
* (@notice Accrues interest and updates the interest rate model using _setInterestRateModelFresh
* (@dev Admin function to accrue interest and update the interest rate model
* @param newlnterestRateModel the new interest rate model to use
:/ return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
function 7set1nterestRateM0del§]nterestRateModel newlinterestRateModel) public returns (uint) {
newlnterestRateModel; // Shh
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delegateAndReturn();
/**
* @notice Internal method to delegate execution to another contract
* (@dev It returns to the external caller whatever the implementation returns or forwards reverts
* @param callee The contract to delegatecall
* @param data The raw data to delegatecall
%

+/ return The returned bytes from the delegatecall

function delegateT ogaddress callee, bytes memory data) internal returns (bytes memory) {
(bool success, bytes memory returnData) = callee.delegatecall(data),
assembly {

if eqfsuccess, 0)¢{
revert(add(returnData, 0x20), returndatasize)

return returnData,

/

/**
* (@notice Delegates execution to the implementation contract
* @dev It returns to the external caller whatever the implementation returns or forwards reverts
* (@param data The raw data to delegatecall
: return The returned bytes from the delegatecall
Sfunction delegateTolmplementation(bytes memory data) public returns (bytes memory).{
return delegateTo(implementation, data);

/**

* @notice Delegates execution to an implementation contract

* (@dev It returns to the external caller whatever the implementation returns or forwards reverts

* There are an additional 2 prefix uints from the wrapper returndata, which we ignore since we make an
extra hop.

*(@param data The raw data to delegatecall

* @return The returned bytes from the delegatecall
*/

Sfunction delegateToViewlmplementation(bytes memory data) public view returns (bytes memory) {
00 success, bytes memory returnData}}y
address(this).szalgll’ccilll(abi.encodeWithSignazure( "delegateTolmplementation(bytes)”, data));
assembly
if eq}success, 0){
revert(add(returnData, 0x20), returndatasize)

return abi.decode(returnData; (bytes));

function delegateToViewAndReturn() private view returns (bytes memory) ;’
data) bool success, ) = address(this).staticcall(abi.encodeWithSignature("delegateTolmplementation(bytes)",
msg.data));

assembly {
let free_mem_ptr := mload(0x40)
returndatacopy(free_mem_ptr, 0, returndatasize)

switch success
case 0 { revert(free_ mem_ptr, returndatasize) }
I default { return(add(free_mem_ptr, 0x40), returndatasize) }
/

Sfunction delegateAndReturn() private returns (bytes memory) {
(bool success, ) = implementation.delegatecall(msg.data),

assembly {
let free_mem_ptr := mload(0x40)
returndatacopy(free_mem_ptr, 0, returndatasize)

switch success
case 0 { revert(free_mem_ptr, returndatasize)
default { return(free_mem_ptr, returndatasize) }

/

/**

* (@notice Delegates execution to an implementation contract
* (@dev It returns to the external caller whatever the implementation returns or forwards reverts
*/

function () external payable é’
require(msg.value == 0,"CErc20Delegator.fallback: cannot send value to fallback");

// delegate all other functions to current implementation
delegateAndReturn();
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CHT.sol
pragma solidity "0.5.16;

import "./CToken.sol";

/**

* @title Channels's CHT Contract
* @notice CToken which wraps HT
: author Channels

contr/a*cﬂ{ CHT is CToken {

notice Construct a new CHT money market

param comptroller The address ao/ the Comptroller

param interestRateModel The address of the interest rate model

param initialExchandeRateMantissa_ The initial exchange rate, scaled by lel8
param name_ ERC-20 name of this token

param symbol ERC-20 symbol of this token

param decimals _ ERC-20 decimal precision of this token

param admin_ Address of the administrator of this token

* oK K K X X X X

*/
constructor(Comptrollerinterface comptroller
InterestRateModel interestRateModel
uint initialExchangeRateMantissa_,
string memory name_,
strinég memory symbol_,
uint8 decimals
address payable admin_) public {
// Creator of the contract is admin a{z]ﬁing initialization
admin = msg.sender;

initialize(comptroller ,  interestRateModel ,  initialExchangeRateMantissa , name ,  symbol_,
decimals_);

// Set the proper admin now that initialization is done
admin = admin_;

/¥*% User Interface ***/

/**
* (@notice Sender supplies assets into the market and receives cTokens in exchange
:/ dev Reverts upon any failure
function mint() external payable {
(uint err,) = mintinternal(msg.value);
requireNoError(err, "mint failed");

* (@notice Sender redeems cTokens in exchange for the underlying asset

* (@dev Accrues interest whether or not the operation succeeds, unless reverted
* (@param redeemTokens The number of cTokens to redeem into underlying

* (@return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

function redeem(uint redeemTokens) external returns (uint) {
return redeemlInternal(redeemTokens),

* (@notice Sender redeems cTokens in exchange for a specified amount of underlying asset
* (@dev Accrues interest whether or not the operation succeeds, unless reverted

* (@param redeemAmount The amount of underlying to redeem

* @return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

Sfunction redeemUnderlying(uint redeemAmount) external returns (uint) {
return redeemUnderlyingInternal(redeemAmount);

/**
* (@notice Sender borrows assets from the protocol to their own address
* @param borrowAmount The amount of the underlying asset to borrow
:/ EyrrorReporter.sol for details)
Sfunction borrow(uint borrowAmount) external returns (uint) {
return borrowlnternal(borrowAmount),

return uint 0=success, otherwise a failure (see

/**
* (@notice Sender repays their own borrow
* (@dev Reverts upon any failure
*/

function repayBorrow() external payable {
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(uint err,) = repayBorrowlnternal(msg.value);
requireN)oError(err, "repayBorrow failed");

/**
* (@notice Sender repays a borrow belonging to borrower
* (@dev Reverts upon any failure
: param borrower the account with the debt being payed off
function repayBorrowBehalf(address borrower) external payable {
(uint err,) = repayBorrowBehalflnternal(borrower, msg.value);
requireNoError(err, "repayBorrowBehalf failed");

/**
* @notice The sender liquidates the borrowers collateral.
* “The collateral seized is transferred to the liquidator.
* (@dev Reverts upon any failure
* @param borrower The borrower of this cToken to be liquidated
: param cTokenCollateral The market in which to seize collateral from the borrower

Sfunction liquidateBorrow(address borrower, CToken cTokenCollateral) external payable {
(uint err,) = liquidateBorrowlInternal(borrower, msg.value, cTokenCollateral);
requireNoError(err, "liquidateBorrow failed");

/**

:/@notice Send HT to CHT to mint

function () external payable {
(uint er;’\,]) = mintInternal(msg.value);
requireNoError(err, "mint failed");

/**%* Safe Token ***/

/**
* @notice Gets balance of this contract in terms of HT, before this message
* @dev This excludes the value of the current message, if any
:/ return The quantity of HT owned by this contract
Sfunction getCashPrior() internal view returns (uint) {
(MathError err, uint startinﬁBalance) = subUlnt(address(this).balance, msg.value);
require(err == MathError.NO_ERROR);
return startingBalance;

/

/**

* (@notice Perform the actual transfer in, which is a no-op

* @param from Address sending the HT

* @param amount Amount of HT being sent

: return The actual amount of HT transferred

Sfunction doTransferIn(address from, uint amount) internal returns (uint) {
// Sanity checks
require(msg.sender == from,."sender mismatch '?;
require(msg.value == amount, "value mismatch");
return amount,;

/

Sfunction doTransferOut(address payable to, uint amoun? internal {
/* Send the HT, with minimal gas and revert on failure */
to.transfer(amount);

Sfunction requireNoError(uint errCode, string memory message) internal pure {
if (errCode == uint(Error.NO_ERROR)) {

return,

bytes memory fullMessage = new bytes(bytes(message).length + 5);
uint i;

for (i = 0; i < bytes(message).length; i++) {
SfullMessage[i] = bytes(message)[i];

ullMessage[i+0] = byte(uint8(32)),
;ullMessage[ i +I% = b;te?uint8(4a)j;

fullMessage[i+2] = byte(uint8(48 + (errCode / 10 )));
fullMessage[i+3] = byte(uint§(48 + (‘errCode % 10 )));
SfullMessage[i+4] = byte(uint8(41));

require(errCode == uint(Error.NO_ERROR), string(fullMessage));
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Comptroller.sol
pragma solidity "0.5.16;

import "./CToken.sol";

import "./ErrorReporter.sol";
import "./Exponential.sol";

import "./PriceOracle.sol";

import "./ComptrollerInterface.sol";
import "./ComptrollerStorage.sol";
import "./Unitroller.sol";

import "./Can.sol";

/**

* %tiﬂe Channels's Comptroller Contract
* @author Channels

contract Comptroller is ComptrollerV3Storage, Comptrollerinterface, ComptrollerErrorReporter, Exponential {
/// @notice Emitted when an admin supports a market
event MarketListed(CToken cToken),

/// @notice Emitted when an account enters a market
event MarketEntered(CToken cToken, address account),

/// @notice Emitted when an account exits a market
event MarketExited(CToken cToken, address account);

/// @notice Emitted when close factor is changed by admin
event NewCloseFactor(uint oldCloseFactorMantissa, uint newCloseFactorMantissa);

/1 @notice Emitted when a collateral factor is changed by admin
event NewCollateralFactor(CToken cToken, uint oldCollateralFactorMantissa, uint
newCollateralFactorMantissa),

/1 @notice Emitted when liquidation incentive is changed by admin
event NewlLiquidationIncentive(uint oldLiquidationIncentiveMantissa, uint
newLiquidationIncentiveMantissa),

/1 @notice Emitted when maxAssets is changed by admin
event NewMaxAssets(uint oldMaxAssets, uint newMaxAssets);

/// @notice Emitted when price oracle is charged
event NewPriceOracle(PriceOracle oldPriceOracle, PriceOracle newPriceOracle);

/17 @notice Emitted when pause guardian is.changed
event NewPauseGuardian(address oldPauseGuardian, address newPauseGuardian),

/// @notice Emitted when an action is paused globally
event ActionPaused(string action, bool pauseState);

/1 @notice Emitted when.an action is paused on a market
event ActionPaused(CToken cToken, string action, bool pauseState),

/// @notice Emitted when market caned status is changed
event MarketCaned(CToken cToken, bool isCaned),

/I @notice Emitted when Channels rate is changed
event NewCanRate(uint oldCanRate, uint newCanRate);

/// @notice Emitted when a new Channels speed is calculated for a market
event CanSpeedUpdated(CToken indexed cToken, uint newSpeed),

/17 @notice Emitted when Channels is distributed to a supplier

event DistributedSupplierCan(CToken indexed cToken, address indexed supplier, uint canDelta, uint
canSupplylndex);

/1 @notice Emitted when Channels is distributed to a borrower

event DistributedBorrowerCan(CToken indexed cToken, address indexed borrower, uint canDelta, uint
canBorrowlndex),

/// @notice The threshold above which the flywheel transfers Channels, in wei
uint public constant canClaimThreshold = 0.001el8;

/] @notice The initial Channels index for a market
uint224 public constant canlinitiallndex = 1e36,

// closeFactorMantissa must be strictly greater than this value
uint internal constant closeFactorMinMantissa = 0.05el8; // 0.05

// closeFactorMantissa must not exceed this value
uint internal constant closeFactorMaxMantissa = 0.9el18; // 0.9

// No collateralFactorMantissa may exceed this value
uint internal constant collateralFactorMaxMantissa = 0.9el18; // 0.9

// liquidationIncentiveMantissa must be no less than this value
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uint internal constant liquidationIncentiveMinMantissa = 1.0el8; // 1.0

// liquidationIncentiveMantissa must be no greater than this value
uint internal constant liquidationlncentiveMaxMantissa = 1.5e18; // 1.5

constructor() public {
; admin = msg.sender;

/*¥** Assets You Are In ***/

/**
* (@notice Returns the assets an account has entered
param account The address of the account to pull assets for
* @return A dynamic list with the assets the account has entered
%
function getAssetsIn(address account) external view returns (CToken[] memory) {
CToken[] memory assetsln = accountAssets[account];

return assetsin;

}
/ *

%
* (@notice Returns whether the given account is entered in the given asset
%
param account The address of the account to check
* @param cToken The cToken to check
* @return True if the account is in the asset, otherwise false.
*/
function checkMembership(address account, CToken cToken) external view returns (bool) {
return marketsfaddress(cToken)].accountMembership[account];

/**
* %ﬂotice Add assets to be included in account liquidity calculation

* @param cTokens The list of addresses of the cToken markets to be enabled
* @return Success indicator for whether each corresponding market was entered
*

function enterMarkets(address[] memory cTokens) public returns (uint[] memory) {
uint len = cTokens.length,

uint/, memm{’)y results = new uint[](len);
Sfor (uinti=0; i< len; i++
CToken cToken = CToken(cTokens[i]);

results[i] = uint(addToMarketlInternal(cToken, msg.sender));

return results;

/
/**
* (@notice Add the market to the borrower's "assets in" for liquidity calculations
* @param cToken The market to enter
* (@param borrower The address of the account to modify
* (@return Success indicator for whether the market was entered
*/
Sfunction addToMarketinternal(CToken cToken, address borrower) internal returns (Error) {
Market storage marketToJoin = markets[address(cToken)];

if (!marketToJoin.isListed) {
// market is not listed, cannot join
return Error. MARKET NOT LISTED;

if (marketToJoin.accountMembership[borrower] == true) {
// already joined
return Error.NO_ERROR;

if (accountAssets[borrower].length >= maxAssets) {
// no space, cannot join
return Error.TOO_MANY ASSETS;

// survived the gauntlet, add to list

// NOTE: we store these somewhat redundantly as a significant optimization

// this avoids having to iterate through the list for the most common use cases
// that is, only when we need to pe}y’ogrm liquidity checks

/" and not whyenever we want to check if an account is in a particular market
marketToJoin.accountMembership[borrower] = true;
accountAssets{borrower].push(cToken);

emit MarketEntered(cToken, borrower);

return Error.NO_ERROR;

-54-




S stz Channels 5 & 24l

/**
* (@notice Removes asset from sender's account liquidity calculation
* (@dev Sender must not have an outstanding borrow balance in the asset,
* or be providing necessary collateral for an outstanding borrow.
* @param cTokenAddress The address of the asset to be removed
:/ return Whether or not the account successfully exited the market
function exitMarket(address cTokenAddress) external returns (uint) {
CToken cToken = CToken(cTokenAddress);
/* Get sender tokensHeld and amountOwed underlying from the cToken */
(uint oErr, uint tokensHeld, uint amountOwed, ) = cToken. §etAccounlSnapsh0t(msg.sender);
require(oErr == 0, "exitMarket: getAccountSnapshot failed"), // semi-opaque error code

/* Fail if the sender has a borrow balance */
if (amountOwed != 0) {
return fail(Error. NONZERO BORROW BALANCE,
F ailure[n]}o.EX] T MARKET BALANCE OWED);

/* Fail if the sender is not permitted to redeem all of their tokens */
??t ﬁllowdea/’ =Ose§leemAllowed[nternal(cT okenAddress, msg.sender, tokensHeld),
if (allowed =
return failO]gaque(Error.REJE CTION, Failurelnfo.EXIT MARKET REJECTION, allowed),

Market storage marketToExit = markets[address(cToken)];

/* Return true if the sender is not already ~ ‘in’  the market */
if (ImarketToExit.accountMembership[msg.sender]) {
return uint(Error.NO_ERROR);

/* Set cToken account membership to false */
delete marketToEXxit.accountMembership[msg.sender];

/* Delete cToken from the account’ s list of assets */
// load into memory for faster iteration
CToken[] memory userdssetList = accountAssets/msg.sender];
uint len = userAssetList.length;
uint assetindex = len;
for (uinti = 0; i <len, i++) {
if (userAssetList[i] == cToken) {
assetIndex = i;
break;

/

// We *must™ have found the asset in the list or our redundant data structure is broken
assert(assetIndex < len);

// coiy last item in list to location of item to be removed, reduce length by 1
CToken[] storage storedList = accountAssets[msg.sender];
storedList[assetIndex] = storedList[storedList.length - 1];
storedList.length--;

emit MarketExited(cToken, msg.sender);

return uint(Error.NO_ERROR);

/***% Policy Hooks ***/

/**
* @notice Checks if the account should be allowed to mint tokens in the given market
param cToken The market to verify the mint against
* @param minter The account which would get the minted tokens
* @param mintAmount The amount of underlying being supplied to the market in exchange for tokens
k

return 0 if the mint is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

Sfunction mintAllowed(address cToken, address minter, uint mintAmount) external returns (uint) {
// Pausing is a very serious situation - we revert to sound the alarms
require(!mintGuardianPaused[cToken], "mint is paused”);

// Shh - currently unused

minter;
mintAmount;

if (Imarkets[cToken].isListed,
return uint(Error. MAnglér T NOT LISTED);

// Keep the flywheel movil%g
?dateCanSup?lylndex(c oken);
istributeSupplierCan(cToken, minter, false);

return uint(Error.NO_ERROR);
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/**

notice Validates mint and reverts on rejection. May emit logs.

param cToken Asset being minted

param minter The address minting the tokens

param actualMintAmount The amount of the underlying asset being minted
jparam mintTokens The number of tokens being minted

* K X X X *
~

Sfunction mintVerify(address cToken, address minter, uint actualMintAmount, uint mintTokens) external {
// Shh - currently unused
cToken;
minter;
actualMintAmount;
mintTokens;

// Shh - we don't ever want this hook to be marked pure
if (false) {

maxAssets = maxAssets,

/**

notice Checks if the account should be allowed to redeem tokens in the given market

param cToken The market to verify the redeem against

jparam redeemer The account which would redeem the tokens

param redeemTokens The number of cTokens to exchange for the underlying asset in the market
return 0 if the redeem is allowed, otherwise a semi-opaque error code (S}ée rrorReporter.sol)

* X X X X

*/
function redeemAllowed(address cToken, address redeemer, uint redeemTokens) external returns (uint) {
uint allowed = redeemAllowedInternal(cToken, redeemer, redeemIokens);
if (allowed != uint(Error.NO_ERROR)) {
return allowed;

// Keep the flywheel moving
?dateCanSup lyIndex(cToken),
istributeSupplierCan(cToken, redeemer, false);

I return uint(Error.NO_ERROR);

function redeemAllowedInternal(address ¢Token, address redeemer, uint redeemTokens) internal view
returns (uint) {
if (Imarkets[cToken].isListed) {
return uint(Error. MARKET NOT LISTED);

/* If the redeemer is not lin' the market, then we can bypass the liquidity check */
if (Imarkets[cToken].accountMembership[redeemer]) {
return uint(Error.NO_ERROR);

/* Otherwise, perform a hypothetical liquidity check to guard against shortfall */
Error err,., uint shortfall) = getHypotheticalAccountLiquidityInternal(redeemer, CToken(cToken),
redeemTokens, 0);
if (err != Error.NO_ERROR).{
return uint(err);

/
if (shortfall > 0) {
return uint(Error INSUFFICIENT LIQUIDITY);

return uint(Error.NO_ERROR);

~~

~
*
*

notice Validates redeem and reverts on rejection. May emit logs.

param cToken Asset being redeemed

param redeemer The address redeeming the tokens

param redeemAmount The amount of t/rge underlying asset being redeemed
param redeemTokens The number of tokens being redeemed

* K X X X

*/
Sfunction redeemVerify(address cToken, address redeemer, uint redeemAmount, uint redeemTokens) external {
// Shh - currently unused
cToken;
redeemer;

// Require tokens is zero or amount is also zero
if (redeemTokens == 0 && redeemAmount > 0) {
revert("redeemTokens zero");

/

/**

* (@notice Checks if the account should be allowed to borrow the underlying asset of the given market
param cToken The market to verify the borrow against
* @param borrower The account which would borrow the asset
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* @param borrowAmount The amount of underlying the account would borrow
* @return 0 if the borrow is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)
*/

Sfunction borrowAllowed(address cToken, address borrower, uint borrowAmount) external returns (uint) {
// Pausing is a very serious situation - we revert to sound the alarms
require(!borrowGuardianPaused[cToken], "borrow is paused");

if (Imarkets[cToken].isListed) {
return uint(Error. MARKET NOT LISTED);

if (Imarkets[cToken].accountMembership[borrower]) {
// only cTokens may call borrowAllowed if borrower not in market
require(msg.sender == cToken, "sender must be cToken"),

// attempt to add borrower to the market
Error err = addToMarketinternal (CToken(msg.sender), borrower);
if (err I= Error.NO_ERROR) {

return uint(err);

//it should be impossible to break the important invariant
assert(markets[cToken].accountMembership[borrower]);

/

if (oracle.getUnderlyingPrice(CToken(cToken)) == 0) {
return uint(Error.PRICE_ERROR);

(Error err, , uint shortfall) = getHypotheticalAccountLiquiditylnternal(borrower, CToken(cToken), 0,
borrowAmount);
if (err I= Error.NO_ERROR) {
return uint(err);

/
if (shortfall > 0) {
return uint(Error INSUFFICIENT LIQUIDITY);

// Keep the flywheel moving

Exp memory borrowIndex = Exp({mantissa: CToken(cToken).borrowindex()});

updateCanBorrowlIndex(cToken, })orrowlndex);
istributeBorrowerCan(cToken, borrower, borrowlndex, false);

; return uint(Error.NO_ERROR);

/**

* (@notice Validates borrow/and reverts on rejection. May emit logs.

* Token Asset whose underlying is l/min borrowed
param cToken lying g

* @param borrower The address borrowing the underlying

%

param borrowAmount The amount of the underlying asset requested to borrow

function borrowVerify(address cToken, address borrower, uint borrowAmount) external {
//.Shh - currently unused
cToken;
borrower;
borrowAmount;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets,

/
/
/**
* (@notice Checks.if the account should be allowed to repay a borrow in the given market
* @param cToken The market to verify the repay against
* @param payer The account which would re ag/ the asset
* @param borrower The account which would borrowed the asset
* @param repayAmount The amount of the underlying asset the account would repa
+/ return 0 if the repay is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

Sfunction repayBorrowAllowed(
address cToken,
address payer,
address borrower,
uint repayAmount) external returns (uint) {
// Shh - currently unused
ayer;
orrower;
repayAmount;

if (Imarkets[cToken].isListed) {
return uint(Error. MARKET NOT LISTED),;

// Keep the flywheel moving
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Exp memory borrowIndex = Exp({mantissa: CToken(cToken).borrowlndex()});
updateCanBorrowlIndex(cToken, })orrowlndex);
istributeBorrowerCan(cToken, borrower, borrowindex, false);

return uint(Error.NO_ERROR);

/**
* (@notice Validates repagBorrow and reverts on rejection. May emit logs.
* @param cToken Asset being repaid
* @param payer The address repaying the borrow
* @param borrower The address of the borrower
: param actualRepayAmount The amount of underlying being repaid

unction repayBorrowVerify(

S addrefs )c/T oken, 4
address payer,
address borrower,
uint actualRepayAmount,
uint borrowerIndex) external {
// Shh - currently unused
cToken;
payer;
borrower;
actualRepayAmount;
borrowerIndex;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets,

/

/**
* @notice Checks if the liquidation should be allowed to.occur
* @param cTokenBorrowed Asset which was borrowed by the borrower
* @param cTokenCollateral Asset which was used as collateral and will be seized
* @param liquidator The address repaying the borrow and seizing the collateral
* @param borrower The address o/fhe borrower
:/ param repayAmount The amount of underlying being repaid

Sfunction liquidateBorrowAllowed(
address cTokenBorrowed,
address cTokenCollateral,
address liquidator,
address borrower,
uint repayAmount) externalreturns (uint) {.
// Shh - currently unused
liquidator;

if (Imarkets[cTokenBorrowed].isListed Q Imarkets[cTokenCollateral].isListed) {
return uint(Error. MARKET NOT LISTED);

/* The borrower must have.shortfall in order to be liquidatable */
(Error err, , uint shortfall) = getAccountLiquiditylnternal(borrower);
if (err != Error.NO_ERROR) {

return uint(err);

/
if (shortfall == 0) {
return uint(Error INSUFFICIENT SHORTFALL);

/* The liquidator may not rfl%pay more than what is allowed bly the closeFactor */
uint borrowBalance = CToken(cTc okenBorrowed/.borrowBa anceStored(borrower);
(MathError. mathErr, uint maxClose) = mulScalarTruncate(Exp({mantissa: closeFactorMantissa}),
borrowBalance);
if (mathErr |= MathError.NO_ERROR) {
return uint(Error.MATH ERROR);

if (repayAmount > maxClose) {
return uint(Error.TOO_MUCH REPAY);

return uint(Error.NO_ERROR);

/**

notice Validates liquidateBorrow and reverts on rejection. May emit logs.
param cTokenBorrowed Asset which was borrowed by the borrower

param cTokenCollateral Asset which was used as collateral and will be seized
jparam liquidator The address repaying the borrow and seizing the collateral
param borrower The address oftphe borrower

param actualRepayAmount The amount of underlying being repaid

* K K X X X X

function liquidateBorrowVerigy(
address cTokenBorrowed,
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address cTokenCollateral,
address liquidator,
address borrower,

uint actualRepayAmount,
uint seizeTokens) external {
// Shh - currently unused
cTokenBorrowed;
cTokenCollateral;
liquidator;

borrower;
actualRepayAmount;
seizeTokens;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/

/**
* (@notice Checks if the seizing of assets should be allowed to occur
* @param cTokenCollateral Asset which was used as collateral and will be seized
* @param cTokenBorrowed Asset which was borrowed by the borrower
* @param liquidator The address repaying the borrow and seizing the collateral
* @param borrower The address oftphe borrower
* @param seizeTokens The number of collateral tokens to seize

Sfunction seizeAllowed,
address cTokenCollateral,
address cTokenBorrowed,
address liquidator,
address borrower,
uint seizeTokens) external returns (uint) {
// Pausing is a very serious situation - we revert to sound the alarms
require(!seizeGuardianPaused, "seize is paused”);

// Shh - currently unused
seizeTokens;

if (Imarkets[cTokenCollateral].isListed H !markets[cTokenBorrowed].isListed) {
return uint(Error. MARKET NOT LISTED);

if (CToken(cTokenCollateral).comptroller() != CToken(cTokenBorrowed).comptroller()) {
return uint(Error.ChannelsTROLLER MISMATCH),

// Keep the flywheel movil;g

?dateCanSupflyIndex(c okenCollateral),
istributeSupplierCan(cTokenCollateral, borrower, false);

distributeSupplierCan(cTokenCollateral, liquidator, false);

return uint(Error.NO_ERROR);

/**

notice Validates seize and reverts on rejection. May emit lo;&

param cTokenCollateral Asset which was used as collateral and will be seized
param cTokenBorrowed Asset which was borrowed by the borrower

)param liquidator The address repaying the borrow and seizing the collateral
)paranborrower The address oftphe borrower

param seizeTokens The number of collateral tokens to seize

* K X X X %

*/

Sfunction seizeVerify(
address cT ognCOIlateral,
address cTokenBorrowed,
address liquidator,
address borrower,
uint seizeTokens) external {
// Shh - currently unused
cTokenCollateral;
cTokenBorrowed;
liquidator;
borrower;
seizeTokens;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/

/**

notice Checks if the account should be allowed to transfer tokens in the given market
param cToken The market to verify the transfer against

param src The account which sources the tokens

%
%
k
* @param dst The account which receives the tokens
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* @param transferTokens The number of cTokens to transfer
* @return 0 if the transfer is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)
*/

Sfunction transferAllowed(address cToken, address src, address dst, uint transferTokens) external returns (uint)

// Pausing is a very serious situation - we revert to sound the alarms
require(!transferGuardianPaused, "transfer is paused"”);

// Currently the only consideration is whether or not
// the src is allowed to redeem this many tokens
uint allowed = redeemAllowedInternal(cToken, src, transferTokens);
if (allowed != uint(Error.NO_ERROR)) {
return allowed;

// Keep the flywheel movil%g

?dateCanSup?lylndex(c oken);
istributeSupplierCan(cToken, src, false);

distributeSupplierCan(cToken, dst, false);

return uint(Error.NO_ERROR);

/**

notice Validates transfer and reverts on rejection. May emit logs.
param cToken Asset being transferred

param src The account which sources the tokens

jparam dst The account which receives the tokens

param transferTokens The number of cTokens to transfer

* K X X X

*/
function transferVerify(address cToken, address src, address dst, uint transferTokens) external {
/ Shh - currently unused
cToken;
sre;
dst;
transferTokens;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/

/*¥*%* Liquidity/Liquidation Calculations ***/
/**

* @dev Local vars for avoiding stack-depth limits in calculating account liquidity.
* " Note that ‘cTokenBalance  is the number of ¢Iokens the account owns in the market,
: whereas "borrowBalance’ is the amount of underlying that the account has borrowed.
struct AccounthZuidityLocal Vars {
uint sumCollateral;
uint sumBorrowPlusEffects,
uint cTokenBalance,
uint borrowBalance;
uint exchangeRateMantissa;
uint oraclePriceMantissa;
Exp collateralFactor;
Exp exchangeRate;
Exp oraclePrice;
Exp tokensToDenom,

/

/**
* (@notice Determine the current account liquidity wrt collateral requirements
* (@return (possible error code (semi-opaque),

account liquidity in excess o;lcollateral requirements,

* account shortfall below collateral requirements)

*/
Sfunction getAccountLiquidity(address account) public view returns (uint, uint, uint) {
0.0 (Error err, uint liquidity, uint shortfall) = getHypotheticalAccountLiquiditylnternal(account, CToken(0),

return (uint(err), liquidity, shortfall);

/**
* (@notice Determine the current account liquidity wrt collateral requirements
* (@return (possible error code,
account liquidity in excess of collateral requirements,

* account shortfall below collateral requirements)

*/

function getAccountLiquidz?lnternal(address account) internal view returns (Error, uint, uint) {
return getHypotheticalAccountLiquiditylnternal(account, CToken(0), 0, 0);

/**
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notice Determine what the account liquidity would be if the given amounts were redeemed/borrowed
param cTokenModify The market to hypothetically redeem/borrow in
param account The account to determine liquidity for
param redeemTokens The number of tokens to hypothetically redeem
param borrowAmount The amount of underlying to hypothetically borrow
return (possible error code (semi-opaque),

hypothetical account liquidity in excess of collateral requirements,

:/ hypothetical account shortfall below collateral requirements)
functiondgetHypotheticalAccountLiquidity(

address account,

address cTokenModify,

uint redeemTokens,

uint borrowAmount) public view returns (uint, uint, uint) {

Error err, uint liquidity, wuint shortfall) = getHypotheticalAccountLiquidityInternal(account,

CToken(cTokenModify), redeemTokens, borrowAmount);
return (uint(err), liquidity, shortfall);

* X X X X *

~
*
*

notice Determine what the account liquidity would be if the given amounts were redeemed/borrowed
param cTokenModify The market to hypothetically redeem/borrow in
param account The account to determine liquidity for
param redeemTokens The number of tokens to hypothetically redeem
jparam borrowAmount The amount of underlying to hypothetically borrow
dev Note that we calculate the exchangeRateStored joyr each collateral cToken using stored data,
without calculating accumulated interest.
@return (possible error code,
hypothetical account liquidity in excess of collateral requirements,
:/ hypothetical account shortfall below collateral requirements)
function getHypotheticalAccountLiquidityInternal(
address account,
CToken cTokenModify,
uint redeemTokens,
uint borrowAmount) internal view returns (Error, uint, uint){

* K K X X X X ¥

AccountLiquidityLocalVars memory vars, // Holds all our calculation results
uint oErr;
MathError mErr;

// For each asset the account is in
CToken[] memory assets = accountAssets[account];
for (uint i = 0; i < assets.length; i++) {

CToken asset = assets[i],

// Read the balances and exchange rate from the cToken

oErr, vars.cTokenBalance, vars.borrowBalance, vars.exchangeRateMantissa) =
asset. getAccountSnc}ipshot( account);
if (oErr I= 0) { // semi-opaque error code, we assume NO_ERROR == 0 is invariant between

upgrades
return (Error.SNAPSHOT ERROR, 0, 0);

vars.collateralFactor = Exp({mantissa: markets[addressﬁsset) )].collateralFactorMantissa});
vars.exchangeRate = Expfmantissa: vars.exchangeRateMantissa});

// Get the normalized price of the asset
vars.oraclePriceMantissa = oracle.getUnderlyingPrice(asset);
if (vars.oraclePriceMantissa == ()

return (Error.PRICE _ERROR, 0, 0);

vars.oraclePrice = Exp({mantissa: vars.oraclePriceMantissa});

// Pre-canute a conversion factor from tokens -> ht (normalized price value)
(mErr, vars.tokensToDenom) = mulExp3(vars.collateralFactor, vars.exchangeRate,
vars.oraclePrice);
if (mErr = MathError.NO_ERROR) {
return (Error.MATH ERROR, 0, 0);

// sumCollateral += tokensToDenom * cTokenBalance
mErr, vars.sumCollateral) = mulScalarTruncateAddUInt(vars.tokens ToDenom,
vars.cTokenBalance, vars.sumCollateral);
if (mErr |= MathError.NO_ERROR) {
return (Error.MATH ERROR, 0, 0);

// sumBorrowPlusEffects += oraclePrice * borrowBalance
ngrr, vars.sumBorrowPlusEffects) = mulScalarTruncateAddUInt(vars.oraclePrice,
vars.borrowBalance, vars.sumBorrowPlusEffects);
if (mErr |= MathError.NO ERROR) {
return (Error. MATH ERROR, 0, 0);

// Calculate effects of interacting with cTokenModify
if (asset == c{"oken/&odify) {
// redeem effect
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// sumBorrowPluskE) Bﬁ‘ects += tokensToDenom * redeemTokens
(mErr, vars.sumBorrowPlusEffects) = mulScalarTruncateAddUInt(vars.tokensToDenom,
redeemTokens, vars.sumBorrowPlusE, ects);
if (mErr |= MathError. NO ERROR) {
return (Error.MATH ERROR, 0 0);

// borrow effect
// SumBorrowPlusEfgects += oraclePrice * borrowAmount
(mErr,  vars.sum orrowPlusEﬂects) = mulScalarTruncateAddUInt(vars.oraclePrice,

borrowAmount, vars.sumBorrowPlusEffects),
if (mErr |= MathError. NO ERROR) {
return (Error. MATH ERROR, 0 0);

}
}

// These are safe, as the underflow condition is checked first
if (vars.sumCollateral > vars.sumBorrowPlusEffects) {
Jel r?turn (Error.NO_ERROR, vars.sumCollateral - vars.sumBorrowPlusEffects, 0),
else
return (Error.NO_ERROR, 0, vars.sumBorrowPlusEffects - vars.sumCollateral);

/

/**
* @notice Calculate number of tokens 0][ collateral asset to seize given an underlying amount
* @dev Used in liquidation (called in cToken.liquidateBorrowFresh)
: param cTokenBorrowed The address of the borrowed cToken

*

aram cTokenCollateral The address of the collateral cToken
%pamm actualRepayAmount The amount of cTokenBorrowed umderlying to )convert into
cTokenCollateral tokens

:/@return (errorCode, number of cTokenCollateral tokens to be seized in a liquidation)

function quuldateCalculateSelzeTokens(address cTokenBorrowed,  address . cTokenCollateral, uint
actualRepagAmount) external view returns (uint, um? {
/* Read oracle prices for borrowed and collateral markets */
uint priceBorrowedMantissa = oracle.getUnderl IymgPrlce( CToken(cTokenBorrowed) /
uint priceCollateralMantissa = oracle.getUnderly %Pnce(CT oken(cT okenCollateral));
if (priceBorrowedMantissa == () % ﬁrlceCollateral antissa ==
return (uint(Error.PRICE_ERROR), 0),

*

* Get the exchange rate and calculate the number of collateral tokens to seize:
*  seizeAmount = actualRepayAmount * liquidationlncentive * priceBorrowed / priceCollateral
*  seizeTokens = seizeAmount / exchangeRate
= actualRepayAmount * (liquidationincentive * priceBorrowed) / (priceCollateral *
exchangeRcit/e)

uint exchangeRateMantissa. = CToken(cTokenCollateral).exchangeRateStored(); // Note: reverts on
error

uint seizeTokens;

Exp memory. numerator,

Exp memory denominator;

Exp memory ratio;

MathError mathErr;

(mathErr, numerator) = mulExp(liquidationincentiveMantissa, priceBorrowedMantissa);
if (mathErr != MathError.NO _ERROR) {
return (uint(Error.MATH ERROR), 0);

(mathErr, denominator) = mulExgEunceCollateralMantzssa exchangeRateMantissa);
if (mathErr!= MathError.NO E.
return (uint(Error.MATH_ ERROR) 0)

(mathErr, ratio) = divExp(numerator, denominator);
if (mathErr |= MathError.NO _ERROR) {
return (uint(Error.MATH ERROR), 0);

(mathErr, seizeTokens) = mulScalarT) runcate(ratio, actualRepayAmount);
if (mathErr |= MathError.NO_ERROR) {
return (uint(Error.MATH_ ERROR) 0);

; return (uint(Error.NO_ERROR), seizeTokens);

/*** Admin Functions ***/

/**

notice Sets a new price oracle for the comptroller
dev Admin function to set a new price oracle
return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
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*/
function _setPriceOracle(PriceOracle newOracle) public returns (uint) {
// Check caller is admin
if (msg.sender != admin) {
return fail(Error.UNAUTHORIZED, Failurelnfo.SET_PRICE_ORACLE_OWNER_CHECK);

// Track the old oracle for the comptroller
PriceOracle oldOracle = oracle;

// Set comptroller’s oracle to newOracle
oracle = newOracle;

// Emit NewPriceOracle(oldOracle, newOracle)
emit NewPriceOracle(oldOracle, newOracle);

return uint(Error.NO_ERROR);

/
/**
* (@notice Sets the closeFactor used when liquidating borrows
* (@dev Admin function to set closeFactor
* @param newCloseFactorMantissa New close factor, scaled by 1el8
* (@return uint O=success, otherwise a failure. (See ErrorReporter for details)
*/

function _setCloseFactor(uint newCloseFactorMantissa) external returns (uint) {
// Check caller is admin
if (msg.sender != admin) {
return fail(Error. UI\fA UTHORIZED, Failurelnfo.SET CLOSE FACTOR OWNER_CHECK);

Exp memory newCloseFactorExp = Exp({mantissa: newCloseFactorMantissa});
?xﬁ memory lowLimit = Exp(émantissa: closeFactorMinMantissa}),
i

essThanOrEqualExp(newCloseFactorExp, lowLimit)) {
return Jfail(Error INVALID CLOSE FACTOR,
F ailurelnj;o. SET CLOSE _FACTOR_VALIDATION),

Exp memory highLimit = Exp({mantissa: closeFactorMaxMantissa}),
if 5essT hanExp(highLimit, newCloseFactorExp)) {
return fail(Error. INVALID CLOSE FACTOR,
F ailurelnj;o. SET CLOSE _FACTOR_VALIDATION);

uint oldCloseFactorMantissa = closeFactorMantissa;
closeFactorMantissa = newCloseFactorMantissa;
emit NewCloseFactor(oldCloseFactorMantissa, closeFactorMantissa);

return uint(Error.NO_ERROR);

/
/**
* @notice Sets the collateralFactor for a market
* @dev Admin Iéunction to set per-market collateralFactor
* @param cToken The market to set the factor on
* @param newCollateralFactorMantissa The new collateral factor, scaled by 1el8
:/ return uint 0=success, otherwise a failure. (See ErrorReporter for details)

function__setCollateralFactor(CToken cToken, uint newCollateralFactorMantissa) external returns (uint) {
// Check caller is admin
if (msg:sender != admin) {

return fail(Error.UNAUTHORIZED,
Failure[nj;o. SET COLLATERAL-FACTOR_OWNER _CHECK);

// Verify market is listed
Market storage market = markets[address(cToken)];
if (Imarket.isListed) {
return fail(Error. MARKET NOT LISTED,
F ailurelnj;o. SET COLLATERAL FACTOR NO_EXISTS);

Exp memory newCollateralFactorExp = Exp({mantissa: newCollateralFactorMantissa});

// Check collateral factor <= 0.9
Exp memory highLimit = Exp({mantissa: collateralFactorMaxMantissa});
if ﬁessT hanExp(highLimit, newCollateralFactorExp)) {
return Sail(Error INVALID COLLATERAL FACTOR,
F ailurelnj;o. SET COLLATERAL FACTOR _VALIDATION);

// If collateral factor != 0, fail if price ==
if (newCollateralFactorMantissa != 0 && oracle.getUnderlyingPrice(cToken) == 0) {
return fail(Error.PRICE_ERROR,
Failurelnj;o. SET COLLATERAL FACTOR WITHOUT PRICE);
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// Set market's collateral factor to new collateral factor, remember old value
uint oldCollateralFactorMantissa = market.collateralFactorMantissa;
market.collateralFactorMantissa = newCollateralFactorMantissa;

// Emit event with asset, old collateral factor, and new collateral factor
emit NewCollateralFactor(cToken, oldCollateralFactorMantissa, newCollateralFactorMantissa),

return uint(Error.NO_ERROR);

/**
* (@notice Sets maxAssets which controls how many markets can be entered
* @dev Admin function to set maxAssets
* @param newMaxAssets New max assets
:/ return uint 0=success, otherwise a failure. (See ErrorReporter for details)

function _setMaxAssets(uint newMaxAssets) external returns (uint) {
// Check caller is admin
if (msg.sender != admin) {
return fail(Error. UI\fA UTHORIZED, Failurelnfo.SET MAX ASSETS OWNER CHECK);

uint oldMaxAssets = maxAssets;
maxAssets = newMaxAssets;
emit NewMaxAssets(oldMaxAssets, newMaxAssets),

return uint(Error.NO_ERROR);

/**

notice Sets liquidationlncentive

dev Admin function to set liquidationIncentive

)param newLiquidationincentiveMantissa New liquidationIncentive scaled by 1el8
return uint 0=success, otherwise a failure. (See ErrorReporter for details)

* ¥ X ¥

*/
function _setLiquidationlncentive(uint newLiquidationIncentiveMantissa) external returns (uint) {
// Check caller is admin
if (msg.sender != admin) {

return Jail(Error. UNAUTHORIZED,
Failureln J;o. SET LIQUIDATION INCENTIVE OWNER_CHECK);

// Check de-scaled min <= newLiquidationlncentive <= max
Exp memory newLiquidationIncentive = Exp({mantissa: newLiquidationIncentiveMantissa});
Exp memory minLiquidationlncentive = Exp({mantissa: liquidationIncentiveMinMantissa});
if 5essT hanExp(newLiquidationincentive, minLiquidationlncentive)) {
return fail(Error.1 V/fL]DiLI QUIDATION INCENTIVE,
F ailurelnj;o. SET LIQUIDATION_INCENTIVE VALIDATION),

Exp memory maxLiquidationlncentive = Exp({mantissa: liquidationlncentiveMaxMantissa});
if 5ess ThanExp(maxLiquidationincentive, newLiquidationlncentive)) {

return fail(Error INVALID LIQUIDATION INCENTIVE,

F ailurelnj}o. SET _LIQUIDATION_INCENTIVE VALIDATION);

// Save current value for use in log
uint oldLiquidationlncentiveMantissa = liquidationIncentiveMantissa;

// Set liquidation incentive to new incentive
liquidationlncentiveMantissa = newLiquidationIncentiveMantissa;

// Emit event with old incentive, new incentive
emit NewLiquidationIncentive(oldLiquidationIncentiveMantissa, newLiquidationlncentiveMantissa);

return uint(Error.NO_ERROR);

/
/**

* (@notice Add the market to the markets magping and set it as listed

* @dev Admin function to set isListed and add support for the market

* @param cToken The address of the market (token) to list

:/ return uint 0=success, otherwise a failure. (See enum Error for details)
Sfunction _supportMarkeg CToken cToken) external returns (uint) {

if (msg.sender != admin) {
return fail(Error. UNAUTH ORIZED, Failurelnfo.SUPPORT MARKET OWNER CHECK);

if (markets[address(cToken)].isListed) {
return fail(Error. MARKET ALREADY LISTED, Failurelnfo.SUPPORT MARKET EXISTS);

cToken.isCToken(), // Sanity check to make sure its really a CToken
markets[address(cToken)] = Market({isListed: true, isCaned.: false, collateralFactorMantissa: 0});
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_addMarketInternal(address(cToken));
emit MarketListed(cToken);

; return uint(Error.NO_ERROR);

function _addMarketInternal(address cToken) internal {
Jor (uinti=0; i< allMarkets.le;%gth; i++){
require(allMarkets[i] != CToken(cToken), "market already added");

allMarkets.push(CToken(cToken));

/**
* %ﬂotice Admin function to change the Pause Guardian

* @param newPauseGuardian The address of the new Pause Guardian
* (@return uint O=success, otherwise a failure. (See enum Error for details)
*

function _setPauseGuardian(address newPauseGuardian) public returns (uint) {
if (msg.sender = admig) {
return fail(Error. I\fA UTHORIZED, Failurelnfo.SET PAUSE_GUARDIAN OWNER CHECK);

// Save current value for inclusion in log
address oldPauseGuardian = pauseGuardian;

// Store pauseGuardian with value newPauseGuardian
pauseGuardian = newPauseGuardian;

// Emit NewPauseGuardian(OldPauseGuardian, NewPauseGuardian)
emit NewPauseGuardian(oldPauseGuardian, pauseGuardian);

; return uint(Error.NO_ERROR);

Sfunction _setMintPaused(CToken cToken, bool state) public returns (bool) {
require(markets[address(cToken)].isListed, "cannot pause a market that is not listed");

require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can
pause");
require(msg.sender == admin || state == true, "only admin can unpause”);
mintGuardianPaused|address(cToken)] = state;
emit ActionPaused(cToken, "Mint", state);
return state;
/

function _setBorrowPaused(CToken cToken, bool state) public returns (bool) {
require(markets[address(cToken)].isListed, "cannot pause a market that is not listed");

require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can
pause");
require(msg.sender-== admin || state == true, "only admin can unpause”);
borrowGuardianPaused[address(cToken)] = state;
emit ActionPaused(cToken; "Borrow", state);
return state;
/
function _setTransferPaused(bool state) public returns (bool) {
require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can
pause");

require(msg.sender == admin || state == true, "only admin can unpause");

transferGuardianPaused = state;
emit ActionPaused("Transfer", state);
return state;

/
function _setSeizePaused(bool stateépublic returns (boocl/ {
require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can
pause”);
require(msg.sender == admin || state == true, "only admin can unpause”);
seizeGuardianPaused = state;
emit ActionPaused("Seize", state);
return state;
/

Sfunction _become(Unitroller unitroller) public
require(msg.sender == unitroller.admin(), "only unitroller admin can change brains");
require(unitroller. _acceptimplementation() == 0, "change not authorized");

/**
* @notice Checks caller is admin, or this contract is becoming the new implementation
*/

Sfunction adminOrlinitializing() internal view returns (bool) {
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return msg.sender == admin || msg.sender == comptrollerImplementation;

/*** Can Distribution ***/

/**
: @notice Recalculate and update Channels speeds for all Channels markets

Sfunction refreshCanSpeeds() public {
rejguire(msg.sender == tx.origin, "only externally owned accounts may refresh speeds");

refreshCanSpeedsinternal();

function refreshCanSpeedsinternal() internal
CToken[] memory allMarkets = allMarkets;

Sfor (uint i = 0; i < allMarkets .length, i++) {
CToken cToken = allMarkets [i];
Exp memory borrowIndex = Exp({mantissa: cToken.borrowlndex()});
updateCanSupply]ndex(address(clToken));
updateCanBorrowIndex(address(cToken), borrowIndex);

/

Exp memory totalUtility = Exgz({mantissa: 0});
Exp[] memo;(’)y utilities = new Exp[](allMarkets .length);
for (uint i = 0; i < allMarkets .length, i++) {
CToken cToken = allMarkets [i];
if (markets[address(cToken)].isCaned) {
Exp memory assetPrice = Exp({mantissa: oracle.getUnderlyingPrice(cToken)});
Exp memory utility = mul_(assetPrice, cToken.totalBorrows());
utilities[i] = utilgy,'
; totalUtility = add_(totalUtility, utility),
/

for (uinti = 0; i < allMarkets .length; i++) {
CToken cToken = allMaertsfz];
uint newSpeed = totalUtility.mantissa > 0 ? mul_(canRate, div_(utilities[i], totalUtility)) : 0;
canSpeeds[address(cToken)] = newSpeed;
emit CanSpeedUpdated(cToken, newSpeed);

/
}

/**
* (@notice Accrue Channels to the market by updating the supply index
:/ param cToken The market whose supply index to update
Sfunction 17€[dateCanSupply[ndex(address cToken) internal {
CanMarketState storage supplyState = canSupplyState[cToken];
uint supplySpeed = canSpeeds[cToken];
uint blockNumber = getBlockNumber();
uint deltaBlocks =sub_(blockNumber, uint(supplyState.block));
if (deltaBlocks > 0 & & . supglySpeed > 0)
Token(cToke

uint supplyTokens = n).totalSupply();
uint canAccrued = mul_(deltaBlocks, sup{lyﬁ)eedﬁ;
Double ~ memory ratio. = supplyTokens > 0 ? fraction(canAccrued, supplyTokens)

Double({mantissa: 0});
Double memory.index = add. (Double({mantissa: supplyState.index}), ratio);
canSupplyState[cToken] = CanMarket, tate(é
index: safe224(index.mantissa, "new index exceeds 224 bits'),
block: safe32(blockNumber, "block number exceeds 32 bits'

1)
} else if (deltaBlocks >-0) {
supplyState.block = safe32(blockNumber, "block number exceeds 32 bits");

/

/**
* (@notice Accrue Channels to the market by updating the borrow index
:/ param cToken The market whose borrow index to update

Sfunction 17€[dateCanBorrowIndex(address cToken, Exp memory marketBorrowlIndex) internal {
CanMarketState storage borrowState = canBorrowState[cToken];
uint borrowSpeed = canSpeeds[cToken];
uint blockNumber = etB%ckNumberO,‘
uint deltaBlocks = sub_(blockNumber, uint(borrowState.block));
if (deltaBlocks > 0 && borrowSpeed > ()
uint borrowAmount = div_(CToken(cToken).totalBorrows(), marketBorrowIndex);
uint canAccrued = mul_(deltaBlocks, borrowSpeed);
Double memory ratio = borrowAmount > 0 ? fraction(canAccrued, borrowAmount)
Double({mantissa: 0});
Double memory index = add_(Double({mantissa: borrowState.index}), ratio);
canBorrowStategcT oken] = CanMarketState({
index: safe224(index.mantissa, "new index exceeds 224 bits ')
block: safe32(blockNumber, "block number exceeds 32 bits'

} else})lj.‘(deltaBlocks >0){
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borrowState.block = safe32(blockNumber, "block number exceeds 32 bits"),
/

/**
* @notice Calculate Channels accrued b;’/ a supplier and possibly transfer it to them
* @param cToken The market in which the supplier is interacting
:/ param supplier The address of the supplier to distribute Channels to

Sfunction distributeSupplierCan(address cToken, address supplier, bool distributeAll) internal {
CanMarketState storage supplyState = canSupplyState[cToken];
Double memory supplylndex = Double{ {mantissa: supplyState.index});
Double memory sy, ZIZ ierlndex = Double({mantissa: canSupplierindex[cToken][supplier]});
can.S’upplierlna’ex[ﬁ7 oken] [supplier] = supplylndex.mantissa;

if (supplierIndex.mantissa == 0 && supplylndex.mantissa > 0) {
supplierindex.mantissa = canlnitiallndex;

uint supplierTokens = CToken(cToken).balanceOf(supplier),

uint supplierDelta = mul_(supplierTokens, deltalndex),

uint supplierAccrued = add_(canAccrued[supplier], su{)flierDelta);

canAccrued[sugplier] = transferCan(supplier, supplierAccrued, distributeAll ? 0 : canClaimThreshold);
emit DistributedSupplierCan(CToken(cToken), supplier, supplierDelta, supplylndex.mantissa);

Double memory deltalndex = subﬁ(sup[lylndex, st;pplier]ndex);
s

/

/**

: notice Calculate Channels accrued by a borrower ancj{possibly transfer it to them

dev Borrowers will not begin to accrue until after the first interaction with the protocol.
param cToken The market in which the borrower is interacting
)param borrower The address of the borrower to distribute Channels to

*

function distributeBorrowerCan(address cToken, address borrower, Exp-memory marketBorrowIndex, bool
distributeAll) internal {
CanMarketState storage borrowState = canBorrowState[cToken];
Double memory borrowIndex = Double({mantissa: borrowState.index});
Double memory borrowerIndex = Double({mantissa.: canBorrowerIndex[cToken][borrower]});
canBorrowerIndex[cToken] [borrower] = borrowIndex.mantissa;

if (borrowerIndex.mantissa > ()
Double memory deltalndex = sub( (borrowlndex, borrowerlndex);

uint borrowerAmount = div. (CToken(cToken).borrowBalanceStored(borrower),
marketBorrowlndex);

uint borrowerDelta = mul {(borrowerAmount, deltalndex),

uint borrowerAccrued = add_(canAccrued[borrower], borrowerDelta);

canAccrued[borrower] = transferCan(borrower, . borrowerAccrued, distributeAll ? 0
canClaimThreshold),

emit DistributedBorrowerCan(CToken(cToken), borrower, borrowerDelta, borrowlndex.mantissa);

notice Transfer Channels to the user, if they are above the threshold

dev Note: If there is not enough Channels, we do not perform the transfer all.
param user The address of the user to trans7fer Channels to

param userAccrued The amount of Channels to (possibly) transfer

return The amount of Channels which was NOT transferred to the user

Sfunction transferCan(address user, uint userAccrued, uint threshold) internal returns (uint) {
if (userAccrued >= threshold & & userAccrued > 0) {
Can can = Can(getCanAddress());
uint canRemaining.= can.balanceOf(address(this));
if (userAccrued <= canRemaining)
can.transfer(user, userAccrued);
return 0;

return userAccrued;

/**

* %notice Claim all the can accrued by holder in all markets
: param holder The address to claim Channels for

Sfunction claimCan(address holder) public {
return claimCan(holder, allMarkets);

/**
* @notice Claim all the can accrued by holder in the specified markets
* @param holder The address to claim Channels for
: param cTokens The list of markets to claim Channels in

Sfunction claimCan(address holder, CToken[] memory cTokens) public {

address[] memory holders = new address[](1);
holders[0] = holder,
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claimCan(holders, cTokens, true, true);

/**
* @notice Claim all can accrued by the holders
* @param holders The addresses to claim Channels for
* @param cTokens The list of markets to claim Channels in
: param borrowers Whether or not to claim Channels earned by borrowing

+/ param suppliers Whether or not to claim Channels earned by supplying
" fu:fzction claimCan(address[] memory holders, CToken[] memory cTokens, bool borrowers, bool suppliers)
ublic
P for (uinti = 0; i < cTokens.length, i++) {
CToken cToken = cTokens[i];
require(markets[address(cToken)].isListed, "market must be listed");
if ?borrowers ==true) {
Exp memory borrowlndex = Exp({mantissa: cToken.borrowlndex()});
updateCanBorrowlndex(address(cToken), borrowlndex),
]£’ (uint j = 0, j < holders.length; j++) {
distributeBorrowerCan(address(cToken), holders[j], borrowlndex, true);

if (suppliers == true) {
updateCanSupplylndex(address(cToken));
]£’ (uintj =0, < holderslle}?t ,'j++72 ;{
distributeSupplierCan(address(cToken), holders[j], true);

; 4
/
/*** Can Distribution Admin ***/
/**

* (@notice Set the amount of Channels distributed per block
:/ param canRate_ The amount of Channels wei per block to distribute

function _setCanRate(uint canRate ) public {
require(adminOrlnitializing(), "only admin can change can rate");

uint oldRate = canRate;
canRate = canRate ;
emit NewCanRate(oldRate, canRate_);

I refreshCanSpeedsinternal();

/**
* (@notice Add markets to canMarkets, allowing them to earn Channels in the flywheel
: param cTokens The addresses of the markets to add

Sfunction _addCanMarkets(address[] memogy cT okens)(f)ublic {
require(adminOrlnitializing(), "only admin can add can market");

for (uint i = 0;.i < cTokens.length; i+7§
_addCanMarketInternal(cTokens[i]),

refreshCanSpeedsinternal();

function _addCanMarketinternal(address cToken) internal {
Market storage market.= markets[cToken];
require(market.isListed == true, "can market is not listed");
require(market.isCaned == false, "can market already added");

market.isCaned = true;
emit MarketCaned(CToken(cToken), true);

if (canSupplyState[cToken].index == 0 && canSupplyState[cToken].block == 0) {
cangfpplyState[ cToken] = CanMarketState( f
index: canlnitiallndex,
block: safe32(getBlockNumber(), "block number exceeds 32 bits")

/

if (canBorrowState[cToken].index == 0 && canBorrowState[cToken].block == 0) {
canBorrowState[cT okend] = CanMarketState({
index: canlnitiallndex,
block: safe32(getBlockNumber(), "block number exceeds 32 bits")
) ;
}

/**

* (@notice Remove a market from canMarkets, preventing it from earning Channels in the flywheel
* @param cToken The address of the market to drop
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*/
function _dropCanMarket(address cToken) public {
require{izsg.sender == admin, "only admin can drop can market");

Market storage market = markets/cToken];
require(market.isCaned == true, "market is not a can market");

market.isCaned = dfalse;
emit MarketCaned(CToken(cToken), false);

; refreshCanSpeedsinternal();

/**
* (@notice Return all of the markets
* (@dev The automatic getter mccziy be used to access an individual market.

return The list of market addresses

k

*

Sfunction getAlIMarkets() public view returns (CToken[] memory) {
return allMarkets;

function getBlockNumber() public view returns (uint) {
return block.number;

/**
* %notice Return the address of the Channels token
:/ return The address of Channels

Sfunction getCanAddress() public view returns (address) 5
return Ox0d14deE0D75D9B2b8cAe378979E5bFca06266cb4;;

ComptrollerInterface.sol

pragma solidity 0.5.16;

contract Comptrollerinterface {

/// @notice Indicator that this is a Comptroller contract (for inspection)
bool public constant isComptroller = true;

/*¥** Assets You Are In **%/

Sfunction enterMarkets(address|[] calldata cTokens) external returns (uint[] memory),;
function exitMarket(address cToken) external returns. (uint);

/**% Policy Hooks ***/

Sfunction mintAllowed(address cToken, address minter, uint mintAmount) external returns (uint);

function mintVerify(address cToken, address minter, uint mintAmount, uint mintTokens) external;

function redeemAllowed(address cToken, address redeemer, uint redeemTokens) external returns (uint);
function redeemVerify(address ¢Token, address redeemer, uint redeemAmount, uint redeemTokens) external;

Sfunction borrowAllowed(address cToken, address borrower, uint borrowAmount) external returns (uint);

function borrowVerify(address cToken; address borrower, uint borrowAmount) external;

function repayBorrowAllowed(
address c¢Token,
address payer,
address borrower,
uint repayAmount) external returns (uint);
function repayBorrowVerify(
address cToken,
address payer,
address borrower,
uint repayAmount,
uint borrowerIndex) external;

Sfunction liquidateBorrowAllowed(
address cTokenBorrowed,
address cTokenCollateral,
address liquidator,
address borrower,
uint repayAmount) external returns (uint);

Sfunction liquidateBorrowVerify(
address cTokenBorrowed,
address cTokenCollateral,
address liquidator,
address borrower,
uint repayAmount,
uint seizeTokens) external,;

function seizeAllowed
address cTokenCollateral,
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address cTokenBorrowed,

address liquidator,

address borrower,

uint seizeTokens) external returns (uint);
function seize Veerv(

address cTokenCollateral,

address cTokenBorrowed,

address liquidator,

address borrower,

uint seizeTokens) external,;

function transferAllowed(address cToken, address src, address dst, uint transferTokens) external returns
(uint),
function transferVerify(address cToken, address src, address dst, uint transferTokens) external;

/**%* Liquidity/Liquidation Calculations ***/

Sfunction liquidateCalculateSeizeTokens(
address cTokenBorrowed,
address cTokenCollateral,
uint repayAmount) external view returns (uint, uint);

ComptrollerStorage.sol
pragma solidity "0.5.16;

import "./CToken.sol";
import "./PriceOracle.sol";

contract UnitrollerAdminStorage {
ks
* (@notice Administrator for this contract
*

address public admin;

/**

: @notice Pending administrator for this contract
address public pendingAdmin;

/**

: @notice Active brains of Unitroller

address public comptrollerImplementation;

/**

:/@notice Pending brains of Unitroller

address public pendingComptrollerImplementation;

/

contract ComptrollerV1Storage is UnitrollerAdminStorage {

/**
* @notice Oracle which gives the price of any given asset
%

PriceOracle public oracle;

/**
* @notice Multiplier used to calculate the maximum repayAmount when liquidating a borrow
*

uint public closeFactorMantissa;

/**
* (@notice Multiplier representing the discount on collateral that a liquidator receives
*/

uint public liquidationIncentiveMantissa;

/**
* (@notice Max number of assets a single account can participate in (borrow or use as collateral)
*

uint public maxAssets;

/**

* @notice Per-account mapping of "assets you are in", capped by maxAssets
*

mapping(address => CToken[]) public accountAssets;
/

contract ComptrollerV2Storage is ComptrollerV1Storage {
struct Market {
/// @notice Whether or not this market is listed
bool isListed;
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/**

* (@notice Multiplier representing the most one can borrow against their collateral in this market.
For instance, 0.9 to allow borrowing 90% of collateral value.

*  Must be between 0 and 1, and stored as a mantissa.

*/
uint collateralFactorMantissa;

/// @notice Per-market mapping of "accounts in this asset”
mapping(address => bool) accountMembership;

/// @notice Whether or not this market receives Channels
bool isCaned;

/**

* (@notice Official m;zpping of cTokens -> Market metadata
:/ dev Used e.g. to determine if a market is supported

mapping(address => Market) public markets;

/**

* @notice The Pause Guardian can pause certain actions as a safety mechanism.
* Actions which allow users to remove their own assets cannot be paused.
: Liquidation / seizing / transfer can only be paused globally, not by market.
address public pauseGuardian;
bool public _mintGuardianPaused;
bool public _borrowGuardianPaused;
bool public transferGuardianPaused;
bool public seizeGuardianPaused;
mapping(address => boo? public mintGuardianPaused;
mapping(address => bool) public borrowGuardianPaused;

contract ComptrollerV3Storage is ComptrollerV2Storage {

struct CanMarketState {
/// @notice The market's last updated canBorrowlndex or canSupplyIndex

uint224 index;
/1 @notice The block number the index was last updated at
uint32 block;

/17 @notice A list of all markets

CToken[] public allMarkets;

/// @notice The rate at which the flywheel distributes Channels, per block
uint public canRate;

/1 @notice The portion of canRate that each market currently receives
mapping(address =>wuint) public canSpeeds;

/// @notice The Channels market supply state for each market
mapping(address => CanMarketState) public canSupplyState;

/// @notice The Channels market borrow state for each market
mapping(address => CanMarketState) public canBorrowState;

/) @notice The Channels borrow index for each market for each supplier as of the last time they accrued

Channels

mapping(address => mapping(address => uint)) public canSupplierIndex;

/1] @notice The Channels borrow index for each market for each borrower as of the last time they accrued

Channels

mapping(address => mapping(address => uint)) public canBorrowerIndex;

/// @notice The Channels accrued but not yet transferred to each user
mapping(address => uint) public canAccrued;

CToken.sol

/**

* @title Channels's CToken Contract
* (@notice Abstract base for CTokens

pragma solidity "0.5.16;

import "./ComptrollerInterface.sol";
import "./CTokenlInterfaces.sol";

import "./ErrorReporter.sol";

import "./Exponential.sol";

import "./EIP20Interface.sol";

import "./EIP20NonStandardlnterface.sol";
import "./InterestRateModel.sol";
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:/@author Channels
contr/czkci CToken is CTokenlInterface, Exponential, TokenErrorReporter {

notice Initialize the money market

param comptroller The address ;f the Comptroller

)param interestRateModel The address of the interest rate model

param initialExchangeRateMantissa The initial exchange rate, scaled by lel8
param name_ EIP-20 name of this token

param symbol EIP-20 symbol of this token

jparam decimals _ EIP-20 decimal precision of this token

* K K X X X ¥

*/

Sfunction initialize(ComptrollerInterface comptroller
InterestRateModel interestRateModel
uint initialExchangeRateMantissa_,
string memory name_,
strinég memorly symbol_,
uint8 decimals ) public {

require(msg.sender == admin, "only admin may initialize the market");

require(accrualBlockNumber == 0 && borrowindex == 0, "market may only be initialized once");

// Set initial exchange rate
initialExchangeRateMantissa = initialExchangeRateMantissa_;
require(initialExchangeRateMantissa > 0, "initial exchange rate must be greater than zero.");

// Set the comptroller
uint err = _setComptroller(comptroller ),
require(err == uint(Error.NO_ERROR), "setting comptroller failed");

// Initialize block number and borrow index (block number mocks depend on comptroller being set)

accrualBlockNumber = getBlockNumber (),
borrowlndex = mantissaOne;

// Set the interest rate model /gdepends on block number / borrow index)
err = _setlnterestRateModelFresh(interestRateModel );
require(err == uint(Error.NO_ERROR), "setting interest rate model failed");

name = name_;
symbol = symbol_;
ecimals = decimals_;

// The counter starts true to prevent changing it from zero to non-zero (i.e. smaller cost/refund)
_notEntered = true;

/**

notice Transfer “tokens’ tokens from “src to ‘dst’ by “spender’
dev Called by both ‘transfer™ and “transferFrom  internally
param spender The address of the account performing the transfer
param src The address of the source account

jparam dst The address of the destination account

param tokens The number of tokens to transfer

return Whether or not the transfer succeeded

* K K K X X ¥

*/
function transferTokens(address sgender, address src, address dst, uint tokens) internal returns (uint) {
/* Fail if transfer not allowed. */

uint allowed = comptroller.transferAllowed(address(this), src, dst, tokens);
if (@llowed = 0) {

return failOpaque(Error.ChannelsTROLLER _REJECTION,

F ailurelnj}o. TRANSFER ChannelsTROLLER REJECTION, allowed);

/* Do not allow self-transfers */
if (src ==dst) {
return faii (Error.BAD INPUT, Failurelnfo. TRANSFER NOT ALLOWED);

/* Get the allowance, infinite for the account owner */
uint startingAllowance = 0;
if (spender == src) {
Jel st{artingAllowance = uint(-1);
else
startingAllowance = transferAllowances(src][spender];

/* Do the calculations, checking for {under,over}flow */
MathError mathErr;

uint allowanceNew;

uint srcTokensNew,

uint dstTokensNew;

(mathErr, allowanceNew) = subUlInt(startingAllowance, tokens);
if (mathErr |= MathError.NO_ERROR) {
return fail(Error.MATH ERROR, Failurelnfo.TRANSFER NOT ALLOWED);

(mathErr, srcTokensNew) = subUlnt(accountTokens[src], tokens);
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if (mathErr |= MathError.NO_ERROR) {
return fail(Error.MATH ERROR, Fgailure]nfo. TRANSFER NOT ENOUGH);

(mathErr, dstTokensNew) = addUInt(accountTokens[dst], tokens);
if (mathErr |= MathError.NO_ERROR) {
return fail(Error. MATH ERROR, I<l ailurelnfo. TRANSFER TOO _MUCH),

Y/iiiiiaiia
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

accountTokens[src] = srcTokensNew;,
accountTokens[dst] = dstTokensNew,

/* Eat some of the allowance (if necessary) */
if (startingAllowance != uint(-1)) {
transferAllowances/[src|[spender] = allowanceNew,

/* We emit a Transfer event */
emit Transfer(src, dst, tokens);

comptroller.transferVerify(address(this), src, dst, tokens),
return uint(Error.NO_ERROR);

/**
* (@notice Transfer ‘amount’ tokens from ‘msg.sender” to ‘dst’
* dst ddr the destination account
param dst The address of the
* @param amount The number of tokens to tran{/s/er
* @return Whether or not the transfer succeede
*/

function transfer(address dst, uint256 amount) external nonReentrant returns (bool) {

return transferTokens(msg.sender, msg.sender, dst, amount) == uint(Error.NO_ERROR),

notice Transfer ‘amount’ tokens from ‘src’ to ‘dst’
param src The address of the source account
param dst The address of the destination account
param amount The number of tokens to tran;}fer
return Whether or not the transfer succeede:

e
******

*/
function transferFrom(address sre; address dst, uint256 amount) external nonReentrant returns (bool) {
return transferTokens(msg.sender, src, dst, amount) == uint(Error.NO_ERROR);

/**
* (@notice Approve-spender’ to transfer up to amount’ from ‘src’
* @dev This will overwrite the ?f roval amount for “spender’
* and is subject to issues note ﬁzere] (https:/lei s.etﬁereum.or /EIPS/eip-20#approve)
* @param spender The address of the account which may tmns]gr tokens
* @param amount The number of tokens that are approved (-1 means infinite)
: return Whether ornot the approval succeeded

function approve(address spender, uint256 amount) external returns (bool) {
address src = msg.sender;
transferAllowances[src][spender] = amount;
emit Approval(src, spender, amount);

return true;
/
/**
* (@notice Get the current allowance from “owner ‘h/or ‘spender’
* @param owner The address of the account which owns the tokens to be spent
* @param §pender The address of the account which may transfer tokens
* @return The number of tokens allowed to be spent (-1 means infinite)

*

Sfunction allowance(address owner, address spender) external view returns (uint256) {
return transferAllowances[owner] [spender];

/**

* @notice Get the token balance of the “owner’

* The address of the account to que
param owner The a it to query

* @return The number of tokens owned by ‘owner

Sfunction balanceOf{address owner) external view returns (uint256) {
return accountTokens[owner/;

/**

* @notice Get the underlying balance of the ‘owner’
* (@dev This also accrues interest in a transaction
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* @param owner The address of the account to query
:/ return The amount of underlying owned by “owner’

Sfunction balanceOfUnderlying(address owner) external returns (uint) {
Exp memory exchangeRate = Exp({mantissa: exchangeRateCurrent()});
(MathError mErr, uint balance) = mulScalarTruncate(exchangeRate, accountTokens[owner]);
require(mErr == MathError.NO_ERROR, "balance could not be calculated");
return balance;

notice Get a snapshot of the account's balances, and the cached exchange rate
dev This is used by comptroller to more efficiently perform liquidity checks.
param account Address of the account to snapshot

return (possible error, token balance, borrow balance, exchange rate mantissa)

function getAccountSnapshot(address account) external view returns (uint, uint, uint, uint) {
uint cTokenBalance = accountTokens[account];
uint borrowBalance;
uint exchangeRateMantissa,

MathError mErr;

(mErr, borrowBalance) = borrowBalanceStoredinternal(account);
if (mErr |= MathError.NO ERRO]I? {
return (uint(Error.MATH ERROR), 0, 0, 0);

(mErr, exchangeRateMantissa) = exchangeRateStoredInternal(),
if (mErr |= MathError.NO ERRO]I? {
return (uint(Error.MATH ERROR), 0, 0, 0);

; return (uint(Error.NO_ERROR), cTokenBalance, borrowBalance, exchangeRateMantissa);
/**

* @dev Function to simply retrieve block number
* This exists mainly for inheriting test contracts to stub this result.
*

function getBlockNumber() internal view returns (uint).{
return block.number;

/**

* (@notice Returns the current per-block borrow interest rate for this cToken
: return The borrow interestrate per block, scaled by 1el8

Sfunction borrowRatePerBlock() external view returns (uint) {
return interestRateModel.getBorrowRate(getCashPrior(), totalBorrows, totalReserves),

/**
* (@notice Returns the current per-block Su}}:_vply interest rate for this cToken
: return The supply interest rate per block, scaled by 1el8§

function supplyRatePerBlock() external view returns (uint) {
return interestRateModel.getSupplyRate(getCas;zPrior(), totalBorrows, totalReserves,
reserveFactorMantissa),

/**

* (@notice Returns the current total borrows plus accrued interest
* @return The total borrows with interest
*

Sfunction totalBorrowsCurrent() external nonReentrant returns (uint) {
require(accruelnterest() == uint(Error.NO_ERROR), "accrue interest failed");
return totalBorrows;

/**
* ?notice Accrue interest to updated borrowlndex and then calculate account's borrow balance using the
updated borrowlndex
* @param account The address whose balance should be calculated after updating borrowIndex
:/ return The calculated balance

function borrowBalanceCurrent(address account) external nonReentrant returns (uint) {
require(accruelnterest() == uint(Error.NO_ERROR), "accrue interest failed");
return borrowBalanceStored(account);

/**

* @notice Return the borrow balance of account based on stored data
* (@param account The address whose balance should be calculated
: return The calculated balance

function borrowBalanceStored(address account) public view returns (uint) {
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(MathError err, uint result) = borrowBalanceStoredInternal(account);
require(errl== MathError.NO_ERROR, "borrowBalanceStored: borrowBalanceStoredInternal failed");
return result;

/**
* %ﬂotice Return the borrow balance of account based on stored data

* @param account The address whose balance should be calculated
* (@return (error code, the calculated balance or 0 if error code is non-zero)
*

function borrowBalanceStoredInternal(address accourgzp internal view returns (MathError, uint) {
/* Note: we do not assert that the market is up to date */
MathError mathErr;
uint principalTimesIndex;
uint result;

/* Get borrowBalance and borrowIndex */
BorrowSnapshot storage borrowSnapshot = accountBorrows[account];

/* If borrowBalance = 0 then borrowlndex is likely also 0.
:/Rather than failing the calculation with a division by 0, we immediately return 0 in this case.

if (borrowSnapshot.principal == 0) {
return (MathError.NO_ERROR, 0);

/* Calculate new borrow balance using the interest index:
*  recentBorrowBalance = borrower.borrowBalance * market.borrowlndex / borrower.borrowlndex
*

(mathErr, principalTimesindex) = mulUInt(borrowSnapshot.principal, borrowIndex);
if (mathErr |= MathError.NO_ERROR) {
return (mathErr, 0);

(mathErr, result) = divUInt(principalTimesIndex, borrowSnapshot.interestindex),
if (mathErr |= MathError.NO_ERROR) {
return (mathErr, 0);

; return (MathError.NO_ERROR, result);

/**

* (@notice Accrue interest then return the up-to-date exchange rate
: return Calculated exchange rate scaled by lel8

function exchangeRateCurrent() public nonReentrant returns (uint) {
require(accruelnterest() == uint(Error.NO_ERROR), "accrue interest failed");
return exchangeRateStored(),

/**
* @notice Calculates the exchange rate from the underlying to the CToken
* (@dev T h%/unction does not accrue interest before calculating the exchange rate
* (@return Ca
*/
Jfunction exchangeRateStored() public view returns (uindt) {
(MathError err, uint result) = exchangeRateStoredInternal();
require(errl== MathError.NO_ERROR, "exchangeRateStored: exchangeRateStoredInternal failed");
return result;

leulated exchange rate scaled by lel8

/**
* %ﬂotice Calculates the exchange rate from the underlying to the CToken

* @dev This function does not accrue interest before calcu ating the exchange rate
: return (error code, calculated exchange rate scaled by 1el8)

function exchangeRateStoredlnternal() internal view returns (MathError, uint) {
uint _totalSupply = totalSupply;

if (_t_%alSuppy ==0){

* [f there are no tokens minted:
* © exchangeRate = initialExchangeRate
*/

Jel rzturn (MathError.NO_ERROR, initialExchangeRateMantissa),
else
/

* Otherwise:
: exchangeRate = (totalCash + totalBorrows - totalReserves) / totalSupply

uint totalCash = getCashPrior();

uint cashPlusBorrowsMinusReserves;
Exp memory exchangeRate;
MathError mathErr;

(mathErr,  cashPlusBorrowsMinusReserves) =  addThenSubUlnt(totalCash,  totalBorrows,
totalReserves);
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if (mathErr |= MathError.NO_ERROR) {
return (mathErr, 0);

(mathErr, exchangeRate) = getExp(cashPlusBorrowsMinusReserves, _totalSupply);
if (mathErr |= MathError.NO_ERROR) {
return (mathErr, 0);

return (MathError.NO_ERROR, exchangeRate.mantissa);

/
}

/**

* (@notice Get cash balance of this cToken in the underlying asset
:/ return The quantity of underlying asset owned by this contract
Sfunction getCash() external view returns (uint) {

return getCashPrior();

/**

* (@notice Applies accrued interest to total borrows and reserves
* (@dev This calculates interest accrued from the last checkpointed block
:/ up to the current block and writes new checkpoint to storage.
Sfunction accruelnterest() public returns (uint) {
Remember the initial block number */
uint currentBlockNumber = getBlockNumber(),
uint accrualBlockNumberPrior = accrualBlockNumber,

/* Short-circuit accumulating 0 interest */
if (accrualBlockNumberPrior == currentBlockNumber) {
return uint(Error.NO_ERROR);

/* Read the previous values out of storage */
uint cashPrior = getCashPrior();

uint borrowsPrior = totalBorrows;

uint reservesPrior = totalReserves,

uint borrowIndexPrior = borrowlndex;

/* Calculate the current borrow interest rate */

uint borrowRateMantissa = interestRateModel.getBorrowRate(cashPrior, borrowsPrior,
reservesPrior);

require(borrowRateMantissa <= borrowRateMaxMantissa, "borrow rate is absurdly high");

/* Calculate the number of blocks elapsed since the last accrual */
(MathError mathErr, uint blockDelta) = subUlnt(currentBlockNumber, accrualBlockNumberPrior);
require(mathErr == MathError.NO _ERROR, "could not calculate block delta");

/*

* Calculate the interest accumulated into borrows and reserves and the new index:
simplelnterestFactor = borrowRate * blockDelta
interestAccumulated = simplelnterestF actor * totalBorrows
totalBorrowsNew = interestAccumulated + totalBorrows
totalReservesNew = interestAccumulated * reserveFactor + totalReserves
borrowIndexNew = simplelnterestFactor * borrowlndex + borrowlndex

*

* K X X X
S

Exp memory simplelnterestFactor;
uint interestAccumulated;

uint totalBorrowsNews;

uint totalReservesNew;

uint borrowlndexNew;

(mathErr, simplelnterestFactor) = mulScalar(Exp({mantissa: borrowRateMantissa}), blockDelta);
if (mathErr |= MathError.NO_ERROR) {
return 7[ai10pa ue(Error. MATH ERROR,
F ailurelnj;o.A CCRUE_INTEREST SIMPLE INTEREST FACTOR_CALCULATION_FAILED, uint(mathErr));

(mathErr, interestAccumulated) = mulScalarTruncate(simplelnterestFactor, borrowsPrior);
if (mathErr |= MathError.NO_ERROR) {
return ail OIQa?ue(Error.MA TH ERROR,
F ailurelnj;o.A CCRUE _INTEREST ACCUMULATED INTEREST CALCULATION FAILED, uint(mathErr));

(mathErr, totalBorrowsNew) = addUlInt(interestAccumulated, borrowsPrior);
if (mathErr |= MathError.NO_ERROR) {
%te(Error.MAT 'H ERROR,

return Nfail%a
Failurelnj;o.ACCRUE_INTEREST_NEW_TOTAL_BORROWS_CALCULATIO " FAILED, uint(mathErr));

(mathErr, totalReservesNew) = mulScalarTruncateAddUInt(Exp({mantissa: reserveFactorMantissa}),
interestAccumulated, reservesPrior);
if (mathErr |= MathError.NO_ERROR) {

-76 -



S stz Channels 5 & 24l

return Nfail %%te(Error.MA TH ERROR,
Fai lure]n];o.A CCRUE _INTEREST NEW TOTAL RESERVES CALCULATION FA , uint(mathErr));

mathErr, borrowlndexNew) = mulScalarTruncateAddUInt(simplelnterestFactor, borrowIndexPrior,
borrowIndexPrior);

if (mathErr |= MathError.NO_ERROR) {

return failOpaque(Error. MATH ERROR,
F ailurelnj;o.A CCRUE_INTEREST NEW_BORROW _INDEX CALCULATION_FAILED, uint(mathErr));

Yz
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

/* We write the previously calculated values into storage */
accrualBlockNumber = currentBlockNumber;
borrowlndex = borrowlIndexNew,

totalBorrows = totalBorrowsNew;

totalReserves = totalReservesNew,

/* We emit an Accruelnterest event */
emit Accruelnterest(cashPrior, interestAccumulated, borrowIndexNew, totalBorrowsNew);

; return uint(Error.NO_ERROR);

/**

* @notice Sender supplies assets into the market and receives cTokens in exchange

dev Accrues interest whether or not the operation succeeds, unless reverted
% : .
param mintAmount The amount of the underlymf asset to supply

* @return (uint, uint) An error code (O=success, otherwise a failure, see ErrorReporter.sol); and the actual
mint amount.
*/

function mintInternal(uint mintAmount) internal nonReentrantreturns (uint, uint) {
uint error = accruelnterest();
if (error != uint(Error.NO_ERROR)) {

// accruelnterest emits logs on errors, but we still want to.log the fact that an attempted borrow

return (fail(Error(error), Failurelnfo. MINT ACCRUE INTEREST FAILED), 0);

failed

// mintFresh emits the actual Mint event if successful and logs. on errors, so we don't need to
return mintFresh(msg.sender, mintAmount);

struct MintLocalVars {
Error err;
MathError mathErr;
uint exchangeRateMantissa;
uint mintTokens;
uint totalSupplyNew;
uint accountTokensNew,

uint actualMintAmount;
/
/**
* (@notice User supplies assets into.the market and receives cTokens in exchange
* (@dev Assumes interest.has already been accrued up to the current block
: param minter The address of the account which is supplying the assets

)param mintAmount The amount of the underlying asset to sy,

pply
return (uint, uint) An error.code (0=success, otherwise a failﬁre, see ErrorReporter.sol), and the actual
mint amount.
%

*

Sfunction mintFresh(address minter, uint mintAmount) internal returns (uint, uint) {
/* Fail if mint not allowed */
uint allowed = comptroller.mintAllowed(address(this), minter, mintAmount);
if (allowed I=0) {

return (failOpaque(Error.ChannelsTROLLER REJECTION,
F ailurelnj;o.MIN T ChannelsTROLLER REJECTION, allowed), 0);

/* Verify market's block number equals current block number */
if (accrualBlockNumber != getBlockNumber,

0) ¢
return (fail(Error.MARKETiNOTiFRE‘#I,l Failurelnfo. MINT FRESHNESS CHECK), 0);

MintLocalVars memory vars;

(vars.mathErr, vars.exchangeRateMantissa) = exchangeRateStoredInternal(),
if (vars.mathErr |= MathError.NO_ERROR) {

return
F ailurelnj;o.MIN T EXCHANGE RATE READ FAILED, uint(vars.mathErr)),

>

g)’aiIOpaque(Error.MA TH ERROR,

Y/iiiidaiia
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)
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/*
*  We call ‘doTransferIn’ for the minter and the mintAmount.
*  Note: The cToken must handle variations between ERC-20 and ETH underlying.
*  “doTransferIn’ reverts if anything goes wrong, since we can't be sure if
*  side-effects occurred. The ﬁfnction returns the amount actually transferred,
* in case of a fee. On success, the cToken holds an additional “actualMintAmount’
*  of cash.
*/
vars.actualMintAmount = doTransferIn(minter, mintAmount);
/*

* We get the current exchange rate and calculate the number of cTokens to be minted:

:/ mintTokens = actualMintAmount / exchangeRate

(vars.mathErr, vars.mintTokens) = divScalarByExpTruncate(vars.actualMintAmount, Exp({mantissa:
vars.exchangeRateMantissa}

require(vars. mathl:)%r == MathError.NO_ERROR, "MINT EXCHANGE CALCULATION FAILED");
/*

* We calculate the new total Supf?ly of cTokens and minter token balance, checking for overflow:

*  totalSupplyNew = totalSupply + mintTokens

:/ accountTokensNew = accountTokens[minter] + mintTokens
(vars.mathErr, vars.totalSupplyNew) = addUInt(totalSupply, vars.mintTokens),
require(vars.mathErr == MathError.NO_ERROR,
"MINT NEW TOTAL SUPPLY CALCULATION FAILED");

(vars.mathErr, vars.accountTokensNew) = addUlInt(accountTokens[minter], vars.mintTokens),

require(vars.mathErr == MathError.NO_ERROR,
"MINT NE gfiA CCOUNT BALANCE CALCULATION FAILED");

/* We write previously calculated values into storage */
totalSupply = vars.totalSupplyNew,
accountTokens[minter] = vars.accountTokensNew;

/* We emit a Mint event, and a Transfer event */
emit Mint(minter, vars.actualMintAmount, vars.mintTokens),
emit Transfer(address(this), minter, vars.mintTokens);

/* We call the defense hook */
comptroller.mintVerify(address(this), minter, vars.actualMintAmount, vars.mintTokens);

return (uint(Error.NO_ERROR); vars.actualMintAmount),

/
/**
* @notice Sender redeems cTokens in exchange for the underlying asset
* @dev Accrues interest whether or not the operation succeeds, unless reverted
* (@param redeemTokens The number of cTokens to redeem into underlying
* (@return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

*

function redeemlInternal(uint redeemTokens) internal nonReentrant returns (uint) {
uint error = accruelnterest();
if (error != uint(Error.NO_ERROR)) {
fuiled // accruelnterest emits logs on errors, but we still want to log the fact that an attempted redeem
aile
return fail(Error(error), Failurelnfo. REDEEM ACCRUE INTEREST FAILED);
// redeemFresh emits redeem-specific logs on errors, so we don't need to
return redeemFresh(msg.sender, redeemTokens, 0);

notice Sender.redeems cTokens in exchange for a specified amount of underlying asset
dev Accrues interest whether or not the operation succeeds, unless reverted

param redeemAmount The amount of underlying to receive from redeeming cTokens
return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)

function redeemUnderlyingInternal(uint redeemAmount) internal nonReentrant returns (uint) {
uint error = accruelnterest();
if (error != uint(Error.NO_ERROR)) {
// accruelnterest emits logs on errors, but we still want to log the fact that an attempted redeem

failed
return fail(Error(error), Failurelnfo. REDEEM ACCRUE INTEREST FAILED);
// redeemFresh emits redeem-specific logs on errors, so we don't need to
return redeemFresh(msg.sender, 0, redeemAmount);

struct RedeemLocalVars {
Error err;
MathError mathErr;
uint exchangeRateMantissa;
uint redeemTokens;
uint redeemAmount;
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uint totalSupplyNew;
uint accountTokensNew;

notice User redeems cTokens in exchange for the underlying asset
dev Assumes interest has already been accrued up to the current block
param redeemer The address of the account which is redeeming the tokens
param redeemTokensIn The number of cTokens to redeem into underlying (only one of redeemTokensin
or redeemAmountln may be non-zero)
* @param redeemAmountln The number of underlying tokens to receive from redeeming cTokens (only one
of redeem TokensIn or redeemAmountln may be non-zero)
@return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

*

funcnon redeemFresh(address payable redeemer, uint redeemTokensIn, uint redeemAmountln) internal
returns (uint) {

requlre(redeemT okensln == 0 || redeemAmountln == 0, "one of redeemTokensin or redeemAmountin
must be zero");

RedeemLocalVars memory vars;

/* exchanieRate = invoke Exchange Rate Stored() */
(vars.mathErr, vars.exchangeRate. antlssa) = exchangeRateStoredinternal(),
if (vars. mathErr |= MathError.NO  ERROR) {
return failOpaque(Error.MATH ERROR,
F azlure[n]}o REDEEM EXCHANGE RATE READ FAILED, uint(vars.mathErr));

/* If redeemTokensin > 0: */
if reilfemT okensin > 0) {

* We calculate the exchange rate and the amount of underlying to be redeemed:
*  redeemTokens = redeemTokensin

*  redeemAmount = redeemTokensln x exchangeRateCurrent
*

vars.redeemTokens = redeemTokensIn;

(vars.mathErr, vars. redeemAmount) = mulScalarTruncate(Exp({mantissa:
vars.exchangeRateMantissa}), redeemTokensin);
if (vars.mathErr |= MathError. NO  ERROR) {
return failOpaque(Error.MATH ERROR,
Failurelnfo. REDEEM EXCHANGE_TOKENS CALCULATION FAILED, uint(vars.mathErr));

} else i

* We get the current exchange rate and calculate the amount to be redeemed:
*  redeemTokens =redeemAmountln /' exchangeRate

*  redeemAmount = redeemAmountin

*

]gvars mathErr, vars.redeemTokens) = divScalarByExpTruncate(redeemAmountln, Exp({mantissa:
vars.exchangeRateMantissa}));

if (vars math rr |= MathError.NO_ERROR) {
failOpaque(Error.MATH ERROR,
Failurelnfo. RE}DEEM EXCHANGE AMOUNT _CALCULATION_FAILED, uint(vars.mathErr));

vars.redeemAmount = redeemAmountln,

/* Failif redeem not allowed */
uint allowed = comptroller.redeemAllowed(address(this), redeemer, vars.redeemTokens);

lf(allowed I=0){
failOpaque(Error.ChannelsTROLLER REJECTION,
Fazlureln]}o REDEEM ChannelsTROLLER REJECTION, allowed)p'

/* Verify market's block number equals current block number */
if (accrualBlockNumber != getBlockNumber, S%
return fail(Error. MARKET NOT FRESH, Failurelnfo.REDEEM FRESHNESS CHECK);

/*
* We calculate the new total supf)ly and redeemer balance, checking for underflow:

* totalSupplyNew = totalSupply - redeemTokens
: accountTokensNew = accountTokens[redeemer] - redeemTokens

(vars.mathErr, vars.totalSupplyNew) = subUInt(totalSupply, vars.redeemTokens),
if (vars mathErr != MathError.NO_ERROR) {
failOpaque(Error. MATH ERROR,

Fazlure[nj;o REDEEM NEW TOTAL SUPPLY CALCULATION FAILED, uint(vars.mathErr));

(vars.mathErr, vars.accountTokensNew) = sub Ulnt(accountTokens[redeemer], vars.redeemTokens);
if (vars. mathErr |= MathError.NO  ERROR) {
return failOpaque(Error.MATH ERROR,
Failurelnfo.REDEEM NEW ACCOUNT BALANCE CALCULATION FAILED, uint(vars.mathErr));
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/

/* Fail gracefully if protocol has insufficient cash */
if (getCashPrior() < vars.redeemAmount) {

return fail(Error. TOKEN INSUFFICIENT CASH,
Failurelnj;o.REDEEM_TRANSFER_O UT NOT POSSIBLE);

Yz
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

/*
* We invoke doTransferOut for the redeemer and the redeemAmount.
*  Note: The cToken must handle variations between ERC-20 and ETH underlying.
*  On success, the cToken has redeemAmount less of cash.
*  doTransferOut reverts if anything goes wrong, since we can't be sure if side effects occurred.

doTransferOut(redeemer, vars.redeemAmount);

/* We write previously calculated values into storage */
totalSupzlgly = vars.totalSupplyNew;
accountTokens[redeemer] = vars.accountTokensNew;

/* We emit a Transfer event, and a Redeem event */
emit Transfer(redeemer, address(this), vars.redeemTokens);
emit Redeem(redeemer, vars.redeemAmount, vars.redeemTokens);

/* We call the defense hook */
comptroller.redeemVerify(address(this), redeemer, vars.redeemAmount, vars.redeemTokens),

; return uint(Error.NO_ERROR);
/**
* %notice Sender borrows assets from the protocol to their own address

* @param borrowAmount The amount of the underlying asset to borrow
* @return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

Sfunction borrowlInternal(uint borrowAmount) internal nonReentrant returns (uint) {
uint error = accrue]nterest();
if (error != uint(Error.NO_ERROR)) {
Juiled // accruelnterest emits logs on errors, but we still want to log the fact that an attempted borrow
aile
return fail(Error(error), Failurelnfo. BORROW_ACCRUE_INTEREST FAILED);

// borrowFresh emits borrow=specific logs.on errors, so we don't need to
return borrowFresh(msg.sender, borrowAmount);

struct BorrowLocalVars {
MathError mathErr;
uint accountBorrows;
uint accountBorrowsNew;
uint totalBorrowsNew;

/**
* @notice Users borrow assets from the protocol to their own address
- !

param borrowAmount The amount of the underlying asset to borrow
*@returnuint O=success, otherwise a failure (see ErrorReporter.sol for details)
*

function borrowFresh(address payable borrower, uint borrowAmount) internal returns (uint) {
/* Fail if borrow not allowe}*/
uint allowed = comptroller.borrowAllowed(address(this), borrower, borrowAmount);
if (allowed !=0) {

return ailOpaque(Error.ChannelsTROLLER REJECTION,
Fai lure[n]}o.BORR OW _ChannelsTROLLER _REJECTION, al owedf'

/* Verify market's block number equals current block number */
if (accrualBlockNumber != etBlockNumbe}s% {
return fail(Error. MARKET NOT FRESH, Failurelnfo. BORROW FRESHNESS CHECK);

/* Fail gracefully if protocol has insufficient underlying cash */
if (getCashPrior() < borrowAmount) {

return fail(Error.TOKEN INSUFFICIENT CASH,
F ailurelnj;o.BORRO W_CASH _NOT _AVAILABLE);

BorrowLocalVars memory vars;
/*

* We calculate the new borrower and total borrow balances, failing on overflow:
* accountBorrowsNew = accountBorrows + borrowAmount
* totalBorrowsNew = totalBorrows + borrowAmount
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*/
(vars.mathErr, vars.accountBorrows) = borrowBalanceStoredInternal(borrower);
if (vars.mathErr |= MathError.NO_ERROR) {
return 5 ilOpaque(Error.MATH ERROR,
Fai lure[n]}o.BORR OW ACCUMULATED BALANCE CALCULATION FAILED, uint(vars.mathErr));

(vars.mathErr, vars.accountBorrowsNew) = addUlnt(vars.accountBorrows, borrowAmount);
if (vars.mathErr |= MathError.NO_ERROR) {
ue(Error.MATH ERROR,

return fail OFPGI% -
Fai lure[n]}o.BORR OW_NEW_ACCOUNT _BORROW_BALANCE_CALCULATION FAILED, uint(vars.mathErr));

(vars.mathErr, vars.totalBorrowsNew) = addUInt(totalBorrows, borrowAmount);
if (vars.mathErr |= MathError.NO_ERROR) {
return failOpaque(Error.MATH ERROR,
Fai lure[n]}o.BORRO W NEW TOTAL BALANCE CALCULATION FAILED, uint(vars.mathErr));

ildiiiiia
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

/*
* We invoke doTransferOut for the borrower and the borrowAmount.
*  Note: The cToken must handle variations between ERC-20 and ETH underlying.
*  On success, the cToken borrowAmount less of cash.
: doTransferOut reverts if anything goes wrong, since we can't be sure if side effects occurred.

doTransferOut(borrower, borrowAmount);

/* We write the previously calculated values into storage */
accountBorrows[borrower].principal = vars.accountBorrowsNew;
accountBorrows[borrower].interestindex = borrowlndex,
totalBorrows = vars.totalBorrowsNew;

/* We emit a Borrow event */
emit Borrow(borrower, borrowAmount, vars.accountBorrowsNew, vars.totalBorrowsNew),

/* We call the defense hook */
comptroller.borrowVerify(address(this), borrower, borrowAmount),

; return uint(Error.NO_ERROR);

/**

* @notice Sender repays their-own-borrow

* (@param repayAmount The amount to.repay

* @return (uint, uint) An error code (O=success, otherwise a failure, see ErrorReporter.sol), and the actual
repayrftkfnl amount.

function repayBorrowlnternal(uint repayAmount) internal nonReentrant returns (uint, uint) {
uint error = accrueInterest();
if (error !=uint(Error.NO_ERROR)) {
// accruelnterest emits logs on errors, but we still want to log the fact that an attempted borrow

failed
return (fail(Error(error), Eailurelnfo.REPAY BORROW ACCRUE INTEREST FAILED), 0);
// repayBorrowFresh_emits repay-borrow-specific logs on errors, so we don't need to
return repayBorrowFresh(msg.sender, msg.sender, repayAmount);
/**

* @notice Sender repays a borrow belonging to borrower

* @param borrower the account with the debt being payed off

* @param repayAmount The amount to repay

* @return (uint, uint) An error code (O0=success, otherwise a failure, see ErrorReporter.sol), and the actual
repayrftkfnl amount.

function repayBorrowBehalfInternal(address borrower, uint repayAmount) internal nonReentrant returns
(uint, uint) {
uint error = accruelnterest();
if (error != uint(Error.NO_ERROR)) {
// accruelnterest emits logs on errors, but we still want to log the fact that an attempted borrow

failed
return (fail(Error(error), Failurelnfo.REPAY BEHALF ACCRUE INTEREST FAILED), 0);
// repayBorrowFresh emits repay-borrow-specific logs on errors, so we don't need to
; return repayBorrowFresh(msg.sender, borrower, repayAmount);
struct RepayBorrowLocalVars {
Error err;
MathError mathErr;

uint repayAmount;
uint borrowerIndex;
uint accountBorrows,
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uint accountBorrowsNew;
uint totalBorrowsNew;
uint actualRepayAmount;

/**
* (@notice Borrows are repaid by another user (possibly the borrower).
* @param payer the account paying off the borrow
* (@param borrower the account with the debt being iayed off
: param repayAmount the amount of undelrying tokens being returned

return (uint, uint) An error code (0=success, otherwise a failure, see ErrorReporter.sol), and the actual
repayment amount.
*/

function repayBorrowFresh(address payer, address borrower, uint repayAmount) internal returns (uint, uint)

/* Fail if repayBorrow not allowed */
uint allowed = comptroller.repayBorrowAllowed(address(this), payer, borrower, repayAmount);

if (allowed I=0) {
return gail Opagque(Error.ChannelsTROLLER REJECTION,
Fai lure]n];o.REPA Y BORROW _ChannelsTROLLER REJECTION, allowed), 0);

/* Verify market's block number equals current block number */
if (accrualBlockNumber != getBlockNumber()) {
return (fail(Error.MARKET NOT FRESH,
F ailure[n]}o.REPA Y BORROW FRESHNESS CHECK), 0);

RepayBorrowLocalVars memory vars,

/* We remember the original borrowerIndex for verification purposes */
vars.borrowerindex = accountBorrows[borrower].interestindex;

/* We fetch the amount the borrower owes, with accumulated interest*/
(vars.mathErr, vars.accountBorrows) = borrowBalanceStoredinternal(borrower);
if (vars.mathErr |= MathError.NO_ERROR) {
ue(Error.MATH ERROR,

return ]\g’ail Of%q .
]03 ailurelnfo.REPAY BORROW_ACCUMULATED BALANCE CALCULATION FAILED,  uint(vars.mathErr)),

)

/* If repayAmount == -1, repayAmount =accountBorrows %/
if (repayAmount == uint(-1)) {

vars.repayAmount = vars.accountBorrows;
JYelse {

vars.repayAmount = repayAmount;

Y/iiiiiaiia
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

%
* We call doTransferIn for the payer and the repayAmount

*  Note: The cToken must handle variations between ERC-20 and ETH underlying.

*  On success, the cToken holds an additional repayAmount 0/’ cash.

* . doTransferIn reverts if anything goes wrong, since we can't be sure if side effects occurred.
* it returns the amount actually transferred, in case of a fee.

vars.actualRepayAmount = doTransferIn(payer, vars.repayAmount);
/*
* We calculate the new borrower and total borrow balances, failing on underflow:

*  accountBorrowsNew = accountBorrows - actualRepayAmount
*  totalBorrowsNew = totalBorrows - actualRepayAmount

(vars.mathErr, vars.accountBorrowsNew) = subUlnt(vars.accountBorrows, vars.actualRepayAmount);
require(vars.mathErr == MathError.NO_ERROR,
"REPAY BORROW _NEW _ACCOUNT BORROW BALANCE CALCULATION FAILED");

(vars.mathErr, vars.totalBorrowsNew) = subUlnt(totalBorrows, vars.actualRepayAmount);

require(vars.mathErr == MathError.NO_ERROR,
"REPAY BORROW NEW TOTAL BALANCE CALCULATION FAILED");

/* We write the previously calculated values into storage */

accountBorrows[borrower].principal = vars.accountBorrowsNew;

accountBorrows[borrower].interestindex = borrowlndex;

totalBorrows = vars.totalBorrowsNew,

/* We emit a RepayBorrow event */
emit  RepayBorrow(payer, borrower, vars.actualRepayAmount, vars.accountBorrowsNew,
vars.totalBorrowsNew);

/* We call the defense hook */

comptroller.repayBorrowVerify(address(this), payer, borrower, vars.actualRepayAmount,
vars.borrowerindex),
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return (uint(Error.NO_ERROR), vars.actualRepayAmount);

/**
@notice The sender liguidates the borrowers collateral.
The collateral seized is transferred to the liquidator.
param borrower The borrower of this cToken to be liquidated
param cTokenCollateral The market in which to seize collateral from the borrower
param repayAmount The amount of the underlying borrowed asset to repay
return (uint, uint) An error code (U=success, otherwise a failure, see EfrorReporter.sol), and the actual
repayrftkfnl amount.

* X X X X

*

Sfunction liquidateBorrowlnternal(address borrower, uint repayAmount, CTokenlnterface cTokenCollateral)
internal nonReentrant returns (uint, uint) {
uint error = accruelnterest();
if (error != uint(Error.NO_ERROR)) {
// accruelnterest emits logs on errors, but we still want to log the fact that an attempted liquidation

failed
0 return  (fail(Error(error), Failurelnfo. LIQUIDATE ACCRUE BORROW INTEREST FAILED),
/
error = cTokenCollateral.accruelnterest();
if (error != uint(Error.NO_ERROR)) {
Juiled // accruelnterest emits logs on errors, but we still want to log the fact that an attempted liquidation
aile

return (fail(Error(error),
F ailurelnj;o.LI QUIDATE ACCRUE_COLLATERAL_INTEREST FAILED), 0);

// liquidateBorrowFresh emits borrow-specific logs on errors,.so we don't need to
return liqguidateBorrowFresh(msg.sender, borrower, repayAmount, cTokenCollateral),

/
/**
* @notice The liquidator liquidates the borrowers collateral.
* The collateral seized is transferred to the liquidator.
* @param borrower The borrower of this cToken to be liquidated
* @param liquidator The address repaying the borrow and seizing collateral
: param cTokenCollateral The market in which to seize collateral from the borrower

param repayAmount The amount of the underlying borrowed asset to ;Epay
return (uint, uint) An error code (0=success, otherwise a failure, see ErrorReporter.sol), and the actual
repayment amount.

*/

*

function liquidateBorrowFresh(address liquidator, address. borrower, uint repayAmount, CTokenlnterface
cTokenCollateral) internal returns (uint, uint) {
/* Fail if liquidate not allowed */
uint allowed = comptroller.liquidateBorrowAllowed(address(this), address(cTokenCollateral),
liquidator, borrower, repayAmount);
if (allowed = 0) {
return (failOpaque(Error.ChannelsTROLLER REJECTION,
Failurelnj;o.LIQUIDATE_ChannelsTROLLER_REJECTION, allowed), 0);

[* Verify market's block number equals current block number */
if (accrualBlockNumber = getBlockNumberg)/ {
return (fail(Error.MARKET NOT FRESH, Failurelnfo.LIQUIDATE FRESHNESS CHECK), 0);

/* Verify cTokenCollateral market's block number ezuals current block number */
if (cTokenCollateral.accrualBlockNumber() != getBlockNumber()) {
(fail(Error. MARKET NOT FRESH,

return
Failurelnj;o.LIQUIDA TE COLLATERAL FRESHNESS CHECK), 0);

/* Fail if borrower = liquidator */
if (borrower == liquidator) {
return (fail(Error INVALID ACCOUNT PAIR,
F ailurelnj;o.LI QUIDATE LIQUIDATOR IS BORROWER), 0);

/* Fail if repayAmount = 0 */
if (repayAmount == 0) {
return (fail(Error INVALID CLOSE AMOUNT REQUESTED,
F ailurelnj;o.LI QUIDATE _CLOSE _AMOUNT IS ZERO), 0);

/* Fail if repayAmount = -1 */

if (repayAmount == uint(-1)) {
return (fail(Error INVALID CLOSE AMOUNT REQUESTED,
F ailurelnj;o.LI QUIDATE _CLOSE _AMOUNT IS UINT _MAX), 0);

/* Fail if rep?Borrow Sails */
(uint repayBorrowError, uint actualRepayAmount) = repayBorrowFresh(liquidator, borrower,
repayAmount);
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if (repayBorrowError |= uint(Error.NO_ERROR)) {
return (fail(Error(repayBorrowError),
F ailurelnj;o.LI QUIDATE REPAY BORROW_FRESH FAILED), 0);

Yz
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

/* We calculate the number of collateral tokens that will be seized */

(uint amountSeizeError, uint seizeTokens) = comptroller.liquidateCalculateSeizeTokens(address(this),
address(cTokenCollateral), actualRepayAmount);

reT%uire( amountSeizeError == uint(Error.NO_ERROR),
"LIQUIDATE ChannelsTROLLER _CALCULATE AMOUNT SEIZE FAILED");

/* Revert if borrower collateral token balance < seizeTokens */
require(cTokenCollateral.balanceOf(borrower) >= seizeTokens, "LIQUIDATE SEIZE TOO MUCH");

// If this is also the collateral, run seizelnternal to avoid re-entrancy, otherwise make an external call
uint seizeError;
if (addressE(CT okenCollateral) == address(this)) {
seizeError = seizelnternal(address(this), liquidator, borrower, seizeTokens);
Jelse {
seizeError = cTokenCollateral.seize(liquidator, borrower, seizeTokens);

/* Revert if seize tokens fails (since we cannot be sure of side effects) */
require(seizeError == uint(Error.NO_ERROR), "token seizure failed");

/* We emit a LiquidateBorrow event */
emit  LiquidateBorrow(liquidator, — borrower,  actualRepayAmount, address(cTokenCollateral),
seizeTokens);

/* We call the defense hook */
comptroller.liquidateBorrowVerify(address(this), address(cTokenCollateral), liquidator, borrower,
actualRepayAmount, seizeTokens);

return (uint(Error.NO_ERROR), actualRepayAmount);

/**
* @notice T mnffers collateral tokens (this market) to the liquidator.
* (@dev Will fail unless called by another cToken during the process of liquidation.
* " Its absolutely critical to use msg.sender as the borrowed cToken and not a parameter.
* @param liquidator The account receiving seized collateral
* @param borrower The account having collateral seized
* @param seizeTokens The number.of cTokens to seize
: return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)

function seize(address Zl?uidator, address borrower, uint seizeTokens) external nonReentrant returns (uint) {
return seizelnternal(msg.sender, liquidator, borrower, seizeTokens);

/**
* (@notice Transfers collateral tokens (this market) to the liquidator.
CTok * @dev Called only during an in-kind liquidation, or by liquidateBorrow during the liquidation of another
oken.
*Jts absolutely critical to use msg.sender as the seizer cToken and not a parameter.
*@param seizerToken The contract seizing the collateral (i.e. borrowed cToken)
*@param liquidator The account receiving seized collateral
* (@param borrower The account having collateral seized
* @param seizeTokens The number of cTokens to seize
:/ return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)

function seizelnternal(address seizerToken, address liquidator, address borrower, uint seizeTokens) internal
returns (uint) {
/* Fail if seize not allowed */
uint allowed = comptroller.seizeAllowed(address(this), seizerToken, liquidator, borrower, seizeTokens);
if (allowed I=0) {
return ailOpaque(Error.ChannelsTROLLER REJECTION,
Failure[n]}o.LIQU]DATEﬁSEIZEiChannelsTROLLERﬁREJE TION, allowed),

/* Fail if borrower = liquidator */
if (borrower == liquidator) {
return fail(Error INVALID ACCOUNT PAIR,
Fai lure[n]}o.L[ QUIDATE SEIZE LIQUIDATOR IS BORROWER);

MathError mathErr;
uint borrowerTokensNew;
uint liquidatorTokensNew,
/*
* We calculate the new borrower and liquidator token balances, failing on underflow/overflow:

*  borrowerTokensNew = accountTokens[borrower] - seizeTokens
*  liquidatorTokensNew = accountTokens/[liquidator] + seizeTokens
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*/
(mathErr, borrowerTokensNew) = subUlInt(accountTokens[borrower], seizeTokens);
if (mathErr |= MathError.NO_ERROR) {
return failOpaque(Error.MATH ERROR,
Fai lure[n]}o.L[ QUIDATE SEIZE BALANCE DECREMENT FAILED, uint(mathE rr)Ij,-

(mathErr, li({uidatorT okensNew) = addUInt(accountTokens/[liquidator], seizeTokens);
if (mathErr I= MathError.NO_ERROR) {
ailOpaque(Error.MATH ERROR,

return
Fai lure[n]}o.LI QUIDATE SEIZE BALANCE INCREMENT FAILED, uint(s mat{Err K

ildiiidiiia
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

/* We write the previously calculated values into storage */
accountT¢ okensﬁ)orrower] = borrowerTokensNew,
accountTokens[liquidator] = liquidatorTokensNew;

/* Emit a Transfer event */
emit Transfer(borrower, liquidator, seizeTokens);

/* We call the defense hook */
comptroller.seizeVerify(address(this), seizerToken, liquidator, borrower,seizelokens);

return uint(Error.NO_ERROR);

/¥** Admin Functions ***/
/**
" * @notice Begins transfer of admin rights. The newPendingAdmin must call °_acceptAdmin’ to finalize the
transfer.
* @dev Admin function to begin change of admin. The newPendingAdmin must call = acceptAdmin” to
finalize the transfer.
)param newPendingAdmin New pending admin.
:/ return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)

function _setPendingAdmin(address payable newPendingAdmin) external returns (uint) {
// Check caller = admin
if (msg.sender != admin) {
return fail(Error. UNAUTHORIZED, Failurelnfo.SET PENDING ADMIN_OWNER_CHECK);

// Save current value, if any, forinclusion in log
address oldPendingAdmin = pendingAdmin,

// Store pendingAdmin with value newPendingAdmin
pendingAdmin = newPendingAdmin;

// Emit NewPendingAdmin](oldPendiZgAdmin, newPendingAdmin)
emit NewPendingAdmin(oldPendingAdmin, newPendingAdmin),

) return uint(Error.NO_ERROR);

JE%
* %non’ce Accepts transfer of admin rights. msg.sender must be pendingAdmin

* @dev Admin function for pending admin to accept role and update admin
* (@return uint O=success; otherwise a failure (see ErrorReporter.sol for details)
*

function _acceptAdmin() external returns (uint) {
// Check caller is pendingAdmin and pendingAdmin % address(0)
if (msg.sender = pendingAdmin || msg.sender == address(0)) {
return fail(Error. UNAUTHORIZED,
F ailurelnj;o.A CCEPT ADMIN_PENDING _ADMIN_CHECK);

// Save current values for inclusion in log
address oldAdmin = admin;
address oldPendingAdmin = pendingAdmin;

// Store admin with value pendingAdmin
admin = pendingAdmin;

// Clear the pending value
pendingAdmin = address(0);

emit NewAdmin(oldAdmin, admin);
emit NewPendingAdmin(oldPendingAdmin, pendingAdmin);

return uint(Error.NO_ERROR);
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/**
* @notice Sets a new comptroller for the market
* (@dev Admin function to set a new comptroller
: return uint 0=success, otherwise a f£lure (see ErrorReporter.sol for details)
Sfunction _setComptroller(Comptrollerinterface newComptroller) public returns (uint) {
// Check caller is admin
if (msg.sender != admin) {
return fail(Error. UNAUTHORIZED, Failurelnfo.SET ChannelsTROLLER OWNER CHECK),

Comptrollerinterface oldComptroller = comptroller;
// Ensure invoke comptroller.isComptroller() returns true
require(newComptroller.isComptroller(), "marker method returned false");

// Set market's comptroller to newComptroller
comptroller = newComptroller,

// Emit NewComptroller(oldComptroller, newComptroller)
emit NewComptroller(oldComptroller, newComptroller);

; return uint(Error.NO_ERROR);

/**
* %notice accrues interest and sets a new reserve factor for the protocol using ~setReserveFactorFresh

* (@dev Admin function to accrue interest and set a new reserve factor
* (@return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
*

function _setReserveFactor(uint newReserveFactorMantissa) external nonReentrant returns (uint) {
uint error = accruelnterest();
if (error != uint(Error.NO_ERROR)) {
// accruelnterest emits logs on errors, but on top of that we want to log the fact that an attempted
reserve factor change failed.
return fail(Error(error), Failurelnfo.SET RESERVE FACTOR ACCRUE INTEREST FAILED);

// _setReserveFactorFresh emits reserve-factor-spe}‘cdlﬁc logs on errors, so we don't need to.
return _setReserveFactorFresh(newReserveFactorMantissa),

/**
* (@notice Sets a new reserve factor for the protocol (*requires fresh interest accrual)
* @dev Admin function to set a new reserve factor
* @return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

function _setReserveFactorFresh(uint newReserveFactorMantissa) internal returns (uint) {
// Check caller is admin
if (msg.sender = admig) N{
return fail(Error. UNAUTHORIZED, Failurelnfo.SET RESERVE FACTOR ADMIN CHECK),

// Verify market's block number equals current block number
if (accrualBlockNumber != getBlockNumber()) {

return fail(Error. MARKET NOT FRESH,
F ailurelnf}o.SE T RESERVE FACTOR FRESH CHECK);

// Check newReserveFactor < maxReserveFactor
if (newReserveFactorMantissa > reserveFactorMaxMantissa
return fail(Error.BAD INPUT, Failurelnfo.SET RESERVE FACTOR BOUNDS CHECK);

uint oldReserveFactorMantissa = reserveFactorMantissa;
reserveFactorMantissa = newReserveFactorMantissa;

emit NewReserveFactor(oldReserveFactorMantissa, newReserveFactorMantissa);

; return uint(Error.NO_ERROR);

/**
* %ﬂotice Accrues interest and reduces reserves by transferring from msg.sender

* @param addAmount Amount of addition to reserves
* @return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
*

Sfunction _addReservesInternal(uint addAmount) internal nonReentrant returns (uint) {
uint error = accrue]nterest();
if (error != uint(Error.NO_ERROR)) {
// accruelnterest emits logs on errors, but on top of that we want to log the fact that an attempted
reduce reserves failed.
return fail(Error(error), Failurelnfo.ADD RESERVES ACCRUE INTEREST FAILED);

// _addReservesFresh emits reserve-addition-specific logs on errors, so we don't need to.
(error, ) = _addReservesFresh(addAmount);
return error;
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/**

*
*
*
*

notice Add reserves by transferring from caller
dev Requires fresh interest accrua%

param addAmount Amount of addition to reserves

return (uint, uint) An error code (0=success, otherwise a failure (see ErrorReporter.sol for details)) and
the actga amount added, net token fees

function _addReservesFresh(uint addAmount) internal returns (uint, uint) {
// totalReserves + actualAddAmount
uint totalReservesNew;
uint actualAddAmount;

// We fail gracefully unless market's block number equals current block number
if (accrualBlockNumber ! ?fetBlockNumber() {
return  (fail(Error. MARKET NOT FRESH,  Failurelnfo.ADD RESERVES FRESH CHECK),
actualAdd}Amount);

ildiiiiia
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

/*
* We call doTransferIn for the caller and the addAmount
*  Note: The cToken must handle variations between ERC-20 and ETH underlying.
* On success, the cToken holds an additional addAmount of cash.
* doTransfern reverts if anything goes wrong, since we can't be sure if side effects occurred.
* it returns the amount actually transferred, in case of a fee.

actualAddAmount = doTransferin(msg.sender, addAmount);
totalReservesNew = totalReserves + actualAddAmount;

/* Revert on overflow */
require(totalReservesNew >= totalReserves, "add reserves unexpected overflow");

// Store reserves[n+1] = reserves[n] + actualAddAmount
totalReserves = totalReservesNew,

/* Emit NewReserves(admin, actualAddAmount, reserves[n+1 ) *
emit ReservesAdded(msg.sender, actualAddAmount, totalReservesNew);

/* Return (NO_ERROR, actualAddAmouig) */
return (uint(Error.NO_ERROR), actualAdddAmount);

/**
* (@notice Accrues interest and reduces reserves by transferring to admin
* (@param reduceAmount Amount of reduction to reserves
* @return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

function _reduceReserves(uint reduceAmount) external nonReentrant returns (uint) {
uint error = accrue]nterest();
if (error != uint(Error.NO_ERROR)) {
// accruelnterest emits logs on errors, but on top of that we want to log the fact that an attempted
reduce reserves failed.
return fail(Error(error), Failurelnfo. REDUCE RESERVES ACCRUE INTEREST FAILED);

//"_reduceReservesFresh emits reserve-reduction-specific logs on errors, so we don't need to.
return .reduceReservesFresh(reduceAmount);

/
/**
* (@notice Reduces reserves by transferring to admin
* @dev Requires fresh interest accrual
* (@param reduceAmount Amount of reduction to reserves
* (@return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
*/
function _reduceReservesFresh(uint reduceAmount) internal returns (uint) {
// totalReserves - reduceAmount
uint totalReservesNew;

// Check caller is admin
if (msg.sender != admin) {
return fail(Error.UNAUTHORIZED, Failurelnfo.REDUCE RESERVES ADMIN CHECK);

// We fail gracefully unless market's block number equals current block number
if (accrualBlockNumber != IgetBlockNumbeg(% {
return fail(Error. MARKET NOT FRESH, Failurelnfo.REDUCE RESERVES FRESH CHECK);

// Fail gracefully if protocol has insufficient underlying cash
if (getCashPrior() < reduceAmount) {
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return fail(Error.TOKEN INSUFFICIENT CASH,
Fai lure[n]}o.RED UCE _RESERVES CASH NOT AVAILABLE);

// Check reduceAmount < reserves[n] (totalReserves)
if (reduceAmount > totalReserves) 7{
return fail(Error.BAD _INPUT, Failurelnfo.REDUCE RESERVES VALIDATION),

Y/iiiiiaiia
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

totalReservesNew = totalReserves - reduceAmount;
// We checked reduceAmount <= totalReserves above, so this should never revert.
require(totalReservesNew <= totalReserves, "reduce reserves unexpected underflow");

// Store reserves[n+1] = reserves[n] - reduceAmount
totalReserves = totalReservesNew,

// doTransferOut reverts if anything goes wrong, since we can't be sure if side effects occurred.
doTransferOut(admin, reduceAmount);

emit ReservesReduced(admin, reduceAmount, totalReservesNew);

return uint(Error.NO_ERROR);

notice accrues interest and updates the interest rate model using setlnterestRateModelFresh
dev Admin function to accrue interest and update the interest rate model
param newlnterestRateModel the new interest rate model to use
+/ return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
function _setInterestRateModel(InterestRateModel newlInterestRateModel) public returns (uint) {
uint error = accruelnterest();
if (error != uint(Error.NO_ERROR)) {
// accruelnterest emits logs on errors, but on top of that we want to log the fact that an attempted
change of interest rate model failed
return fail(Error(error),
Failurelnfo.SET INTEREST RATE MODEL ACCRUE INTEREST FAILED);

// _setInterestRateModelFresh emits interest-rate-model-update-specific logs on errors, so we don't need

to.
return _setlnterestRateModelFresh(newlnterestRateModel),

/

/**
* (@notice updates the interest rate model (*requires fresh interest accrual)
* @dev Admin function to update the interest rate model
* (@param newlnterestRateModel the new interest rate model to use
%

return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

function _setlnterestRateModelFresh(InterestRateModel newlnterestRateModel) internal returns (uint) {

/ Used to store old model for.use in the event that is emitted on success
InterestRateModel oldInterestRateModel;

// Check caller is admin
if (msg.sender != admin) {

return fail(Error.UNAUTHORIZED,
Fai lure]n]}o. SET INTEREST RATE MODEL OWNER CHECK);

// We fail gracefully unless market's block number equals current block number
if (accrualBlockNumber != getBlockNumber()) {

return fail(Error. MARKET NOT FRESH,
Fai lure]n]}o. SET INTEREST RATE MODEL FRESH CHECK),

// Track the market's current interest rate model
oldInterestRateModel = interestRateModel;

// Ensure invoke newlnterestRateModel.isInterestRateModel() returns true
require(newlnterestRateModel.isInterestRateModel(), "marker method returned false");

// Set the interest rate model to newlnterestRateModel
interestRateModel = newlInterestRateModel;

// Emit NewMarketInterestRateModel(oldInterestRateModel, newinterestRateModel)
emit NewMarketInterestRateModel(oldInterestRateModel, newlnterestRateModel),

; return uint(Error.NO_ERROR);

/**%* Safe Token ***/
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* (@dev This excludes the value of the current message, if any

* @notice Gets balance of this contract in terms of the underlying
return The quantity of underlying owned by this contract

%
*/
Sfunction getCashPrior() internal view returns (uint);

/**

* @dev Performs a transfer in, reverting upon failure. Returns the amount actually transferred to the
protocol, in case of a fee.
k

his may revert due to insufficient balance or insufficient allowance.
function doTransferin(address from, uint amount) internal returns (uint);

/**

* @dev Performs a transfer out, ideally returning an explanatory error code upon failure tather than
reverting.

If caller has not called checked protocol's balance, may revert due to insufficient cash held in the
contract.

* If caller has checked protocol's balance, and verified it is >= amount, this should not revert in normal

conditions.
%

function doTransferOut(address payable to, uint amount) internal;

/**% Reentrancy Guard ***/
/* *

:/@dev Prevents a contract from calling itself, directly or indirectly.
modifier nonReentrant()

require(_notEntered, "re-entered”);
_notEntered = false;

jthntered = true, // get a gas-refund post-Istanbul

CTokenlnterfaces.sol
pragma solidity "0.5.16;

import "./ComptrollerInterface.sol";
import "./InterestRateModel.sol";

contra*ci CTokenStorage {
:/@dev Guard variable for re-entrancy checks

bool internal _notEntered;
/**

:/@notice EIP-20 token name for this token
string public name;
/**

:/@notice EIP-20 token symbol for this token
string public:symbol;
/**

:/@notice EIP-20 token decimals for this token
uint8 public decimals;

/**
:/@notice Maximum borrow rate that can ever be applied (.0005% / block)

uint internal constant borrowRateMaxMantissa = 0.0005¢16;
/**
* (@notice Maximum fraction of interest that can be set aside for reserves
*/
uint internal constant reserveFactorMaxMantissa = 1el8;
/**
* @notice Administrator for this contract
*
address payable public admin;
/**

* (@notice Pending administrator for this contract
*/

address payable public pendingAdmin;
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/**
: @notice Contract which oversees inter-cToken operations
ComptrollerInterface public comptroller;
/**
: @notice Model which tells what the current interest rate should be
InterestRateModel public interestRateModel;
/**
:/@notice Initial exchange rate used when minting the first CTokens (used when totalSupply = 0)
uint internal initialExchangeRateMantissa;
/**
:/@notice Fraction of interest currently set aside for reserves
uint public reserveFactorMantissa,
/**
: @notice Block number that interest was last accrued at
uint public accrualBlockNumber,
/**
: @notice Accumulator of the total earned interest rate since the opening of the market
uint public borrowIndex;
/**
: @notice Total amount of outstanding borrows of the underlying in this market
uint public totalBorrows,
/**
: @notice Total amount of reserves of the underlying held in this market
uint public totalReserves;
/**
: @notice Total number of tokens in circulation
uint public totalSupply,
/**
:/@notice Official record of token balances for each account
mapping (address => uint) internal accountTokens,
/**
:/@notice Approved token transfer amounts on behalf of others
mapping (address => mapping (address => uint)) internal transferAllowances;

/**

* @notice Container for-borrow balance information
member principal Total balance (with accrued interest), after applying the most recent
balance-changing action

* @member-interestindex Global borrowlndex as of the most recent balance-changing action
*/

struct BorrowSnapshot {
uint principal;
uint interestindex;

/**
* (@notice Mapping of account addresses to outstanding borrow balances
*/

mapping(address => BorrowSnapshot) internal accountBorrows;

/

contr/a*ci CTokenlInterface is CTokenStorage {
:/@notice Indicator that this is a CToken contract (for inspection)

bool public constant isCToken = true;

/*** Market Events ***/

/**
* (@notice Event emitted when interest is accrued
*/

event Accruelnterest(uint cashPrior, uint interestAccumulated, uint borrowlndex, uint totalBorrows);
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/**
* (@notice Event emitted when tokens are minted
*

event Mint(address minter, uint mintAmount, uint mintTokens);

/**
* @notice Event emitted when tokens are redeemed
*

event Redeem(address redeemer, uint redeemAmount, uint redeemTokens);

/**
* (@notice Event emitted when underlying is borrowed
*/

event Borrow(address borrower, uint borrowAmount, uint accountBorrows, uint totalBorrows);

/**
:/@notice Event emitted when a borrow is repaid

event RepayBorrow(address payer, address borrower, uint repayAmount, uint accountBorrows, uint
totalBorrows),

/**
: @notice Event emitted when a borrow is liquidated

event LiquidateBorrow(address liquidator, address borrower, uint repayAmount, address cTokenCollateral,
uint seizeTokens);

/*¥** Admin Events ***/

/**
:/@notice Event emitted when pendingAdmin is changed

event NewPendingAdmin(address oldPendingAdmin, address newPendingAdmin);

/**
* (@notice Event emitted when pendingAdmin is accepted, which means admin is updated
*/

event NewAdmin(address oldAdmin, address newAdmin);

/**
* (@notice Event emitted when comptroller’is changed
*

event NewComptroller(Comptrollerinterface oldComptroller, Comptrollerinterface newComptroller);

/* *
:/@notice Event emitted when interestRateModel is.changed

event NewMarketInterestRateModel(InterestRateModel oldInterestRateModel, InterestRateModel
newlnterestRateModel);

/**
:/@notice Event emitted when the reserve factor is changed

event NewReserveFactor(uint oldReserveFactorMantissa, uint newReserveFactorMantissa),

/**
:/@notice Event emitted when the reserves are added

event ReservesAdded(address benefactor, uint addAmount, uint newTotalReserves),

/**
* (@notice Event emitted when the reserves are reduced
*/

event ReservesReduced(address admin, uint reduceAmount, uint newTotalReserves);

/**

:/@notice EIP20 Transfer event

event Transfer(address indexed from, address indexed to, uint amount);

/**

:/@notice EIP20 Approval event
event Approval(address indexed owner, address indexed spender, uint amount);

/**
* @notice Failure event
*

event Failure(uint error, uint info, uint detail);

/¥*% User Interface ***/

function tmnsferggddress dst, uint amount) external returns (bool);
function transferFrom(address src, address dst, uint amount) external returns (bool);
function approve(address spender, uint amount) external returns (bool);
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Sfunction allowance(address owner, address spender) external view returns (uint);

function balanceOf(address owner) external view returns (uint);

Sfunction balanceOfUnderlying(address owner) external returns (uint);

function getAccountSnaps otf;zddress account) external view returns (uint, uint, uint, uint);
function gorrowRatePerBloc () external view returns (uint);

Sfunction supplyRatePerBlock() external view returns (uint);

function totalBorrowsCurrent() external returns (uint);

function borrowBalanceCurrent(address account) external returns (uint);

Sfunction borrowBalanceStored(address account) public view returns (uint);

Sfunction exchangeRateCurrent() public returns (uint);

function exchanﬁeRateStored() public view returns (uint);

Sfunction getCash() external view returns (uint);

function accruelnterest() public returns (uint);

function seize(address liquidator, address borrower, uint seizeTokens) external returns (uint);

/*** Admin Functions ***/

Sfunction _setPendingAdmin(address payable newPendingAdmin) external returns (uint);
function _acceptAdmin() external returns (uint);

Sfunction _setComptroller(Comptrollerinterface newComptroller) public returns (uint);

function _setReserveFactor(uint newReserveFactorMantissa) external returns (uint);

function _reduceReserves(uint reduceAmount) external returns (uint),;

function _setlInterestRateModel(InterestRateModel newlnterestRateModel) public returns (uint);

contr/czkci CErc20Storage {
:/@notice Underlying asset for this CToken
address public underlying;

contract CErc20Interface is CErc20Storage {

/¥*% User Interface ***/

function mint(uint mintAmount) external returns (uint);

function redeem(uint redeemTokens) external returns (uint);

function redeemUnderlying(uint redeemAmount) external returns (uint);

function borrow(uint borrowAmount) external returns (uint);

function repayBorrow(uint re ZyAmoum‘) external returns (uint);

function repayBorrowBehalf(address borrower, uint repayAmount) external returns (uint);

fun(ctiorj liquidateBorrow(address borrower, uint repayAmount, CTokenInterface cTokenCollateral) external
returns (uint);

/*** Admin Functions ***/

function _addReserves(uint addAmount) external returns (uint);

contr/a*ci CDelegationStorage {
: @notice Implementation address for this contract

address public implementation;

contr/cg‘ci CDelegatorinterface is CDelegationStorage {
: @notice Emitted when implementation is changed
event NewImplementation(address oldImplementation, address newlmplementation),

/**
* @notice Called by the admin to update the implementation of the delegator
* impl tati The address of the new im, lemenlation]for delegation
param implementation_ f Jod
* (@param allowResign Flag to indicate whether to call _resignlmplementation on the old implementation
* @param becomelmplementationData The encoded byftes data to be passed to _becomelmplementation
*/ -
function _setlmplementation(address ~ implementation_, bool  allowResign, bytes  memory
becomelmplementationData) public,

contr/cﬁf CDelegatelnterface is CDelegationStorage {

* (@dev Should revert if any issues arise which make it unfit for delegation

* (@notice Called by the delegator on a delegate to initialize it for duty
: param data The encoded bytes data for any initialization

function _becomelmplementation(bytes memory data) public,

/**

:/@notice Called by the delegator on a delegate to forfeit its responsibility

function _resignlmplementation() public;
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EIP20Interface.sol
pragma solidity "0.5.16;

/**

* @title ERC 20 Token Standard Interface
:/ https://eips.ethereum.org/EIPS/eip-20

interface EIPZOInte(S/ace {
function name() external view returns (string memory);
function symbol() external view returns (string memory);
function decimals() external view returns (uint8);

/**
* (@notice Get the total number of tokens in circulation
* @return The supply of tokens
*

Sfunction totalSupply() external view returns (uint256);

/**

* (@notice Gets the balance of the specified address

* (@param owner The address from which the balance will be retrieved
* @return The balance

Sfunction balanceOf{address owner) external view returns (uint256 balance);

/**
* @notice Transfer ‘amount” tokens from ‘msg.sender to ‘dst’
* dst ddr the destinati t
)param dst The address of the destination accoun
* @param amount The number of tokens to tmnts/er
* (@return Whether or not the transfer succeede
*/

function transfer(address dst, uint256 amount) external returns (bool success);

/**

* (@notice T ran7sfer ‘amount’ tokens from src’ to. dst’

* @param src The address of the source account

* @param dst The address of the destination account

* @param amount The number of tokensto tmnts]er

* @return Whether or not the transfer succeede

*/
Sfunction transferFrom(address src, address dst, uint256 amount) external returns (bool success),
/**

* (@notice Approve ‘spender’ to transfer up to ‘amount’ from ‘src’
* @dev This will overwrite the approval amount for “spender’

* and is subject to issues notef ﬁzere] (https://ei, s.et/]:ereum.or /EIPS/eip-20#approve)
* @param spender The address of the account which may tmns]‘gr tokens

* @param amount The number of tokens that are approved (-1 means infinite)

* @return Whether or not the approval succeeded

function approve(address spender, uint256 amount) external returns (bool success);

/**
* (@notice Get the current allowance from ‘owner ‘hfor ‘spender’
* @param owner The address of the account which owns the tokens to be spent
* @param spender The address of the account which may transfer tokens
:/ return Zlsze number of tokens allowed to be spent (-1 means infinite)

Sfunction allowance(address.owner, address spender) external view returns (uint256 remaining);

event Transfer(address indexed from, address indexed to, uint256 amount);
event Approval(address indexed owner, address indexed spender, uint256 amount);

/

EIP20NonStandardInterface.sol
pragma solidity 0.5.16;
/**
* @title EIP20NonStandardinterface
* @dev Version of ERC20 with no return values for ‘tmn;/er‘ and “transferFrom’
:/ See https://medium.com/coinmonks/missing-return-value-bug-at-least-130-tokens-affected-d67bf0852 1 ca
interface EIP20NonStandardInterface {
/**

* (@notice Get the total number of tokens in circulation
* @return The supply of tokens
*

Sfunction totalSupply() external view returns (uint256);

/**
* @notice Gets the balance of the specified address
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* @param owner The address from which the balance will be retrieved
: return The balance

Sfunction balanceOf{address owner) external view returns (uint256 balance);

/77 11 NOTICE !!! “transfer’ does not return a value, in violation of the ERC-20 specification
yanann

V4
/**
* %notice Transfer “amount” tokens from ‘msg.sender’ to ‘dst’

* @param dst The address of the destination account
%

)param amount The number of tokens to transfer
*/

function transfer(address dst, uint256 amount) external;

Zf ; ;; /Z/V//O/{;Ig/]:; /1! ‘transferFrom " does not return a value, in violation of the ERC-20 specification

V4

/**
* @notice Transfer ‘amount’ tokens from ‘src’ to ‘dst’
* The address of the source account

param src The a )

* @param dst The address of the destination account
* @param amount The number of tokens to transfer
*/

Sfunction transferFrom(address src, address dst, uint256 amount) external;
/**

* (@notice Approve ‘spender’ to transfer up to ‘amount’ from ‘src’
* @dev This will overwrite the approval amount for “spender’

* and is subject to issues noteaP fhere] (https://e, s.et/]:ereum.or /EIPS/eip-20#approve)
* @param spender The address of the account which may tmnsfgr tokens

* @param amount The number of tokens that are approved

: return Whether or not the approval succeeded

function approve(address spender, uint256 amount) external veturns (bool success);
/**

notice Get the current allowance from ‘owner ‘hfor ‘spender’

param owner The address of the account which owns the tokens to be spent
param gpender The address of the account which may transfer tokens
return The number of tokens allowed to be spent

* X X X X
~

Sfunction allowance(address owner, address spender) external view returns (uint256 remaining);

event T mnsfer;address indexed from, address indexed to, uint256 amouné);
event Approval(addressiindexed owner, address indexed spender, uint256 amount);

/

ErrorReporter.sol
pragma solidity "0.5.16;

contract. ComptrollerErrorReporter {
enum Error {

NO_ERROR,
UNAUTHORIZED,
ChannelsTROLLER MISMATCH,
INSUFFICIENT SHORTFALL,
INSUFFICIENT LIQUIDITY,
INVALID CLOSE FACTOR,
INVALID _COLLATERAL FACTOR,
INVALID LIQUIDATION INCENTIVE,
MARKET NOT ENTERED, // no longer possible
MARKET NOT LISTED,
MARKET ALREADY LISTED,
MATH ERROR,
NONZERO _BORROW_BALANCE,
PRICE ERROR,
REJECTION,
SNAPSHOT ERROR,
TOO MANY ASSETS,
TOO_MUCH_REPAY

/

enum Failurelnfo {
ACCEPT ADMIN PENDING ADMIN CHECK,
ACCEPT PENDING IMPLEMENTATION ADDRESS CHECK,
EXIT MARKET BALANCE OWED,
EXIT_MARKET REJECTION,
SET CLOSE FACTOR OWNER CHECK,
SET _CLOSE FACTOR_VALIDATION,
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SET COLLATERAL FACTOR_OWNER CHECK,

SET COLLATERAL FACTOR NO EXISTS,

SET COLLATERAL FACTOR_VALIDATION,

SET COLLATERAL FACTOR WITHOUT PRICE,
SET IMPLEMENTATION OWNER CHECK,

SET _LIQUIDATION INCENTIVE OWNER CHECK,
SET LIQUIDATION INCENTIVE VALIDATION,
SET"MAX ASSETS OWNER CHECK,
SET_PENDING ADMIN OWNER CHECK,

SET _PENDING IMPLEMENTATION O WNER CHECK,
SET PRICE ORACLE OWNER CHECK,

SUPPORT MARKET EXISTS,

SUPPORT MARKET OWNER CHECK,

SET PAUSE GUARDIAN OWNER _CHECK

/

/**

Channels & 8 & 208 1R 45

* @dev ‘error’ corresponds to enum Error; ‘info’ corresponds to enum Failurelnfo, and ‘detail is an

arbitrary

* c/ontract -specific code that enables us to report opaque error codes from upgradeable contracts.

event Failure(uint error, uint info, uint detail);

/**

* (@dev use this when reporting a known error from the money market or a non-upgradeable collaborator
*

JSunction fail(Error err, Failurelnfo info) internal returns (uint) {
emit Fallure(umt(err) uint(info), 0);

return uint(err);

/**

* @dev use this when reporting an opaque error from an upgradeable collaborator contract
*

Sfunction failOpaque(Error err, Failurelnfo info, uint opaqueError) internal returns (uint) {

emit Failure(uint(err), umt(mfo) opaqueError);

return uint(err);

/

contract TokenErrorReporter {
enum Error {
NO_ERROR,
UNAUTHORIZED,
BAD INPUT,
ChannelsTROLLER _REJECTION,
ChannelsTROLLER CALCULATION ERROR,
INTEREST RATE MODEL ERROR,
INVALID ACCOUNT PAIR,
INVALID” CLOSE - AMOUNT. RE QUESTED,
INVALID COLLATERAL FACTOR,
MATH ERROR,
MARKET NOT FRESH,
MARKET NOT LISTED,
TOKEN INSUFFICIENT ALLOWANCE,
TOKEN INSUFFICIENT BALANCE,
TOKEN INSUFFICIENT CASH,
TOKEN TRANSFER_IN FAILED,
TOKEN -TRANSFER_OUT FAILED

/
/*

* Note Failurelnfo (but not Error) is kept in alphabetical order
This is because Failurelnfo grows significantly faster, and

the order of Error has some meaning, while the order of Failurelnfo
is entirely arbitrary.

%
k
*/
enum Failurelnfo {
ACCEPT ADMIN PENDING _ADMIN CHECK,

ACCRUE_INTEREST ACCUMULATED INTEREST CALCULATION FAILED,

ACCRUE_INTEREST BORROW RATE CALCULATION FAILE

ACCRUE_INTEREST NEW BORROW INDEX CALCUL_ATION FAILED,
ACCRUE_INTEREST NEW_TOTAL BORROWS CALCULATION FAILED,
ACCRUE_INTEREST NEW TOTAL RESERVES CALCULATION FAILED,
ACCRUE_INTEREST SIMPLE INTEREST FACTOR CALCULATION FAILED,

BORROW _ACCUMULATED BALANCE CALCULATION FAILED, —
BORROW_ACCRUE_INTEREST FAILED,

BORROW CASH NOT AVAILABLE,

BORROW _FRESHNESS CHECK,

BORROW NEW TOTAL BALANCE CALCULATION FAILED,

BORROW _NEW _ACCOUNT BORROW BALANCE | C?ILCULAT]ON FAILED,

BORROW_MARKET NOT LISTED,

BORROW ChannelsTROLLER REJECTION,

LIQUIDATE ACCRUE _BORROW INTEREST FAILED,
LIQUIDATE ACCRUE _COLLATERAL INTEREST FAILED,
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LIQUIDATE COLLATERAL FRESHNESS CHECK,
LIQUIDATE ChannelsTROLLER REJECTION,

LIQUIDATE ChannelsTROLLER CALCULATE AMOUNT SEIZE FAILED,
LIQUIDATE CLOSE AMOUNT 1S UINT MAX,

LIQUIDATE CLOSE  AMOUNT IS ZERO,

LIQUIDATE FRESHNESS CHECK,

LIQUIDATE LIQUIDATOR IS BORROWER,

LIQUIDATE REPAY BORROW FRESH FAILED,
LIQUIDATE SEIZE BALANCE INCREMENT FAILED,
LIQUIDATE SEIZE BALANCE DECREMENT FAILED,
LIQUIDATE SEIZE ChannelsTROLLER REJECTION,
LIQUIDATE SEIZE LIQUIDATOR IS BORROWER,
LIQUIDATE SEIZE " TOO MUCH,~ ~—

MINT ACCRUE INTEREST FAILED,

MINT ChannelsTROLLER REJECTION,

MINT EXCHANGE CALCULATION FAILED,

MINT EXCHANGE RATE READ FAILED,

MINT FRESHNESS CHECK,

MINT NEW ACCOUNT BALANCE CALCULATION FAILED,
MINT NEW TOTAL SUPPLY CALCULATION FAILED,
MINT TRANSFER IN FAILED,

MINT TRANSFER IN NOT POSS[BLE,

REDEEM ACCRUE INTEREST FAILED,

REDEEM ChannelsTROLLER REJECTION,

REDEEM EXCHANGE TOKENS CALCULATION FAILED,
REDEEM EXCHANGE AMOUNT CALCULATION FAILED,
REDEEM EXCHANGE RATE READ FAILED,

REDEEM FRESHNESS CHECK,

REDEEM NEW ACCOUNT BALANCE CALCULATION FAILED,
REDEEM NEW TOTAL SUPPLY CALCULATION FAILED,
REDEEM TRANSFER OUT NOT POSSIBLE,

REDUCE _RESERVES ACCRUE INTEREST FAILED,
REDUCE RESERVES ADMIN CHECK,

REDUCE RESERVES CASH NOT A VAILABLE

REDUCE RESERVES FRESH CHECK,

REDUCE RESERVES VALIDATION,

REPAY BEHALF ACCRUE INTEREST FAILED,

REPAY BORROW ACCRUE INTEREST FAILED,

REPAY BORROW ACCUMULATED BALANCE CALCULA TION_FAILED,
REPAY BORROW ChannelsTROLLER REJECTION,

REPAY BORROW FRESHNESS CHECK,

REPAY BORROW NEW ACCOUNT. BORROW BALANCE. CALCULATION FAILED,
REPAY BORROW NEW TOTAL BALANCE CALCULATION._FAILED,
REPAY BORROW TRANSFER IN NOT POSSIBLE,

SET COLLATERAL FACTOR OWNER CHECK,

SET COLLATERAL FACTOR VALIDATION,

SET ChannelsTROLLER _OWNER CHECK,

SET INTEREST RATE MODEL ACCRUE INTEREST FAILED,
SET INTEREST RATE MODEL FRESH CHECK,

SET INTEREST RATE MODEL OWNER CHECK,

SET MAX ASSETS OWNER CHECK,

SET ORACLE MARKET NOT L[STED

SET PENDING ADMIN OWNER CHECK,

SET RESERVE FACTOR ACCRUE ]NTEREST FAILED,

SET RESERVE FACTOR ADMIN CHEC.

SET RESERVE FA CTORAFRESH7CHECK

SET RESERVE _FACTOR BOUNDS CHECK,

TRANSFER ChannelsTROLLER REJECTION,

TRANSFER NOT ALLOWED,

TRANSFER NOT ENOUGH,

TRANSFER TOO MUCH,

ADD RESERVES ACCRUE ]NTEREST FAILED,

ADD RESERVES FRESH CHEC.

ADD RESERVES TRANSFER IN _ NOT POSSIBLE

/

/**

* @dev ‘error’ corresponds to enum Error; ‘info' corresponds to enum Failurelnfo, and ‘detail is an
arbitrary
* contract-speczf ic code that enables us to report opaque error codes from upgradeable contracts.

event Failure(uint error, uint info, uint detail);

/**
* (@dev use this when reporting a known error from the money market or a non-upgradeable collaborator
*

JSunction fail(Error err, Failurelnfo info) internal returns (uint) {
emit Fallure(umt(err) uint(info), 0);

return uint(err);
/**
* (@dev use this when reporting an opaque error from an upgradeable collaborator contract
*/

function failOpaque(Error err, Failurelnfo info, uint opaqueError) internal returns (uint) {
emit Failure(uint(err), uint(info), opaqueError);
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return uint(err);
/
Exponential.sol
pragma solidity 0.5.16;
import "./CarefulMath.sol";

/**
* (title Exponential module for storing fixed-precision decimals
* @author Channels
* (@notice Exp is a struct which stores decimals with a fixed precision of 18 decimal places.
: ﬂms, if we wanted to store the 5.1, mantissa would store 5.1el8. That is:

Y ‘Exp({mantissa: 5100000000000000000}) .
contract Exponential is CarefulMath {

uint constant expScale = lel§;

uint constant doubleScale = 1e36;

uint constant halfExpScale = expScale/2;

uint constant mantissaOne = expScale;

struct Exp {
uint mantissa,

struct Double {
uint mantissa,

/**

* @dev Creates an exponential from numerator and denominator values:
* Note: Returns an error if (‘num’ * 10el8) > MAX INT,

:/ or if ‘denom is zero.
function getExp(uint num, uint denom) pure internal returns (MathError, Exp memory) {
(MathError err0, uint scaledNumerator) = mulUInt(num, expScale),
if (err0 != MathError.NO_ERROR)
return (err0, Exp({mantissa: 0}));

(MathError errl, uint rational) = divUInt(scaledNumerator, denom),
if (errl != MathError.NO_ERROR
return (errl, Exp({mantissa: 0}));

; return (MathError.NO_ERROR, Exp({mantissa: rational}));
/**
:/@dev Adds two exponentials, returning a new exponential.

Sfunction addExp(Exp memory a, Exp memory b) pure internal returns (MathError, Exp memory) {

(MathError error, uint result). = addUInt(a.mantissa, b.mantissa);

return (error, Exp({mantissa: result}));

/**
:/@dev Subtracts two_exponentials, returning a new exponential.

Sfunction subExp(Exp memory a, Exp mezno? b) pure internal returns (MathError, Exp memory) {
Ulnt

(MathError.error, uint result) = su a.mantissa, b.mantissa);

return (error, Exp({mantissa: result}));

/**
:/@dev Multiply an Exp by a scalar, returning a new Exp.

Sfunction mulScalar(Exp memory a, uint scalar) pure internal returns (MathError, Exp memory) {

(MathError err0, uint scaledMantissa) = mulUlnt(a.mantissa, scalar);
if (err0 I= MathErronNO_ERROR&
return (err0, Exp({mantissa: 0}));

return (MathError.NO_ERROR, Exp({mantissa: scaledMantissa}));

/**
: @dev Multiply an Exp by a scalar, then truncate to return an unsigned integer.

Sfunction mulScalarTruncate(Exp memory a, uint scalar) pure internal returns (MathError, uint) {

(MathError err, Exp memory product) = mulScalar(a, scalar);
if (err I= MathError.NO_ERROR) {
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return (err, 0);

return (MathError.NO_ERROR, truncate(product));

/**

* @dev Multiply an Exp by a scalar, truncate, then add an to an unsigned integer, returning an unsigned
integerﬂ;
function mulScalarTruncateAddUInt(Exp memory a, uint scalar, uint addend) pure internal returns

(MathError, uint) {
(MathError err, Exp memo% }groduct) = mulScalar(a, scalar),
if (err I= MathError.NO_ERROR) {

return (err, 0);

return addUlInt(truncate(product), addend);

/**

:/@dev Divide an Exp by a scalar, returning a new Exp.

Sfunction divScalar(Exp memory a, uint scalar) pure internal returns (MathError, Exp memory) {
‘MathError err0, uint descaledMantissa) = divUInt(a.mantissa, scalar);

(.
if (err0 != MathError.NO_ERROR) }’
return (err0, Exp({mantissa: 0}));

return (MathError.NO_ERROR, Exp({mantissa: descaledMantissa}));

/**
* @dev Divide a scalar by an Exp, returning a new Exp.

*
functign divScalarByExp(uint scalar, Exp memory divisor) pure internal returns (MathError, Exp memory) {

We are doing this as:
getExp(mulUlnt(expScale, scalar), divisoranantissa)

How it works:
Exp=a/b;
Scalar = s;

, s/(a/b)"="b*s/a and since for an Exp “a = mantissa, b = expScale’
(MathError err0, uint numerator, Rj mulUlnt(expScale, scalar);

if (err0 != MathError.NO_ERR
return (err0, Exp({mantissa: 0}));

return getExp(numerator, divisor.mantissa);

/

/**
: @dev Divide.a scalar by an Exp, then truncate to return an unsigned integer.
function divScalarByExp Truncate(uint scalar, Exp memory divisor) pure internal returns (MathError, uint) {
(MathError err, Exp memorkg) raction) = divScalarByExp(scalar, divisor);
if (exr I= MathError-NO_ERROR) {
return (err, 0);

return (MathError. NO_ERROR, truncate(fraction));

/**
* (@dev Multiplies two exponentials, returning a new exponential.
*

function mulExp(Exp memory a, Exp memory b) pure internal returns (MathError, Exp memory) {

(MathError err0, uint doubleScaledProduct) = mulUlnt(a.mantissa, b.mantissa),

if (err0 != MathError.NO_ERROR) }’
return (err0, Exp({mantissa: 0}));

// We add half the scale before dividing so that we get rounding instead of truncation.
/. See "Listing 6" and text above it at https://accu.org/index.php/journals/1717

// Without this change, a result like 6.6...e-19 will be truncated to 0 instead of being rounded to le-18.
(MathError errl, uint doubleScaledProductWithHalfScale) = addUlnt(halfExpScale,

doubleScaledProduc%;
if (errl != MathError.NO_ERROR) }’
return (errl, Exp({mantissa: 0}));

(MathError err2, uint product) = divUInt(doubleScaledProductWithHalfScale, expScale);
// The only error div™ can return is MathError.DIVISION BY ZERO but we control “expScale” and it is

not zero.
assert(err2 == MathError.NO_ERROR);
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return (MathError.NO_ERROR, Exp({mantissa: product}));

/**
* (@dev Multiplies two exponentials given their mantissas, returning a new exponential.
*/

function mulExf(uint a, uint b) pure internal returns (MathError, Exp memory) {
return mulExp(Exp({mantissa: a}), Exp({mantissa: b}));

/**
* @dev Multiplies three exponentials, returning a new exponential.
*/

Sfunction mulExp3(Exp memory a, Exp memory b, Exp memory c) pure internal returns (MathError, Exp

memory) {
(MathError err, Exp memory ab) = mulExp(a, b);
if (err I= MathError.NO_ERROR) {
return (err, ab);

return mulExp(ab, c);

/**
* (@dev Divides two exponentials, returning a new exponential.

* (a/scale) / (b/scale) = (a/scale) * (scale/b) = a/b,
: which we can scale as an Exp by calling getExp(a.mantissa, b.mantissa)

function divExp(Exp memory a, Exp memory b) pure internal returns (MathError, Exp memory) {
return getExp(a.mantissa, b.mantissa);

/**
* @dev Truncates the given exp to a whole number value.
:/ For example, truncate(Exp{mantissa: 15 * expScale}) = 15

Sfunction truncate(Exp memory exp) pure internal returns (uint) {
/ Note: We are not using careﬁljl math here as we're performing a division that cannot fail
return exp.mantissa / expScale;

/**

:/@dev Checks if first Exp is less than second Exp.

function lessThanExp(Exp memory left, Exp memory right) pure internal returns (bool) {
return left. mantissa < right.mantissa;

/**
:/@dev Checks if left Exp <= right Exp.

Sfunction lessThanOrEqualExp(Exp memory left, Exp memory right) pure internal returns (bool) {
return left. mantissa <= right.mantissa;

/**

:/@dev Checks if left Exp > right Exp.

function greaterThanExp(Exp memory left, Exp memory right) pure internal returns (bool) {
return left. mantissa > vight. mantissa;

/* *
* @dev returns true if Exp is exactly zero
*/

Sfunction isZeroExp(Exp memory value) pure internal returns (bool) {
return value.mantissa == 0;

Sfunction safe224(uint n, string memory errorMessage) pure internal returns (uint224) {
require(n < 2**224, errorMessage);
return uint224(n);

function safe32(uint n, string memory errorMessage) pure internal returns (uint32) {
require(n < 2**32, errorMessage);
return uint32(n);

function add_(Exp memory a, Exp memory b) fure internal returns (Exp memory) {
return Exp(; ﬁnantissa: add_(a.mantissa, b.mantissa)});

Sfunction add_(Double memory a, Double memory b) pure internal returns (Double memory) {
return Double({mantissa: add_(a.mantissa, b.mantissa)});
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function add_(uint a, uint b) pure internal returns (uint) {
return add_(a, b, "addition overflow");

function add_(uint a, uint b, string memory errorMessage) pure internal returns (uint) {
uintc =a + by
require(c >= a, errorMessage);
return c;

function sub_(Exp memory a, Exp memory b) fure internal returns (Exp memory) {
return Exp/{)mantissa: sub_(a.mantissa, b.mantissa)});

Sfunction sub_(Double memory a, Double memory b) pure internal returns (Double memory) {
return Double({mantissa: sub_(a.mantissa, b.mantissa)});

Sfunction sub_(uint a, uint b) pure internal returns (uint) {
return sub_(a, b, "subtraction underflow");

function sub_(uint a, uint b, string memory errorMessage) pure internal returns (uint) {
require(b <= a, errorMessage),
return a - b;

Sfunction mul _(Exp memory a, Exp memory b) pure internal returns (Exp memory) {
return Exp(; ﬁnantissa: mul_(a.mantissa, ﬁmantissa) / expScale});

function mul_(Exp memory a, uint b) pure internal returns (Exp memory) {
return Exp({mantissa: mul_(a.mantissa, b)});

Sfunction mul_(uint a, Exp memory b) pure internal returns (uint) {
return mul_(a, b.mantissa) / expScale;

Sfunction mul_(Double memory a, Double memory b) pure internal returns (Double memory) {
return Double({mantissa: mul_(a.mantissa, b.mantissa) / doubleScale});

function mul_(Double memory a, uint b) pure internal returns (Double. memory) {
return Double({mantissa: mul_(a.mantissa, b)});

Sfunction mul_(uint a, Double memory ?) £ure internal returns (uint) {
return mul_(a, b.mantissa) / doubleScale,

Sfunction mul_(uint a; wint b) pure internal returns (uint) {
7).

return mul_(a,| b, "multiplication overflow")

Sunction mul_(uint a, uint b, string memory errorMessage) pure internal returns (uint) {
ifla==01]b==0){
return 0;

uinte = a * b;
require(c./a == b, errorMessage);
return ¢;

/

function div_(Exp memory a, Exp memory b) pure internal returns (Exp memory) {
return Exp(];mantissa.' div_(mul_(a.mantissa, expScale), b.mantissa)});

Sfunction div_(Exp memory a, uint b) pure internal returns (Exp memory) {
return Exp({mantissa: div_(a.mantissa, b)});

Sfunction div_(uint a, Exp memory b) émre internal returns (uint) {
return div_(mul_(a, expScale), b.mantissa);

function div_(Double memory a, Double memory b) pure internal returns (Double memory) {
return Double({mantissa: div_(mul_(a.mantissa, doubleScale), b.mantissa)});

Sfunction div_(Double memory a, uint b) pure internal returns (Double memory) {
return Double({mantissa: div_(a.mantissa, b)});

Sfunction div_(uint a, Double memory b) pure internal returns (uint) {
return div_(mul_(a, doubleScale), b.mantissa);
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function div_(uint a, uint b) pure internal returns (uint) {
return div_(a, b, "divide by zero");

JSunction div_(uint a, uint b, string memory errorMessage) pure internal returns (uint) {
require(b > 0, errorMessage);
return a/ b;

function fraction(uint a, uint b) pure internal returns (Double memory) {
return Double({mantissa: div_(mul_(a, doubleScale), b)});

/

InterestRateModel.sol
pragma solidity "0.5.16;

/**
* @title Channels's InterestRateModel Interface
: author Channels

contract InterestRateModel {
/1 @notice Indicator that this is an InterestRateModel contract (for inspection)
bool public constant isinterestRateModel = true;

/**

notice Calculates the current borrow interest rate per block

param cash The total amount of cash the market has

)param borrows The total amount of borrows the market has outstanding
)param reserves The total amnount of reserves the market has

return The borrow rate per block (as a percentage, and scaled by 1el8)

* K X X X X
~

function getBorrowRate(uint cash, uint borrows, uint reserves).external view returns (uint),

/**

* @notice Calculates the current supply interest rate per block

* h The total amount of cash the market has
param cas )

* @param borrows The total amount of borrows the market has outstanding

* @param reserves The total amnount of reserves the market has

* FactorMantissa The current reserve factor the market has
)param reserveFactor.

* @return The supply rate per block (as a percentage, and scaled by 1el8)

*/

function getSupplyRate(uint cash, uint borrows, uint reserves, uint reserveFactorMantissa) external view
returns (uint);

/

Maximillion.sol

pragma solidity "0.5.16;,
import "./CHT.sol";

/**
* %title Channels's Maximillion Contract

* @author Channels
*/

contrcici Maximillion {
:/@notice The default cHT market to repay in
CHT public cHT;

/**
* @notice Construct a Maximillion to repay max in a CHT market

constructor(CHT cHT ) public
; cHT =(cHT7; P {

/**

* (@notice msg.sender sends HT to repay an account's borrow in the cHT market

* (@dev The provided HT is applied towards the borrow balance, any excess is refunded
* @param borrower The address of the borrower account to repay on behalf of

Sfunction repayBehalf(address borrower) public payable {
gehaljﬁ'xplicit(borrower, cHT)Iz :

repay.
/**
* (@notice msg.sender sends HT to repay an account's borrow in a cHT market
* (@dev The provided HT is applied towards the borrow balance, any excess is refunded
: param borrower The address of the borrower account to repay on behalf of

param cHT _The address of the cHT contract to repay in
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*/
function repayBehalfExplicit(address borrower, CHT cHT ) public payable {

uint received = msg.value;

uint borrows = cHT .borrowBalanceCurrent(borrower);

if (received > borrows) {
cHT .repayBorrowBehalf.-value(borrows)(borrower);

Jel m{sg.sender. transfer(received - borrows);

else

cHT .repayBorrowBehalf-value(received)(borrower);

/
}

Reservoir.sol

pragma solidity "0.5.16;

/**
* @title Reservoir Contract
* (@notice Distributes a token to a different contract at a fixed rate.
* (@dev This contract must be poked via the ‘drip()” function every so often.
* (@author Channels
*/
contract Reservoir {

/// @notice The block number when the Reservoir started (immutable)
uint public dripStart;

/// @notice Tokens per block that to drip to target (immutable)
uint public dripRate;

/// @notice Reference to token to drip (immutable)
EIP20Interface public token;

/1] @notice Target to receive dripped tokens (immutable)
address public target;

/// @notice Amount that has already been dripped
uint public dripped;

/**
* (@notice Constructs a Reservoir
* @param dripRate Numer of tokens per block to drip
* @param tokg}t The token to drip
:/ param target The recipient of dripped tokens

constructor(uint dripRate , EIP20Interface token., address target. ) public {
dripStart = block.number;
dripRate = dripRate_;
token = token_;
target = target ;
dripped = 0;

/**
* @notice Drips the maximum amount of tokens to match the drip rate since inception
* @dev Note: this will only drip up to the amount of tokens available.
: return The amount of tokens ali]’ipped in this call
function drip() public returns (uint) {
// First, read storage into memory
EIP20Interface token.. = token;
uint reservoirBalance_ = token .balanceOf(address(this)); // TODO: Verify this is a static call
uint dripRate_. = dripRate;
uint dripStart_= dripStart;
uint dripped = dripped;
address target = target;
uint blockNumber = block.number;

// Next, calculate intermediate values

uint dripTotal = mul(dripRate , blockNumber_ - dripStart , "dripTotal overflow");
uint deltaDrip_ = sub(dripTotal , dripped , "deltaDrip underflow");

uint toDrip_ = min(reservoirBalance_, deltaDrip );

uint drippedNext = add(dripped _, toDrip , "tautological”);

// Finally, write new “dripped’ value and transfer tokens to target
dr}épped = drippedNext_;
token_.transfer(target , toDrip );

return toDrip_;

/

/* Internal helper functions for safe math */

function add(uint a, uint b, string memory errorMessage) internal pure returns (uint) {
uintc=a + b;
require(c >= a, errorMessage);
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return c;

function sub(uint a, uint b, string memory errorMessage) internal pure returns (uint) {
require(b <= a, errorMessage),
uintc =a-b;
return ¢;

Junction mul(uint a, uint b, string memory errorMessage) internal pure returns (uint) {

; ==
return 0;

uintc=a *b;

require(c / a == b, errorMessage);

return ¢;

}

function min(uint a, uint b) internal pure returns (uint) {
if(a<=b){
return a;
JYelse {
return b;
}}
/
import "./EIP20Interface.sol";

SafeMath.sol

pragma solidity "0.5.16;

// From https.//github.com/OpenZeppelin/openzeppelin-contracts/blob/master/contracts/math/Math.sol
// Subject to the MIT license.

/**

* %dev Wrappers over Solidity's arithmetic operations with added overflow
* checks.
k

* Arithmetic operations in Solidity wrap on overflow. This can easily result
*in bugs, because programmers usualg/ assume that an overflow raises.an

* error, which is the standard behavior in_high level programming languages.
* ‘SafeMath’ restores this intuition by reverting the transaction when an

: operation overflows.

* Using this library instead of the unchecked operations eliminates an entire
* class of bugs, so it's recommended to use it always.
*/

llbra% ;{S’afeMath {

* @dev Returns the addition of two unsigned integers, reverting on overflow.
%

* Counterpart to Solidity's “+ " operator.

k

* Requirements:
* - Addition cannot overflow.
¥

Sfunction add(uint256 a, uint256 b) internal pure returns (uint256) {
uint256 ¢ = a + b;
require(c >= a;-"SafeMath: addition overflow");

return ¢;

/**
* @dev Returns the addition of two unsigned integers, reverting with custom message on overflow.
%

* Counterpart to Solidity's "+ operator.
k

* Requirements:
* - Addition cannot overflow.
*/

Sfunction add(uint256 a, uint256 b, string memory errorMessage) internal pure returns (uint256) {
uint256 ¢ = a + by

require(c >= a, errorMessage);

return c;

/**

* @dev Returns the subtraction of two unsigned integers, reverting on underflow (when the result is
negati\;e).

: Counterpart to Solidity's - operator.
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* Requirements:
* - Subtraction cannot underflow.
*/

Sfunction sub(uint256 a, uint256 b) internal pure returns (uint256) {
return sub(a, b, "SafeMath: subtraction underflow");

/**

* (@dev Returns the subtraction of two unsigned integers, reverting with custom message on underflow
(when the result is negative).
k

* Counterpart to Solidity's - operator.
%

* Requirements:
:/— Subtraction cannot underflow.
function sub(uint256 a, uint256 b, string memory errorMessage) internal pure returns (uint256) {
require(b <= a, errorMessage),
uint256 ¢ = a - by

return c;

/**
* (@dev Returns the multiplication of two unsigned integers, reverting on overflow.
k

* Counterpart to Solidity's **" operator.
%

* Requirements:
* - Multiplication cannot overflow.
*/

function mul(uint256 a, uint256 b) internal pure returns (uint256) {
// Gas optimization: this is cheaper than requiring 'a’ not being zero, but the
// beneﬁ’; is lost if 'b' is also tested.

/'j/‘ ?’ee: ht{tﬁs{'//github.c0m/OpenZeppelin/openzeppeZin-contracts/pull/522
if (a ==

return 0;

uint256 c = a * b;
require(c / a == b, "SafeMath: multiplication overflow");

return c;

/

/**
: @dev Returns the multiplication-of two unsigned integers, reverting on overflow.

* Counterpart to Solidity's “*" operator.
k

* Requirements:
:/— ultiplication cannot overflow.
Sfunction mul(uint256 a, uint256 b, string memory errorMessage) internal pure returns (uint256) {
Gas optimization: this is cheaper than requiring 'a’ not being zero, but the
/4 beneﬁf is lostif'b' is also tested.
/j/( ?‘ee: hnéljs{'//github com/OpenZeppelin/openzeppelin-contracts/pull/522
ifla==

return 0;

uint256 ¢ = a *b;
require(c / a == b, errorMessage);

return c;

/

/**

* ?dev Returns the integer division of two unsigned integers.
* Reverts on division by zero. The result is rounded towards zero.
k

* Counterpart to Solidity's /" operator. Note: this function uses a

* “revert " opcode (wWhich leaves remaining gas untouched) while Solidity
* uses an invalid opcode to revert (consuming all remaining gas).

%

* Requirements:
:/— e divisor cannot be zero.
Sfunction div(uint256 a, uint256 b) internal pure returns (uint256) {
return div(a, b, "SafeMath: division by zero");

/**
* ?dev Returns the integer division of two unsigned integers.
%

k

everts with custom message on division by zero. The result is rounded towards zero.

* Counterpart to Solidity's /" operator. Note: this function uses a
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* “revert” opcode (wWhich leaves remaining gas untouched) while Solidity
: uses an invalid opcode to revert (consuming all remaining gas).

* Requirements:
:/— e divisor cannot be zero.
Sfunction div(uint256 a, uint256 b, string memory errorMessage) internal pure returns (uint256) {
// Solidity only automatically asserts when dividing by 0
requireg > Oy errorMessage);
uint256 c = a/ b;
// assert(a ==b *c + a % b), // There is no case in which this doesn't hold

return c;
}
/**
* @dev Returns the remainder of dividing two unsigned integers. (unsigned integer modulo),
: Reverts when dividing by zero.

* Counterpart to Solidity's “% " operator. This hfunction uses a ‘revert’

* opcode (which leaves remaining gas untouched) while Solidity uses an
* invalid opcode to revert (consuming all remaining gas).

k

* Requirements:

* - The divisor cannot be zero.
*/

Sfunction mod(uint256 a, uint256 b) internal pure returns (uint256) {
return mod(a, b, "SafeMath: modulo by zero");

/**
* @dev Returns the remainder of dividing two unsigned integers. (unsigned integer modulo),
: Reverts with custom message when dividing by zero.

* Counterpart to Solidity's “% " operator. This hfunction uses a. revert’

* opcode (which leaves remaining gas untouched) while Solidity uses an
* invalid opcode to revert (consuming all remaining gas).

k

* Requirements:
* - The divisor cannot be zero.
*/

Sfunction mod(uint256 a, uint256 b, string memory errorMessage) internal pure returns (uint256) {
require(b != 0, errorMessage);
return a % b;

/

Unitroller.sol
pragma solidity "0.5.16;

import "./ErrorReporter.sol";
;‘rggort "./ComptrollerStorage.sol";

: @title ComptrollerCore

@dev. Storage for the comptroller is at this address, while execution is delegated to the
‘corgg}trollerlmplementation N
: okens should reference this contract as their comptroller.

/

contract Unitroller is UnitrollerAdminStorage, ComptrollerErrorReporter {
/**
: (@notice Emitted when pendingComptrollerimplementation is changed
event NewPendinglmplementation(address oldPendingImplementation, address newPendingIlmplementation);
gimp gimp gimp.
/**
* (@notice Emitted when pendingComptrollerImplementation is accepted, which means comptroller
implemir}mtion is updated
event Newlmplementation(address oldImplementation, address newlmplementation),
/**
:/@notice Emitted when pendingAdmin is changed
event NewPendingAdmin(address oldPendingAdmin, address newPendingAdmin);
/**
: (@notice Emitted when pendingAdmin is accepted, which means admin is updated
event NewAdmin(address oldAdmin, address newAdmin);

constructor() public {
/ Set admin to caller
admin = msg.sender;
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/*¥*¥% Admin Functions ***/
function _setPendinglmplementation(address newPendinglmplementation) public returns (uint) {

if (msg.sender != admin) {
return fail(Error. UNAUTHORIZED,
F ailurelnj;o. SET _PENDING IMPLEMENTATION _OWNER _CHECK);

address oldPendinglmplementation = pendingComptrollerImplementation;
pendingComptrollerImplementation = newPendinglmplementation;

emit NewPendinglmplementation(oldPendinglmplementation, pendingComptrollerImplementation);
return uint(Error.NO_ERROR);

/**

* (@notice Accepts new implementation of comptroller. msg.sender must be pendinglmplementation
* @dev Admin function for new implementation to accept it's role as implementation

* (@return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

%

function _acceptimplementation() public returns (uint)
// Check caller is pendinglmplementation and pendinglmplementation = address(0)
ddress( )15 {(msg.sender != " pendingComptrollerlmplementation || pendingComptrollerlmplementation ==
address(0,

return fail(Error. UNAUTHORIZED,
Failurelr nj;o.A CCEPT PENDING IMPLEMENTATION _ADDRESS CHECK);

// Save current values for inclusion in log
address oldImplementation = comptrollerimplementation;
address oldPendinglmplementation = pendingComptrollerImplementation;

comptrollerImplementation = pendingComptrollerImplementation;
pendingComptrollerImplementation = address(0);

emit Newlmplementation(oldImplementation, comf)trollerlmplementation);
emit NewPendinglmplementation(oldPendinglmplementation, pendingComptrollerImplementation);

return uint(Error.NO_ERROR);

/**

" * @notice Begins transfer of admin rights. The newPendingAdmin must call * acceptAdmin’ to finalize the
transfer.

* @dev Admin function to begin change of admin. The newPendingAdmin must call = acceptAdmin’ to

finalize the transfer.
* @param newPendingAdmin New pending admin.
:/ return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
function _setPendingAdmin(address newPendingAdmin) public returns (uint) {

// Check caller = admin

if (msg.sender = admin) {

return fail(Error. UNAUTHORIZED, Failurelnfo.SET PENDING ADMIN OWNER CHECK),;

// Save current value, if any, for inclusion in log
address-oldPendingAdmin = pendingAdmin;

// Store pendingAdminwith value newPendingAdmin
pendingAdmin = newPendingAdmin;

// Emit NewPendingAdmin](oldPendlZgAdmin, newPendingAdmin)
emit NewPendingAdmin(oldPendingAdmin, newPendingAdmin),

I return uint(Error.NO_ERROR);

/**
* %notice Accepts transfer of admin rights. msg.sender must be pendingAdmin

* @dev Admin function for pending admin to accept role and update admin
* (@return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
*

function _acceptAdmin() public returns (uint) 5
// Check caller is pendingAdmin and pendingAdmin % address(0)
if (msg.sender != pendingAdmin || msg.sender == address(0)) {

return fail(Error.UNAUTHORIZED,
Failure[nj;o.ACCEPT_ADMIN_PENDING_ADMIN_CHECK);

// Save current values for inclusion in log
address oldAdmin = admin;
address oldPendingAdmin = pendingAdmin;
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// Store admin with value pendingAdmin
admin = pendingAdmin;

// Clear the pending value
pendingAdmin = address(0);

emit NewAdmin(oldAdmin, admin);
emit NewPendingAdmin(oldPendingAdmin, pendingAdmin);

return uint(Error.NO_ERROR);

/**

* @dev Delegates execution to an implementation contract.
* It returns to the external caller whatever the implementation returns

* or forwards reverts.
*/

function () payable external {
// delegate all other functions to current implementation
(bool success, ) = comptrollerlmplementation.delegatecall(msg.data),

assemb?} {
et free_mem_ptr := mload(0x40)
returndatacopy(free_mem_ptr, 0, returndatasize)

switch success
case 0 { revert(free_mem_ptr, returndatasize) }
default { return(free_mem_ptr, returndatasize) }

/
}
}

WhitePaperInterestRateModel.sol
pragma solidity 0.5.16;

import "./InterestRateModel.sol";
import "./SafeMath.sol";
/* *

* @title Channels's WhitePaperInterestRateModel Contract
* @author Channels
: notice The parameterized model described in section 2.4 of the original Channels Protocol whitepaper

contract WhitePaperinterestRateModel is InterestRateModel {
using SafeMath for uint;

event NewlInterestParams(uint baseRatePerBlock, uint multiplierPerBlock);

/**
: @notice The approximate number of blocks per year that is assumed by the interest rate model

uint public constant blocksPerYear = 2102400;
/**
: @notice The multiplier of utilization rate that gives the slope of the interest rate

uint public multiplierPerBlock;

JE%
* @notice The base interest rate which is the y-intercept when utilization rate is 0
*

uint public baseRatePerBlock;

/**
* (@notice Construct an interest rate model
* @param baseRatePerYear The approximate target base APR, as a mantissa (scaled by 1el8)
param multiplierPerYear The rate of increase in interest rate wrt utilization (scaledy by lel8)
constructor(uint baseRatePerYear, uint multiplierPerYear) public {
baseRatePerBlock = baseRatePerYear.£v(blocksPer7€ar),'
multiplierPerBlock = multiplierPerYear.div(blocksPerYear),

emit NewlnterestParams(baseRatePerBlock, multiplierPerBlock);

/**

notice Calculates the utilization rate of the market: "borrows / (cash + borrows - reserves)’
param cash The amount of cash in the market

param borrows The amount of borrows in the market

param reserves The amount of reserves in the market (currently unused)

return The utilization rate as a mantissa between [0, 1el8]

* K X X X

*/
function utilizationRate(uint cash, uint borrows, uint reserves) public pure returns (uint) {
// Utilization rate is 0 when there are no borrows
if (borrows == 0) {
return 0;
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return borrows.mul(1el8).div(cash.add(borrows).sub(reserves)),

/**

notice Calculates the current borrow rate per block, with the error code expected by the market
param cash The amount of cash in the market

)param borrows The amount of borrows in the market

)param reserves The amount of reserves in the market

return The borrow rate percentage per block as a mantissa (scaled by 1el8)

* K X X X

*/
function getBorrowRate(uint cash, uint borrows, uint reserves) public view returns (uint) {
uint ur = utilizationRate(cash, borrows, reserves),
return ur.mul(multiplierPerBlock).div(1e18).add(baseRatePerBlock);

/**
* (@notice Calculates the current supply rate per block
* h Th t of cash in th rket
param cash The amount of cash in the marke
* @param borrows The amount of borrows in the market
* @param reserves The amount of reserves in the market
* @param reserveFactorMantissa The current reserve factor for the market
%

+/ return The supply rate percentage per block as a mantissa (scaled by 1el8)
fun(ctiorj etSupplyRate(uint cash, uint borrows, uint reserves, uint reserveFactorMantissa) public view
returns (uint
uint oneMinusReserveFactor = uint(1el8).sub(reserveFactorMantissa);
uint borrowRate = getBorrowRate(cash, borrows, reserves);
uint rateToPool = borrowRate.mul(oneMinusReserveFactor).div(lel8);
return utilizationRate(cash, borrows, reserves).mul(rateToPool).div(1el8);
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